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Summary 
Recently, Sui et al. proposed two separable and anonymous ID-
based key issuing protocols without secure channel and claimed 
that their second protocol avoids the key escrow problem. 
However, in this paper, impersonation attack is proposed to show 
that Sui et al.’s second protocol is not free from the key escrow 
problem. We also show that their protocol cannot detect the able 
to access of illegitimate users instead it suffers from the stolen-
verifier attack. 
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Introduction 

An inherent drawback of ID-based cryptosystems is the 
key escrow problem, i.e., the trusted authority can 
impersonate a user. To tackle such problem, ID-based key 
issuing protocols were proposed [1-4].  Recently, in 2005, 
Sui et al. [4] proposed two anonymous ID-based key 
issuing protocols without secure channel. Their protocols 
separate two different entities: the authentication and the 
private key generation can be computed by two different 
entities Local Registration Authority (LRA) and KGC, 
respectively. Particularly, they claimed that their second 
protocol removes the key escrow: in order to avoid the key 
escrow problem, they support multiple KGCs.  

However, in this paper, we point out that Sui et al.'s 
second protocol does not really resolve the key escrow 
problem by presenting the impersonation attack. We also 
show that their protocol cannot detect the accesses of 
illegitimate users. Moreover, we show that their protocol 
suffers from the stolen-verifier attack. 

2. Review of Sui et al.'s Second Protocol 

In this section, we first recall some definitions and 
notations and then describe the Sui et al.'s second ID-
based key issuing protocol. 

2.1 Preliminaries 

Computational problems. The computational 
assumptions applied to this paper are based on the Diffie-
Hellman problem (DHP). DHP can be classified into as 
follows: 

 
(1) Discrete Logarithm Problem (DLP): Given a duple of 

G  elements ),( aPP , find the integer a . 
(2) Computational Diffie-Hellman Problem (CDHP): 

Given a triple of G  elements ),,( bPaPP , compute the 
element GabP∈ .  

(3) Decisional Diffie-Hellman Problem (DDHP): Given a 
quadruple of G  elements ),,,( cPbPaPP , decide 
whether abc =  or not. 

 
Whether G  is cyclic group generated by P , whose order 
is a prime p  and a , b  and c  be elements of *

pZ . The 
relationship between above (2) and (3) shows DDHP is 
solved by CDHP solution, while its reverse is not 
accomplished despite various efforts up to now. In 2001, 
Okamoto et al. [5] proposed possible existence of 
signature scheme based on the gap of difficulty between 
CDHP and DDHP. They defined the Gap Diffie-Hellman 
(GDH) group to be groups where DDHP is easy but 
CDHP is hard, and named Gap Diffie- Hellman Problem. 

 
 (4) Gap Diffie-Hellman Problem(GDHP): Given a triple 
of G  elements ),,( bPaPP , find the element abP  with the 
help of a DDH oracle. 
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ID-based cryptosystems using a bilinear-pairing are 
constructed in a GDH group. 

 
Bilinear-pairing. Let 1G  be a cyclic additive group 
generated by P , whose order is a prime p , and 2G  be a 
cyclic multiplicative group with the same order p . The 
bilinear-pairing 211: GGGe →×  has the following 
properties: 

 
–  Bilinearity: For all 1,, GRQP ∈  and *, pZba ∈ , 

abQPebQaPe ),(),( =  or 
),(),(),( RQeRPeRQPe =+  

 and ),(),(),( RPeQPeRQPe =+  
–  Non-degeneracy: There exists 1, GQP ∈ , such that 

1),( ≠QPe  
–  Efficiency: For all 1, GQP ∈ , there is an efficient 

algorithm to compute ),( QPe . 

2.2 Protocol Description 

A user chooses a one-time password after offline 
authentication by LRA. Then this password together with 
the identity of user is stored in KGC's databases of 
"pending private key". With the help of this information, 
KGC can know the identity associated with the private key 
which is requested when the user present this one-time 
password to the KGC. This information also helps the 
KGC to check the correctness of the "blinded" identity. 

The Sui et al.'s protocol consists of setup and key 
generation. The setup procedure is a probabilistic 
polynomial algorithm, run by KGC that takes a security 
parameter k  and returns system parameters params  and 
the master-key. The key generation procedure is a 
probabilistic polynomial algorithm that takes as input 
params , the KGC's private key and a user's identity 

{ }*1,0∈ID ; and returns a user private key IDS . The 
password  is the user's chosen one-time password during 

offline authentication and the tuple ),( passwordID  is 
stored in KGC1 and KGC2's databases. 

 
(1) Setup. Let { } 1

*1,0: GH →  is a one-way hash function. 
Public information is 

{ }PsPPsPHepGGI KGCKGCSAK 2211211 ,,,,,, === , where 

),( 11 KGCPs  is the private-public key of the first KGC 
(KGC1) and ),( 22 KGCPs  is the private-public key of the 
second KGC (KGC2). PssPKGC 21=  is the system 
public key, and )(IDH  is a public key of user A . 
 

(2) Key generation. 
 
1) A : selects a random number 1r . 

)(),(:1 1
1111 passwordHrTIDHrQKGCA −==→  

 
2) KGC1: checks the validity of the request by 

checking whether 
))(),((),( 11 passwordHIDHeTQe =  holds for a 

certain tuple in KGC1's database. 
 
3) KGC1: computes 11Qs  and 11Ts . 

11
'
1111 ,:1 TsQsSAKGC ==→ σ . 

 
4) A : verifies the blinded partial private key by 

checking ),(),( 111 KGCPQePSe = . And verifies the 
KGC1's signature on the password by 

),(),( 11
'
1 KGCPTePe =σ . If both of them hold, A  

unblinds the encrypted partial private key and the 
KGC1's blinded signature on the password to 
obtain the partial private key )(11

1
11 IDHsSrK == −  

and KGC1's signature on the password 
)(11 passwordHs=σ . 

 
5) A : selects a random number 2r . 

)(,,:2 1
221221 passwordHrTKrQKGCA −==→ σ . 

 
6) KGC2: checks the validity of the request by 

checking whether )),((),( 122 σIDHeTQe =  holds 
and checks the validity of KGC1's signature by 
verifying )),((),( 11 KGCPpasswordHePe =σ  where 
password is obtained from KGC2's database. 

 
7) KGC2: computes 22Qs . 

222:2 QsSAKGC =→ . 
 

8) A : verifies the blinded private key by checking 
),(),( 222 KGCPQePSe = . If it holds, user A  unblinds 

the encrypted partial private key and obtains the 
final private key )(212

1
2 IDHssSrS ID == − . 

3. Attacks of Sui et al.'s Second Protocol 

In this section, we point out the weakness of Sui et al.'s 
second protocol by presenting some attacks.  

3.1 Impersonation Attack 

Key issuing protocols have tackled the key escrow 
problem in ID-based cryptosystems. In general, a key 
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issuing protocol reduces the level of trust that needs to be 
placed in a trusted third party by spreading the multiple 
trust third parties. In addition, if all of the third parties 
cooperate they can recover the private key of users, so the 
key escrow problem arises only if all of the third parties 
are untrustworthy. However, in this section, we show that 
the key escrow problem arises if only one of the third 
parties KGCs is untrustworthy in Sui et al.'s key issuing 
protocol. 

 
[Case 1.] We assume that malicious KGC1 tries to 

impersonate as a legitimate user A  to obtain the 
private key of user A . 
 
1. KGC1 selects a random number *r , and computes 

)(11 passwordHs=σ , )(1
**

2 IDHsrQ =  and 
)(1**

2 passwordHrT −=  using the tuple stored in his 
databases, and then sends 1σ , *

2Q  and *
2T  to 

KGC2.  
 
2. KGC2 computes *

22
*
2 QsS =  and sends *

2S  to KGC2 
without any doubt, since KGC2 does not check 
the user's identity.  

 
3. Finally, KGC1 can obtain the private key of user 

A  by computing )(21
*
2

1* IDHssSrSID == − . 
 

[Case 2.] We assume that malicious KGC2 tries to 
impersonate as a legitimate user A  to obtain the 
private key of user A . 
 
1. KGC2 selects a random number *r , and computes 

)(**
1 IDHrQ =  and )(1**

1 passwordHrT −=  using the 
tuple stored in his databases, and then sends *

1Q  
and *

1T  to KGC1.  
 
2. KGC1 computes *

11
*
1 QsS =  and *

11
*'

1 Ts=σ , and 
sends *

1S  and *'
1σ  to KGC2 without any doubt, 

since KGC1 does not check the user's identity.  
 
3. Finally, KGC2 can obtain the private key of user 

A  by computing )(21
*
12

1* IDHssSsrSID == − . 
 
Consequently, malicious KGC can successfully attack 

the protocol to illegally obtain users' private keys. It means 
that the key escrow problem is not really solved in their 
protocol. Though they use a hash value instead of 
password itself as mentioned in [4], their protocol can still 
have the key escrow problem since the validity of the 
request is checked by a hash value of the password. 

3.2 Inability to Detect Accesses of Illegitimate Users 

In Sui et al.'s protocol, an outsider adversary can interrupt 
execution of the protocol since he/she can also 
impersonates a legitimate user A . We show that an 
adversary can hinder user A  and KGC from successfully 
carrying out the protocol as follows: 

 
1. In the first run of the protocol, the adversary can 

replace the transmitted messages 1Q  and 1T  with 

1
**

1 QrQ =  and 1
1**

1 TrT −=  respectively, where *r  is a 
random number selected by the adversary. Then 
KGC1 checks the equation 

))(),((),( *
1

*
1 passwordHIDHeTQe =  then sends 

*
11

*
1 QsS =  and *

11
*'

1 Ts=σ  without any doubt. 
 

2. Similarly, in the fifth run of the protocol, the 
adversary can replace the transmitted messages 2Q  
and 2T  with 2

''
2 QrQ =  and 2

1''
2 TrT −=  respectively, 

where 'r  is a random number selected by the 
adversary. Then KGC2 checks the equation 

)),((),( 1
'

2
'
2 σIDHeTQe =  then sends '

22
'
2 QsS =  without 

any doubt. 
 
Consequently, a legitimate user A  cannot obtain his 

private key through the protocol. As mentioned above, 
these vulnerabilities arise from the fact that KGC does not 
correctly check the validity of the authentication request 
messages of user, contrary to Sui et al.'s mention. It means 
that KGCs cannot detect any access of illegitimate users. 
What is worse, KGCs make no doubt on the access of the 
adversary even though the adversary intercepts the 
transmitted messages 1Q  and 1T  and retransmits it. It 
means that Sui et al.'s protocol suffers from the replay 
attack as part of an impersonation attack. Although the 
adversary cannot obtain the private key, these attacks give 
a bad effect on the protocol. 

3.3 Stolen-verifier Attacks 

Sui et al.'s protocol suffers from the stolen-verifier attack 
if an adversary has the ability to get the stored verifier 
someway. Suppose that an adversary E  has stolen the 
verifier, i.e. tuple ),( passwordID . It is clear that E  can 
impersonate as a legitimate user of identity ID  and can 
successfully attack the protocol to illegally obtain user's 
private key. In addition, it is quite probable that the 
adversary E  steals the tuple since the tuple is stored in all 
databases of KGCs who wish to issue private keys by 
participating in protocol. Therefore their protocol is 
vulnerable to the stolen-verifier attack. Despite a hash 
value instead of a password itself as mentioned in [4], 
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their protocol can still be broken by stolen-verifier attacks 
since the validity of the request is checked by a hash value 
of the password. 

4. Conclusion 

We proposed some attacks on Sui et al.'s second ID-based 
key issuing protocol: Their protocol is vulnerable to the 
impersonation attack and the stolen-verifier attack. Also 
their protocol cannot detect the accesses of illegitimate 
users. These attacks have led us to the key escrow problem 
of the protocol, contrary to their statements. 
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