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Summary 
Nowadays, halftone images appear routinely in books, magazines, 
printer outputs, and fax documents. It is desirable to embed data 
in halftone images for copyright protection and content 
authentication. This paper proposes a novel watermarking 
scheme for halftone image authentication, exploiting image hash 
as a fragile watermark. After pixel blocking and ordering, a 
lookup table is constructed according to blocks’ frequency of 
occurrence. Watermark embedding is to displace the original 
blocks with the corresponding similar blocks in the lookup table, 
and in the reverse process watermark is extracted. Some extra 
blocks are randomly selected with a secret key for the lookup 
table embedding, and the original data of these blocks are also 
inserted into the image. In image authentication, the lookup 
table is reconstructed first with the secret key, and then a simple 
table-look-up procedure is employed to extract the watermark 
hash, finally we only need to compare the watermark hash with 
the hash of recovered image: if they are equal, the original image 
suffers no alteration; otherwise it is changed. As a lossless 
technique, the original image can be perfectly recovered by 
performing the reverse process of the watermark embedding if 
the watermarked image is intact. It is necessary to keep the 
content of original host image unchanged in some specific 
applications, where content accuracy of the host image must be 
guaranteed, e.g. military maps, medical images, great works of 
art, etc. As a fragile watermarking, even one pixel toggling can 
be detected. Because of the small quantity of watermark, low 
quality distortion is introduced to the halftone image. Experiment 
results demonstrate the effectiveness of the scheme. 
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1. Introduction 

Digital halftoning is a technique to transform multi-tone 
images into two-tone images, e.g. 8-bit grayscale images 
into 1-bit binary images. The halftone images can 
resemble the original images when viewing from a 
distance by the low-pass filtering in the human visual 
system. Most popular halftoning methods can be divided 
into three categories: ordered dithering [1], error diffusion 
[2], and direct binary search [3]. Among these, error 

diffusion achieves a preferable tradeoff between good 
visual quality and reasonable computational complexity. 
With halftone images widely used, content authentication, 
changes localization and copyright protection for this kind 
of images are receiving an increasing interest among 
researchers with digital watermarking techniques. Many 
watermarking techniques are proposed for multi-tone 
images, and those for halftone images are developed in 
recent years. In contrast, quite a small number of 
authentication watermarking approaches are available for 
halftone images. 
In the literature, most methods cannot perfectly restore the 
original image in watermark extraction or detection. 
Existing watermarking usually introduces irreversible 
degradation to the host medium. Although the degradation 
is slight, it cannot satisfy the requirement of some specific 
situations, where content accuracy of the host image must 
be guaranteed, e.g., military maps, medical images, great 
works of art, etc. Therefore, it is quite necessary to 
develop a lossless watermarking method for authenticating 
halftone images. However, till the present time, there has 
been little attention paid to the lossless watermarking 
techniques for halftone images. 
This paper proposes a watermarking scheme for halftone 
images combining the above two characteristics, namely, 
lossless and for authentication purpose. In image 
authentication, we only need to compare two hash 
sequences: the extracted watermark hash and the hash of 
the restored image. If the two sequences are equal, the 
halftone image suffers no alteration; otherwise it is 
changed intentionally or unintentionally.  
The rest of the paper is organized as follows. Section 2 
reviews the previous work on halftone image 
watermarking, in particular for secure authentication. 
Section 3 extensively describes the proposed scheme 
including watermark embedding and extraction, and 
meanwhile the authentication process. In Section 4, 
experimental results are presented for the demonstration of 
its effectiveness. Section 5 concludes the paper. 
 
2. Previous work 
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Different from grayscale or color images, there are mainly 
three challenges to embed data in halftone images. The 
first one is less information redundancy for each pixel 
value has only one bit. Consequently many watermarking 
approaches cannot be directly transplanted to halftone 
images. Another challenge is visual quality degradation. 
To insert data in halftone images, change of the pixel value 
is either from black to white or from white to black. 
Usually, human visual system is sensitive to the abrupt 
change, e.g. the white cross and the black cross. The third 
challenge is lower embedding capacity. High capacity is 
one of the key factors to evaluate the performance of 
watermarking techniques. Actually, for halftone images, 
this challenge is closely related to the former two 
challenges. It is expected that a large quantity of data 
cannot be embedded into halftone images considering 
visual quality degradation, for less information redundancy 
can be explored. 
Available data hiding methods for halftone images can be 
divided into three classes: (1) Pixel-based: this kind of 
methods is to change the values of individual pixels, 
usually randomly selected [4] [5]. (2) Block-based: these 
methods divide the host image into blocks and modify 
characteristic of some blocks [6] [7]. (3) Hybrid-based: 
they insert data by combining the characteristics of 
pixel-based and block-based [8].  
Kim and Afif introduce an authentication watermark 
AWST (authentication watermarking by self toggling) for 
halftone images in [9]. It consists of following steps:  
choosing a set of pseudo-random pixels in the image, 
clearing them, computing the message authentication code 
(MAC) or the digital signature (DS) of the 
random-pixels-cleared image, and inserting the resulting 
code into the selected random pixels. One disadvantage of 
the AWST is it cannot obtain the original image in 
watermark extraction and image authentication when the 
host image is not changed, because it clears some pixels 
randomly selected and never can be recovered. However, 
our scheme overcomes this problem: the host image can be 
perfectly restored as long as it suffers no alteration, 
otherwise even a single pixel change can be detected. The 
scheme can only simply detect the change without 
spatially locating them. 
 
3. Proposed scheme 
 
Existing watermarking techniques [10] can be classified 
into three categories: robust, fragile and semi-fragile. 
Among them, fragile watermarks are easily corrupted by 
image processing operations, and thus often used for 
checking image integrity and authentication. 
Authentication watermark is a hidden data inserted into an 
image that can be applied to detect any unauthorized 
change of the image. Our scheme is a block-based method. 
 

 
 

Fig. 1  Block diagram of watermark embedding. 
 
3.1 Watermark embedding 
 
The block diagram of watermark embedding is as shown 
in Fig. 1, and each step is detailed described below. 
Watermark generation Our scheme exploits image hash as 
a fragile watermark. Image hashing is known as the 
problem of mapping an image to a short binary string. 
Image hash function has the properties that perceptually 
identical images have the same hash value with high 
probability, while perceptually different images have 
independent hash values. In addition, the hash function is 
secure, so that an attacker cannot predict the hash value of 
a known image. Image hashing is one-way, collision-free 
and relatively easy to compute for any given image. Hence, 
the watermark can be viewed as adaptive for its sensitivity 
to change of the image. 
Our scheme generates the watermark hash WH of the 
original image using hash functions. Suppose WH is an 
L-bit “0-1” sequence, thus we need L blocks to embed data 
for each block can be inserted into 1-bit data. 
Image blocking The scheme starts with dividing the 
halftone image into disjoint pixel blocks. Suppose the size 
of the halftone image I and a block B are M×N and m×n 
respectively, and I is segmented into b blocks B1, B2, …Bb. 
Since each pixel is either black or white, an m×n block has 
totally 2m×n different patterns. Some patterns never occur 
in I, while some occur many times.  
 

 
 
  Fig. 2  An example of an original block and its similar blocks. 
 
Block classification and ordering This step aims to select 
appropriate blocks to embed data. To all blocks in I, we 
count their occurrence respectively, and then rank the 
frequency of occurrence. Sorted in descending order, 
suppose t1, t2, …tj (j≤ 2m×n) denotes the occurrence times 
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of block pattern p1, p2, …pj, respectively. It is clear that 
Formula (1) is satisfied.  
 

1

j

l
l

t b
=

=∑                (1) 

 
Lookup table construction A lookup table T is made up of 
original blocks O1, O2, …Ou, similar blocks S1, S2, …Su, 
and frequency of occurrence of O1, O2, …Ou. Sj (1≤ j≤ u) 
is the corresponding similar block of Oj. Similar blocks 
that never occur in the image are used to displace original 
blocks for watermark embedding. In the context, two 
blocks with the same size are considered similar if the 
Hamming distance between them is 1, namely, only one 
pixel value is different. Therefore each block has 2m×n 
similar blocks. As an example a 4×4 block and its 16 
similar blocks are shown in Fig. 2. 
According to the frequency of occurrence, we select k 
block patterns with highest k occurrence t1, t2, …tk as a 
candidate block set.  
To a block in the set, if all of its similar ones occur at least 
once in I, then the block is discarded from the candidate 
set. If one or more similar blocks do not occur, we 
randomly select one as its similar block. All candidate 
blocks are investigated like this, and original blocks and 
corresponding similar blocks are recorded in T. Besides 
this, we need to record the frequency of occurrence for 
computing embedding capacity. So far a lookup table is 
constructed. It is essential that each similar block in T must 
be different from any other blocks. More details of the 
lookup table construction can be seen in [11].  
 

 
 

Fig. 3  An example of a lookup table. 
 
As an example shown in Fig. 3, the lookup table is 
constructed on the halftone Lena image, with the size of 
the Lena and a block 512×512 and 4×4 pixels, respectively. 
Only 5 blocks with highest frequency of occurrence and 
their similar blocks are given.  
Watermark embedding To embed data, we compare the 
block Bi (1≤ i≤ b) with O1, O2, …Ou one by one. If Bi is 
the same as Oj, 1-bit data can be inserted with the rule: If 
“0” is to be embedded, we do not change Bi, if “1” is to be 
embedded, we displace Bi with Sj. The operation as shown 
in Formula (2) is repeated for all blocks B1, B2, …Bb. 
 

  
if 0
if 1

i j H

i j H

B O W
B S W
= =⎧

⎨ = =⎩
           (2) 

 
Overhead information embedding In [11], the lookup table 
needs extra storage space for watermark embedding and 
extraction. Since different image has different lookup table, 
no universal table is suitable for all images. Besides, the 
lookup table is also need to be protected. Our scheme 
overcomes the disadvantage successfully by embedding 
the lookup table in the host image as overhead 
information.  
The overhead information is embedded as follows. 
(i) Use a pseudo-random number generator with a secret 

key K to choose a set of non-repeating blocks G in I. 
Note these blocks must not coincide with the 
watermarked blocks. 

(ii) Embed G in I. An m×n block of G is rearranged to a 
“0-1” string and embedded as the same way of 
watermark embedding. The process is repeated for all 
blocks in G. Since a block displacement can embed 
one bit, Formula (3) must be satisfied. In Formula (3), 
2umn is the total bits of the lookup table T. 
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(iii) Displace blocks in G with blocks in T directly. 
 
3.2 Watermark extraction and image authentication 
 
The block diagram of watermark extraction and image 
authentication is as shown in Fig. 4. 
Lookup table reconstruction The watermarked image I ′  
is segmented into m×n blocks iB′  (0 ≤ i ≤ b). Before 
watermark extraction, the lookup table must be 
reconstructed first. We use the same key K to find out the 
blocks G′ , and thus T ′  can be recovered by extracting 
G′  directly.  
Watermark extraction Let HW ′  denotes the information 
extracted. According to the lookup table T ′  the 
watermark is extracted as shown in Formula (4). We 
compare the block iB′  (1≤ i≤ b) with blocks in T ′ . If 

iB′  is the same as jO′  (1≤ j≤ u), “0” is extracted; if iB′  
is the same as jS′  (1≤ j≤ u), “1” is extracted.  
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The extracted information HW ′  consists of the extracted 
watermark H1 and the original data of G′ . If “0” extracted, 
we do not change the block; if “1” extracted, we displace 

jS′  with iB′ . After we recover G′ , the restored image R 
is obtained. 
 

 
 

Fig. 4  Block diagram of watermark extraction  
and image authentication. 

 

 
Fig. 5  Experimental results on halftone Lena Image. (a) Original Lena, 
(b) Watermarked Lena without alteration, (c) Restored Lena of (b), (d) 

Watermarked Lena with alteration, (e) Restored Lena of (d), (f) Original 
watermark, (g) Watermark extracted from (b), (h) hash of (c), (i) 

Watermark extracted from (d), (j) hash of (e). 
 
 
 

Image authentication The same hash function is used to 
compute the hash sequence H2 of R. Thus image 
authentication is reduced to a task of comparing H1 and 
H2. On one hand, if the host image I suffers no alteration, 
H1 is equal to H2, otherwise different. On the other hand, I 
suffers no alteration if H1 is equal to H2. In a word, if H1 
is different from H2, I is changed, at least a single pixel. 
 

 
Fig. 6  Experimental results on halftone Baboon Image. (a) Original 

Baboon, (b) Watermarked Baboon without alteration, (c) Restored 
Baboon of (b), (d) Watermarked Baboon with alteration, (e) Restored 

Baboon of (d), (f) Original watermark, (g) Watermark extracted from (b), 
(h) hash of (c), (i) Watermark extracted from (d), (j) hash of (e). 

 
4. Experimental results 
 
In the experiment, 512×512 halftone Lena image and 
Baboon image are selected to test the effectiveness of the 
method. As shown in Fig. 5(a), the halftone Lena image is 
divided into 4×4 blocks. The original watermark, i.e. the 
hash sequence of Lena, is computed by the MD5 hash 
function. After translating the string into “0-1” sequence, 
128-bit digest is obtained.  
In authentication, we compare the watermark extracted 
from the watermarked image, and the hash sequence 
computed from the restored image. When the two 
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sequences are equal, as shown in Fig. 5(g) and Fig. 5(h), 
we can confirm the watermarked Lena suffers no alteration. 
Both of them are equal to the original watermark, as 
shown in Fig. 5(e). While if the watermarked Lena is 
tampered by a mark “KUAS HIT” (Fig. 5(d)), the two 
sequences are different, as shown in Fig. 5(i) and Fig. 5(j). 
Therefore, we can make a judgment by virtue of the two 
sequences are equal or not: if equal, the image suffers no 
alteration; otherwise changed.  
The Baboon image is also divided into 4×4 blocks. As 
shown in Fig. 6, experimental results also verify 
effectiveness of the scheme.  
 
4. Conclusion 
 
This paper presents a lossless watermarking scheme for 
halftone image authentication. The hash sequence of the 
image is embedded as an adaptive fragile watermark. To 
judge weather the original image is changed or not, we 
only need to compare the extracted watermark and the 
hash sequence of the restored image. If they are exactly the 
same, the image suffers no alteration; otherwise it is 
changed.  As long as the watermarked image is not 
unauthorized changed, the original image can be perfected 
recovered. Besides, no information needs to be saved 
except a secret key. 
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