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Summary 
We propose a new concept which is derived from the 
cryptography, the substitution of bits in the image and the visual 
cryptography method. Given some secret data and a set of cover 
images, in the proposed scheme the secret data is encrypted by 
the administrator, after that we select the random bit planes of 
the cover images using the pseudo-random sequence and modify 
the cover image based on these random bit planes. In our method 
each participant has a unique modified cover image called stego-
image. Therefore these participants are required to reconstruct 
the encrypted secret data without destroying of its secrecy. After 
that administrator decrypt the original data. Experiments show 
the good quality of the stego-image. The proposed scheme also 
prevents anyone if steal all the shares will not gaining 
information about the secret data. 
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Introduction 

In the present era of computers and fast communication, 
one needs to protect communicated information (message 
or plain text) from unauthorized user, while sending it 
through any electronic media. The private-key and the 
public-key are the two well-known cryptosystems [1, 2, 3, 
4, 5, 6, and  7] using these we enable to keep the secret 
data securely in such a way that that invader cannot able to 
understand what the secret data means. The data 
encryption standard (DES) [6, 7] and Rivest, Shamir, 
Adleman (RSA) and Advanced Encryption Standard 
(AES) [1, 2, 3, 4, and 5] are three representative methods. 
 
 Apart from cryptography, steganography provides another 
way to keep the data secure. The Steganography [8, 9, 10, 
11, 12, 13, 14, 15, and 16] consists of techniques to allow 
the communication between two persons. It hides not only 
the contents but also the existence of the communication 
in the eyes of any observer. These techniques use a second 
perceptible message, with meaning disjoined by the secret 
message. This second message works as a “Trojan horse”, 
and is a container of the first one. The new technologies 
and, in special way, the information networks require 
more and more sophisticated strategies in order to prevent 

the message privacy. In this context, digital images and 
audio is excellent candidate to turn into containers of the  
 
 
messages, since the bits of a secret text message can be 
superimposed, as slight noise, to the bits employed for 
coding a digital image.   
 
There are two methods of performing steganography, one 
in spatial domain, and the other in frequency domain. 
Each technique has its own advantage and disadvantage. 
In the spatial domain [11, 12], we can simply insert data 
into host image by changing the gray levels of some pixels 
in the host image, but the inserted information may be 
easily detected using computer analysis. In the frequency 
domain [13, 14], we can insert data into the coefficients of 
a transformed image, for example using discrete Fourier 
transform (DFT), discrete cosine transform (DCT) and 
discrete Wavelet transform (DWT). But we cannot embed 
too much data in the frequency domain because the quality 
of the host image will be distorted significantly.  
 
The mechanism is desirable in which the secret depends 
not on one person but on a group of people which is 
known as the secret sharing [17, 18, 19, 10, and 21]. The 
real life application of this scheme is when it’s necessary 
in a company that the managers to share the digital 
documents. This concept gives a good solution for data 
security because all members are required to break the 
secret and this the main advantage of the secret sharing. 
 
In 1994, Naor and Shamir [17] described a new (k, n) 
visual cryptographic scheme using black and white images, 
where the dealer encodes a secret into n participants. The 
secret is visible only if k or more participants stack in their 
shares together. The concept of arcs to construct colored 
visual cryptography scheme has been proposed by Verheul 
and Van Tilborg [18] where colored secret images could 
be shared. The number of colors and number of sub pixels 
determined the resolution of the revealed image and thus if 
the number of colors was large, then coloring the sub 
pixels and stacking the shares precisely becomes a 
difficult task. In [19], a new visual cryptographic scheme 
to improve the visual effect of the shares was proposed by 
Hwang. This scheme was useful when the number of 
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shares was large and could be implemented only for black 
and white images. Subsequently Chang, Tsai and Chen 
[20] modified and extended this scheme to color images 
using Color Index Tables. In [21], Chang proposed a 
scheme wherein the size of the shares is fixed and 
independent of the number of colors appearing in the 
secret image. Further, the pixel expansion was only 9, 
which was the least amongst the previously proposed 
methods. But this algorithm is only applicable for (n, n) 
schemes. In paper [22] chang gives the concept of the 
sharing of multiple secrets in the digital image. 
 
In our paper we introduce the concept of the administrator 
who is the central authority of the process. The 
administrator makes our process more secure. The 
administrator encrypts the secret data using the AES 
method which is one of the most secure encryption 
techniques.  
 
Each participant has the digital grayscale image Xi. The 
participant required this image to share the secret 
encrypted message with the other participants. We have 
two participants to share the secret encrypted data. We 
select the two random bit planes using the pseudo-random 
sequence from two cover images of the two participants, 
respectively and modify one of the bit planes for achieving 
our goal. 
 
This Paper is organized as follows. In Section 2, we give 
brief of the Advanced Encryption Standard [AES] which 
is used by the administrator .In Section 3, we introduce the 
pseudo-random sequence and in Section 4, we introduce 
secret-sharing using pseudo-random sequence. The 
Experimental Results& Security Analysis and Conclusion 
are shown in Section 5 and 6. 

2. Advanced Encryption Standard (AES) 

This is used to encrypt the secret data by the administrator. 
We fix the block size and key size to 128 bit. We consider 
the 10 round versions. We use the following notations. 
 
Let for all round index 10,...,0=i and byte 

index: 15,...,0=j  

jthX i
j :  text byte of i-th round (in 

particular), 0
jX  is the initial input plain text byte and is 

fixed 
jthX j :11 cipher text byte. 

jthK i
j :  expanded key byte of i-th round (in 

particular) 0
jK  is the user defined key : 

>< 15210
0 ,....,,,: kkkkK j  

jthMK i
j :  Modified inverse expanded key byte of i-th 

round 
W[i] = i-th key word of 32 bits. 
kn: nth key byte, }175,....,2,1,0{=n   

=kN  (Key size)/32 = 128/32 = 4. 

=bN  (Block size)/32 = 128/32 = 4. 

rN No. of cipher rounds = 10. 
We use the standard convention of representing 

elements of  82
F as polynomials of degree 7, over 2F . 

We also adopt the standard practice of treating the 
elements of  82F as integers in the range 0, … ,255. Thus 

for example, 82
F∈α  with 1267 ++++= xxxxα   

would be referred as 199=α , without ambiguity. 
We define three functions namely Rotbyte(.), 

Rc(.), and Rcon(.) . 
 (i) Rotbyte(.) rotates the bytes of key within the word, 
when word oriented structure is considered for key 
expansion mechanism. If 3210 ,,, kkkk  are four bytes of 

i-th key-word ][iW arranged in big endian format,  

],,,[]),,,[( 03213210 kkkkWkkkkWRotbyte =   The 
byte substitution transformation of Rijndael uses an S-box, 
generated over 82F with )03()1( 16basex ≡+  as 

primitive element and )1()( 348 ++++= xxxxxg  
  as the defining irreducible polynomial along with an 
affine transformation of )63()1( 16

56
basexxx ≡+++ . 

Thus, bs, using S-box, transforms the individual byte a(x) 
to bs(a(x)).  
Mathematically, 

))1)(mod(1)((
)1(

))((
8234

56

++++++
+++

=
xxxxxxc

xxx
xabs

 
 

where  ))((mod)()( 1 xgxaxc −=  
 (ii) Rc(a(x)) is another round dependent byte oriented 
constant function defined over F28. POW(a(x)) contains 
powers of a(x) in the field. Then 
 ))())(mod(())(( xgxaPOWxaRc =  
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In particular, for }10,....2,1{)( ∈xa  
}54,27,128,64,32,16,8,4,2,1{))(( =xaRc  

(iii) Rcon(a(x)) is a round dependent word oriented 
function such that ).0,0,0)),((())(( xaRcxaRcon =  
Here the commas define separation of each byte arranged 
in big endian format. 

2.1. Brief description of Rijndael internals 

Rijndael has an elegant algebraic structure over 82
F . The 

input plain text or the output cipher text of block size of 
128-bits is viewed as a 4x4 matrix of 16 bytes arranged in 
a column major format. Rijndael consists of an initial 
round of key addition (ak) followed by 10 iterations of 
round transformations for the key size of 128-bits. Each 
(except the last) round transformation function is 
composed of the four sub transformation functions: Byte 
Substitution or bs, Row Shift or rs, Mix Column or mc and 
Add Round Key or ak. The last round transformation does 
not include the mc function. 

2.1.1 Byte Substitution transformation: bs  

This is the only non-linear transformation in the entire 
Rijndael structure. It operates independently on each byte 
using a substitution table (S-box). The S-box, which is 
invertible in nature, is composed of two transformations: 
 
Taking multiplicative inverse of the desired byte in the 
finite field GF (28) with )03()1( 16basex ≡+  as 

primitive element and )1()( 348 ++++= xxxxxg  
as the defining irreducible polynomial. The element 

1600base  is mapped to itself. 
 
Applying an affine transformation of )1( 56 +++ xxx  

equivalently  1663base . 
 
Thus, the byte substitution operation transforms a byte 
a(x) to bs(a(x)) as per the following relation. Let 
1. ))((mod)()( 1 xgxaxc −=  
2. 

))1)(mod(1)((
)1(

))((
8234

56

++++++
+++

=
xxxxxxc

xxx
xabs  

 

The inverse S-box is constructed by taking an inverse 
affine transform followed by a multiplicative inverse in 
the finite field 82

F . 

1. 
))1)(mod())(((

)1()(
836

2

+++
++=

xxxxxabs
xxc

 

2. ))((mod)()( 1 xgxcxa −=  

2.1.2 Row Shift transformation: rs  

The 16 input bytes are arranged in a column major format 
of a 4x4 matrix. To achieve the desired confusion, a linear 
transformation rs is applied. Here, the bytes in each row of 
the matrix are given a cyclic left shift. For i = 1, 2, 3, 4 the 
bytes in the i-th row are circularly left shifted by (i-1) 
bytes. 

The inverse of a row shift transformation is 
obtained by cyclically shifting the bytes in the reverse 
direction i.e. circularly right shifting 0, 1, 2, and 3 bytes in 
the first, second, third and fourth row of the 4x4 input 
matrix respectively. 

2.1.3 Mix Column: mc 

The linear transformation mix column provides 
the diffusion by mixing the bits of each column. The 
function β(z), given below, operates on the input column 
by treating it as a degree three polynomial in ][82

zF . 

This polynomial is multiplied by a rotated version of a 
standard polynomial ][)( 82 zFzm ∈  given by 

( )[ ] 02010103 123 +++= zzzzm  

and reduced modulo the polynomial ][)1( 82
4 zFz ∈+ . 

Here the coefficients denote elements of  82F . It is known 
that the coefficients of m(z) are so chosen that the result 
β(z).m(z) is invertible modulo (z4 + 1) although this 
polynomial is reducible over F2. 

For example, a column of mc, [a0, a1, a2, a3]T is 
considered as 

( ) [ ]zFazazazaz 8201
2

2
3

3 ∈+++=β  
Then,  
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( ) ( ) ( ) ( )
( )
( )
( )
( ) ( )

( )( )1mod

020201

010201

01010203

010103

010303

4

0
010

2
120

3
1230

4
231

5
32

6
3

+

⋅+⋅+⋅+

⋅+⋅+⋅+

⋅+⋅+⋅+⋅+

⋅+⋅+⋅+

⋅+⋅+⋅=⋅

z

zazaa

zaaa

zaaaa

zaaa

zaazazzm β

 

( ) ( )
⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢

⎣

⎡

⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢

⎣

⎡

=

3

2

1

0

02010103
03020101
01030201
01010302

.

a
a
a
a

zzm β  

 
The inverse of Mix column transformation is similar to the 
forward operation with the only difference that the inverse 
of the fixed polynomial i.e. [m(z)]-1 is used and it is given 
by   14091311)]([ 231 +++=− zzzzm   

Hence, ( )[ ] ( )
⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢

⎣

⎡

⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢

⎣

⎡

=−

3

2

1

0

1

14091311
11140913
13111409
09131114

.

a
a
a
a

zzm β  

 
2.1.4 Add Round Key: ak 
 
In this function, the round key is added to the current byte 
as bit-wise exclusive OR. The XOR operation is the 
inverse of itself. 

3. Pseudo Random Sequence  

A Non-Linear forward feedback shift Register (NLFFSR) 
is a mechanism for generating Pseudo random binary 
sequences [23, 24, 25, 26, and 27]. Figure 1 shows a 
general model of an 4-bit NLFFSR. It is a Non-linear 
forward feedback shift register with a feedback function f  

 

 
Figure-1: A General model of 4-bit NLFFSR 
 
NLFFSR are extremely good pseudorandom binary 
sequence generators. When this register is loaded with any 
given initial value (except 0 which will generate a 
pseudorandom binary sequence of all 0s) it generates 
pseudorandom binary sequence, which has very good 
randomness and statistical properties. The only signal 
necessary for the generation of the binary sequence is a 
clock pulse. With each clock pulse a bit of the binary 
sequence is produced.         
 
A model of 4-bit NLFFSR is considered to demonstrate 
the functioning of NLFFSR with the feedback function 

41 xxf ++=  and the non-linear function g defined by 

4231 .. −−−− ⊕ nnnn aaaa  forming non-linear feed forward 
shift register generator. Its initial bit values are used 
(1111). 
The output sequence 000010111110000:nZ  
Generated by NLFFSR in is periodic of period 15, which 
is the same as the period of the sequence generated by 
NLFFSR of 4 bits.  
 
Period of the sequence generated by NLFFSR is the 
maximum if we use the primitive polynomial. To design 
any stream cipher system, one needs to consider the 
NLFFSR with primitive feedback polynomials as the basic 
building blocks. Period of the enciphering sequence can be 
increased if it is generated by following methods:  

(1) Addition of maximal length sequences. 
(2) Multiplication of maximal length sequences. 
(3) Using multi logic generalized Non-linear    

feedback shift register. 
 
The usefulness of these sequences depends in large part on 
there having nearly randomness properties. Therefore such 
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sequences are termed as pseudorandom binary sequences. 
The balance, run and correlation properties of these 
sequences make them more useful in the selection of 
secret keys. The NLFFSR generated sequences are of 
great importance in many fields of engineering and 
sciences. 

4. Secret Image Sharing using Pseudo-
Random Sequence  

Suppose the dealer wants two participants 1P  and 2P  to 
share the secret original data T  and first we encrypt the 
secret data as E  which is encrypted by the administrator. 
Then we will share this encrypted data E . We are taking 
the digital grayscale image in which each pixel of 8-bits or 
1-byte, representing the gray levels from black to white. 
The encrypted text to be hidden is E  and two image X1 
and X2 in which we will share the encrypted data. We will 
take two pseudo-random sequences which is generated by 
the NLFFSR. Let the sequences generated are 1S  and 2S . 
Let the sequence generated as follows 

 
{ }1,2,3,2,1,4,21 =S  

{ }1,2,3,4,2,1,32 =S  
 

 We will take the collection of the bits from the image X1 

by the sequence 1S  i.e. the 2nd  LSB of the first pixel, the 
4th LSB from the second pixel, 1st LSB from the third 
pixel , the 2nd LSB from fourth pixel and ……… and the 
collection of the bits from the image X1   is consider as 1C  
array.  

 
1st Pixel  11001000 
2nd Pixel  11101000 
3rd Pixel  11101011 
4th Pixel  11001000 
 

These are the pixel of the image X1  selection based on the 
pseudo-random sequence 1S  and the content of the 

array }..,0,1,1,0{1 =C  and we will combine 
8-bit as one byte. 
 
4.1 The secret sharing procedure proposed scheme  

 
We are having the encrypted text E  given by the 
administrator and the array 1C  which we have derived 

from the cover image X1 and the permutation functions 
perme, perm1 and perm2 and the other cover image X2. 
 
Step 1: a) Let the length of the encrypted text E  is ‘l’. 

          for i=0 to l 
]][[][1 ipermEiE e=  

         Where 1E  is the permutated encrypted data  
 
Step 2: If  l < min(sizeof(X1), sizeof(X2)) then:

 proceed 
  Else:  The cover images are not suitable and     

different images to be selected. 
Step 3:  for 0=i to l  

        ][)]([)]([ 1
1122 iEipermCipermC ⊕=  

 
Step 4: The 2C  array value have to be hide in the image  

X2 using the sequence 2S . E.g. let the array 

......],0,0,1,0[2 =C  in the bits-
form and the 
sequence { }1,2,3,4,2,1,32 =S . 

 
Let the cover image X2   having the pixel value in bit-form 
before hiding the data 

1st Pixel  00100111          
2nd Pixel  00100111  
3rd Pixel  11001000  
4th Pixel  00100111  
 

After hiding secret share in the image X2 using the 
sequence 2S  and array 2C  in bit-form 

 
 
1st Pixel  00100011  
2nd Pixel  00100111  
3rd Pixel  11001000  
4th Pixel  00100111 
 
In this way we are hiding the data in the 2nd image 
using pseudo-random sequence. 

 
Step 5:  Secret sharing is complete. Exit . 

 
4.2 The secret recovery procedure of the proposed 
scheme  
 
Now the two participants 1P  and 2P  want to recover the 
data and the cover image are X1 and X2 respectively, and 
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the pseudo-random sequence are the 1S  and 2S  
respectively and the array generated by these sequence are 

1C  and 2C  respectively. 
 
Step 1: For i=0 to l ,  

)]([)]([][ 2211
1 ipermCipermCiE ⊕=  

 
Step 2: For i=0 to l ,  

)](([][ 1 iperminvEiE e=  
 

Step 3: Administrator decrypt the data. 
 
Step 4:  Exit 

5. Experimental Results and Security Analysis  

We will discuss the experiments along with the security 
analysis. 
 
5.1 Experiments Results 
In the experiments, we have taken the two participants 1P  

and 2P  sharing the encrypted secret data and we are 
having two image X1 and X2  as shown in the figure 2. 
 
The secret data can be extracted from the cover-images are 
in the lossless form. Overall advantage of the technique is 
that it is effective because the quality of the stego-image 
visually acceptable because we are hiding the data in 
pseudo-random method with-in first four planes only; the 
stego-images will be very close to the original image if we 
hide the data within first four planes. Finally, we are not 
hiding data in one plane only and it leaves no area of 
doubt for simple operation. 

 
5.2 Security Analysis  
 
We will analyze the effectiveness of the scheme, which is 
proposed by us. We produce the stego-images which are 
owned by the participants. It is very tough for the attackers 
to get the stego-images from the participations. It is very 
difficult to know in which image is contain the hidden 
information. 
 
Suppose the attackers some how able to get the two stego-
images X1 and X2 from participants 1P  and 2P  
respectively. Even if the attackers know everything about 
the proposed schemes. The attackers problem is to find 

first about the two pseudo-random sequences 1S  and 2S  
some how if he is able to know about the two pseudo-
random sequences. After the attackers cannot able obtain 
the permutation functions )(1 iperm  and the )(2 iperm  
for every i without this knowledge of this function he 
cannot able to obtain the 1E  . Some how he recover the 

1E  but without the knowledge of the )(iperme  for 

every i. He is not able to recover the E . Even if some how 
he recover the E . But the data is encrypted by the 
Advanced Encryption Standard (AES) with 128-bits.  

 
Consider the brute force attack only the AES code 

breaking require the 2128 guess to break the AES code. 
And to guess the 1E  or )]([ 22 ipermC or 

)]([ 11 ipermC  require the 2l possible case and same for 
the E . This satisfies the requirement of the practical 
security [28] as suggested by Shannon. Therefore we can 
say this proposed scheme is secure under this case. 

6. Conclusion 

The main purpose of our proposed scheme is to make a 
full-proof method. We provide the concept of the 
administrator in the secret sharing as well the encryption 
of the original data. And we are also using the concept of 
the pseudo-random sequence to make our proposed 
scheme our secure from any attack. Our method is much 
better than the Visual Cryptography because the cover 
images do not have to be expanded and this prevents the 
disorderliness and the spots of the shadows on the images. 
And it is very tough to break this proposed scheme even 
by any computer of this age. 
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Fig 2. Flow chart of the algorithm 
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