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Summary

Networks becomes more complex practically in terms of
offered services such as electronic commerce. As a result,
networks are more and more subject to various kinds of
complex security attacks. Existing security system
responses have reached their limits in detecting and
defending against various network attacks because current
attacks are decentralized, automated and intelligent and
these systems are passive in response to network attack in
that they are limited to being local; and there is no
automated, network wide response against detected attacks.
Some drawbacks of existing systems reveal the necessity of
designing a new generation of systems adapted to
dynamical environment. In order to deal with these
requirements, active networks approach  provides
interesting characteristics; it is a novel approach that gives
networks and services flexibility and spontaneity. With an
active network in place, we can build a more active and
dynamic attack response by pushing the countermeasures
near the source of attack. This paper describes this
approach.
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Introduction

Networks becomes more complex practically in terms of
offered services such as electronic commerce. Moreover,
the number of individual users, government agencies and
companies with Internet access is expanding rapidly. As a
result, networks are more and more subject to various
kinds of complex security attacks; Distributed Denial of
Service (DDOS) shows such feature clearly [1]. It is
known that the only way to secure completely a private
network is to make it unreachable. However, even if this
solution was undertaken for many years, today it is not
possible to close private network especially for business
purpose. Therefore, security management of these new
networks requires more intelligence and sophistication.
The focus of our work concerns one critical security
management issue that is attack detection and response.

Existing security management system, such as intrusion
detection system [2], firewalls [3] and Honeypot [4], have
reached their limits in detecting and defending against
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various network attacks [5],[6]. This is because current
attacks are intelligent [7], and these systems are passive in
response to network attack in that there are limited to
being local; and there is no automated, network wide
response against detected attacks. These systems rely on
manual  response  techniques involving  network
administrators. These drawbacks of existing systems
reveal the necessity of designing a new generation of
system adapted to dynamical environment. In fact,
flexibility, adaptability and distribution are the main
features to be addressed in a suitable architecture that
fulfils these requirements.

In order to deal with these requirements, active networks
approach provides interesting characteristics [8]. It is a
novel approach that gives networks and services flexibility
and spontaneity. It allows intermediate node to execute
programs that are dynamically deployed on the network
[9].[10]. The introduction of the active network approach
seems so promising to enable network nodes to perform
intelligent and dynamic behavior. This approach appears
an appropriate candidate to make balance between
requirements, flexibility and adaptability for attack
detection and response.

With an active network in place, we can build a more
active and dynamic attack response by pushing the
countermeasures near the source of attack, where they can
produce better results [24],[25]. The active network attack
detection and response is automatic and effective in
security management; but it is not yet realistic system and
requires more research [26],[27]. In this paper we propose
a flexible attack detection and response framework that is
based on active network technology, which allows
dynamically deploying and distributing security tasks
among different nodes, such as attack information,
response techniques and protection techniques.

The structure of this paper is organized as follows : in the
next section, we examine some existing security services,
including their advantages and drawbacks, and we present
an overview of active networks technology. The section 3
describes our active security architecture for attack
detection and active response. To demonstrate the
potential of our solution, the section 4 presents a scenario
of attack response. Finally we conclude and indicate some
directions that could be followed in future work.
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2 Background

Recent researches have studied security management
specially defending against the network security attacks.
Typical solutions to prevent attacks involve the set of the
tow actions, detection of the attack and an efficient
response to it. For detection of the attack, an evolution of
the packet filters, abnormally based scanning and
signature based detection would be a good start. For
response to the attack, traffic blocking is most effective
when applied near the source of the attack. Active network
seems to be an efficient approach to improve attack
detection and response capabilities [26],[27], but it is not a
realistic system and require more research, since all the
immediate nodes must be active. To remedy to this
drawback we present an architecture that is partially active
and compatible with existing networks.

2.1 Security Services

In this part, we present a short introduction to some
existing security services, including their advantages and
drawbacks. We choose Firewalls and Intrusion Detection
Systems (IDS), because they have a relationship with our
proposition.

2.1.1 Firewall

The primary function of the firewall is to control access to
services and hosts. The firewall is based on security
policies and is the main line of defense against attack
between a protected sub network and a less trusted
network. Its purpose is to restrict traffic entering and
leaving at one carefully controlled point, and is
responsible to apply the security policies defined, by
controlling and restricting the traffic. The security policies
are static rules (source address, destination address,
protocol, port, etc) [3]. Generally, firewall cannot protect
against new threats, viruses and malicious insiders, and
does not provide dynamic reconfiguration.

2.1.2 Intrusion Detection System (IDS)

IDS attempts to detect and response to malicious activity
targeted at computing and networking resources [2]. In
general, IDS can be classified as Network Intrusion
Detection System (NIDS) or Host Intrusion Detection
System (HIDS). The fundamental difference between them
is the source of the activity that they monitor and analyze
to detect intrusions. HIDS monitors activities on a host or
end system, while NIDS monitors network traffic. HIDSs
are used to protect critical network servers or other
individual systems containing sensitive information.
NIDSs are used to monitor activities on a specific network
segment. There are two evaluation methods to detect an

attack, anomaly and signature detection. The anomaly
detection observes network traffic for anomalies; it permit
the detection of unknown attacks, but it generates false
alarm rate. The signature detection scans network traffic
for known attack traffic patterns. The IDS is usually
passive in response to network based attacks; because the
response has been an afterthought and is generally limited
to logging, notification and disconnection at local host.
The current IDS process neither provides the needed real
time attacks response nor scales with network. In order to
be effective in today’s internet, network based attack
response has to be network wide and automatic.

2.2 Active Networks

2.2.1 Definition

Active Network is a new concept, emerged from the broad
DARPA Community in 1994-1995 [11]. It provides a new
way of thinking about a network environment.
Traditionally, the function of a network has been to
deliver packets from endpoint to another, with only
routing and header processing occurring within the
network. In an active network, program can be injected
into the devices making them active in sense that their
behavior can be dynamically defined, and it can perform
computations on individual packets. There are two
approaches to building an active network, the discrete (or
programmable), and the integrated (or encapsulated)
approach.

The Discrete Approach (or programmable) approach: it
consists to separate data packet processing from the
injection of programs into the node; users send a program
to a node as they would to a host; this program would then
be stored at the node; when a packet arrives at the node,
the corresponding program is selected using some header
information and then executed. When a new version of the
program is necessary, or if a different type of processing is
required, the user can send new program to the node to
replace the old one. ANTS [12]. DAN [13] and HAPA
[14] are pursuing this approach.

The integrated (or encapsulated) approach: it consists to
integrate the program with every packet. In this case every
packet that is sent contains both data and programs. When
the packet arrives at a node, its contents evaluated using
the program in the packet. SmartPackets, Active IP Project
[15] and architecture MO [16] are pursuing this approach.

2.2.2 Node Architecture

The architecture of an active network node can be divided
into three separate components [17],[18]: Node Operating
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System (Node OS), The Execution Environments and
Active Applications.

The Node OS is an operating system for active node. It is
responsible for the management and allocating of
resources like CPU and memory in the active node. It also
provides a set of interfaces to the Execution environment
to access and use these resources. There are several efforts
in the building of a generic Node OS — Bowman [19],
Joust [20] and JanOS [21].

The Execution Environments are environment for
execution of active applications. There are one or more
Execution Environments per node; each Execution
Environment accepts valid programs and packets, either
executing them or modifying their state, and emits one or
more new packets or programs. The Execution
Environment is essentially the active network’s
programming environment and is often centered on a
particular language or model.

The Active Applications are code injected in network and
executed at an active node. This code may come from a
provisioned library, a capsule or fetched on demand.

3 System Architecture

In this section, we will describe the components of the
system that will support our approach. This system is an
attacks detection system and also a response system. Its
goal is twofold :
1. Detect ingoing attacks by monitoring the traffic.
2. Response to the attacks in two ways:
a. Response locally by taking the
countermeasures.
b. Response in the network by pushing the global
countermeasures nearby the attack source (Fig 1).
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Fig. 1. Dynamic, Network wide attack response

Ideally, attacks should be stopped as close to the sources
as possible. Push the responses at the attack source have
several advantages :

e  Congestion avoidance: restraining attack streams
near the source preserves Internet resources that are
usually overwhelmed by the attack traffic. This
reduces overall congestion and increases resources
available to legitimate users.

e Small collateral damage: many response systems
respond to the attack by filtering or rate-limiting all
traffic to the victim. Legitimate traffic thus suffers
collateral damage. Moving attack response closer to
the sources reduces the range of legitimate traffic
adversely affected by the response, as the traffic from
uncompromised source networks proceeds to the
victim unhampered.

The architecture that implement our approach is composed

of the following two main parts : node architecture and

network architecture.

3.1 Node Architecture

It is the architecture of the security module installed on the
host to be protected. It is composed of some components,
as depicted in Fig 2:
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Fig. 2. Node System Architecture.

3.1.1 Monitoring Component (MC)

This component consists in providing a report of network
traffic, and transmits it to the Detection Component, i.e.
builds and gives a representative view of detailed data that
passes through the network interface. It operates by
filtering and analyzing the traffic data stream, based on the
filtering rules provided by the DC. This report is used to
identify the attack and to determine appropriate security
actions to defend against it.

3.1.2 Detection Component (DC)

This component is responsible for detecting and
identifying attack against the node. It receives the traffic
report form Monitoring Component (MC); this report
provides a global picture of the data stream. The decisions
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process of DC is based on security rules and expertise
stored in its knowledge base. Some attacks are violation of
these rules. The role of the DC then is to identify these
security violations and recognize the attacks that can occur
by using the signature analysis.

In addition, DC provides a history traffic patterns and can
support historical queries; this allows a baseline to be
established, from which anomalies can be detected and
suspicious activity identified.

3.1.3 Local Response Component (LRC)

This component is responsible for generating adequate
responses, it defines the reactions when an attack is
detected; i.e.: defines the security actions that must be
taken locally in this attack situation. It is responsible for
taking the appropriate local security actions (e.g., Kill
processes and connections associated with attacks, install
filtering rules, disable the user account, modify a host’s
policy) based on the attack type and local policy
constraints (e.g., never disable HTTP between 8 h and 18
h).

3.1.4 Report Component (RC)

This component is responsible for building and sending a
report that contains attack description and description of
the node’s response to the manager of the network called
Control Active Node (CAN). On detecting an attack, the
node determines the appropriate response based on the
attack type; the wvulnerability of the component under
attack and on the local policy constraints. The description
of the attack responses are added to the attack description
prior to sending the report to the CAN. This report enables
the CAN to gain a better largely picture of the situation;
and to determine an optimal global response.

3.1.5 Management Component (MC)

This component performs an initial check each new
arrived security function. If the security function passes
this check, then the MC integrates it into the system. A
security function can for example include signature
detection functionality, anomaly detection algorithms or
any kind of security action.

3.2 Network Architecture

3.2.1 Active Plans

The components of an active node (NodeOS, Active
Applications and Execution Environments) interact
together to ensure the dynamic deployment and the
execution of the actions response to attacks. To keep a

compatibility with the traditional network, the active
nodes will be deployed only on some specific point of the
network. Therefore we will have to manage a network that
formed of two principal plans: active plan and transport
plan [22],[23]. In order to control and manage the dynamic
deployment of the active code, we introduce a third plan
called control plan, and a fourth plan called administrative
plan. This architecture in plans, shown in the Fig 3,
achieves these goals by the introduction of two new types
of active nodes : the Control Active Node (CAN) the and
Administrative Active Node (AAN).
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Administrative Plan
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Control Domain = Control Active Node
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Transport Plan

Fig. 3. Active plans

By making a regrouping of the nodes according to their

functionalities we obtain :

e Administrative Plan : this plan gathers the
administrative active nodes. An administrative active
node is responsible for managing and administering
the control nodes in its administrative domain.

e Control Plan : this plan gathers the control active
nodes. A control active node is responsible for
controling the dynamic deployment of the active
security module in its control domain.

e Classic Plan : this plan gathers the classic nodes; that
can be a server or a simple client.

e Transport Plan: this plan gathers the transport routers,
with transport the packets without any treatment.

3.2.2 Administrative Domains and Control Domains

In order to control and allow easy and dynamic
deployment of the active actions response, we propose a
logical architecture of control. This architecture divides
the network into administrative domains and control
domains. A control domain is a trusted network area
identified by a CAN, whereas an administrative domain is
a networked area that is controlled and administrated by
an AAN. The NAC is a programmable node that can
manage and control security systems, such as detect a
breach of security, and the system response to the attacks.
The CAN makes a decision about the security policy and
distributes it to the security systems within its control
domain, and is responsible to control the dynamic



IJCSNS International Journal of Computer Science and Network Security, VOL.6 No.5B, May 2006 207

deployment of active security module in its domain. The
administrative domain is a network area that includes
many control domains. It is controlled and administered by
the AAN. The AAN is a security system that is managed
by an authorized organization. It is responsible for
distributing security patches or updating related security
software in its administrative domain. Fig 4 shows that
control domains A and B are independent, and they are
included in administrative domain C. The CAN or the
AAN is an active node that can adapt itself to different
states in runtime. It can dynamically change its own
functions.

Lidministrative Domain C

—_—— = — _

—_

— —_

= -

CDntml_Domﬁj:rh{ B

Fig. 4. Administrative Domain and Control Domains

3.2.3 Role of an Administrative Active Node

The AAN is responsible for administering and controling
the entire CANs in its administrative domain. It is
responsible for updating the security functions in its
administrative domain. Furthermore this node can play the
role of an authority of certification, whose public key must
be distributed to all CANs which want to receive the
authenticated active code.

3.2.4 Role of Control Active Node

The CAN is both a central location for receiving a copy of
all active reports sent by nodes in its control domain, and
it is also a central component that can extend and direct
the response to any component that it controls. It can make
better global decision for attack response. The CAN is
composed of the following components (Fig 5) : the global
response component, the dynamic deployment component
and the control management component.
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Fig. 5. Control Active Node Architecture

This central component will have the information needed
to assess coordinated and distributed attacks. In addition,
the CAN can only affect the behavior of devices within its
domain. It can request other CANs to prove additional
responses. Furthermore this node is responsible for
answering to the requests of the execution of active code
coming from other CANs. Moreover it will answer only
the authenticated and authorized requests coming from
CANs. The components of a CAN are described in the
following paragraphs.

3.2.4.1 Global Response Component

This component is responsible for generating the global
actions response. The report of attack and local response
description, enables the CAN to gain a better largely
picture of the situation and to determine an optimal global
response. The global response can be either a rectification
of the local response or a network action response (Fig 6).

Actions
Responice
F 3 F 3
Local Actions Mebarork & ctions
Fesponse Fe cporse
LocalInitial Local Rectified
Actions Responce Actions Eespohse

Fig. 6. Actions response structure

Once this component has determine an optimal response, it
sends directives of the rectifications back to nodes whose
response requires altering or removing an unnecessary
response (e.g., open up a service that was blocked at
firewall), or take other security action (e.g., extend the
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duration of a blocking rule). The CAN may request local
security action, such as disable a user account or modify a
host’s policy. The network actions response are sent to the
Dynamic Deployment Component.

3.2.4.2 Dynamic Deployment Component

This component is responsible for converting the network
actions response into active code, and then deploy it
dynamically in the network nearby the attack source. The
active code is a program that can be written in different
programming language, and can be executed in different
execution environments. During the deployment, nodes
along the network receive and execute the active code, and
possibly return values or forward it along the others nodes.
The active code is deployed into the network and
reprograms and reconfigures nodes and routers.

4 Attack Detection And Response Scenario

In order to illustrate our approach, we present here a

scenario of attack detection and response (Fig 7 and Fig 8).

The topology of the network consists of two
administrative domains (AD), each ones contains two
control domains (CD), and each CD contains several
classical nodes as shown in Fig 7. In normal operation the
monitoring component filters the traffic and sends the
traffic report to the detection component.

When the attacking host initiates an attack from the CD2

in administrative domain A, to the server in CD6 in

administrative domain C; the system reacts as depicted
below :

1. The detection component detects the attack by
knowing its signature. Then it contacts the response
component and provides it by the attack description
that was encountered (IP address, TCP port, etc.)

2. On detecting an attack the response component
generates and executes the attack response locally.
e.g. Block the malicious traffic from the specific IP
address.

3. The report component generates the report that
contains the attack description and the response
description; then sends it to the control active node
CAN 1 (step 1).
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Fig. 7. Topology of the network

4.  The CAN 6 receives the report; analyses it and make

global response for this situation. Then sends back
the rectified local response as active security module
to attacked host (step 2), and pushes the active code
corresponding to the network response nearby the
attacking host, where it can produce better results
(step 3, 4, and 5). The active code is deployed
dynamically by wusing the active network
infrastructure to their destination CD2. After passing
successfully the authentication and the authorization
mechanism, it can change the node configuration if it
has the permission to do that. The malicious traffic is
thus blocked near its source and can’t no more
reaches the attacked host.
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Fig.8-a. Monitoring, Detection, Management and Report functionalities.
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5 Conclusion

The active network approach has initiated an intense effort
of investigation in a number of networking areas. This
paper presents our ideas and thoughts on future network
security by using advantage and properties of active
networks. We have presented our approach architecture
which introduces the notions of control domain,
administrative  domain, control active node and
administrative active node.. This architecture provides
automatic, dynamic and network wide responses against
network attack. The principal idea is to dynamically
deploy the attack responses on the network which must
support active nodes. The active responses are free to

move in the network where they can produce better results.

To illustrate our architecture, we have presented a scenario
of attack detection and response. As a perspective we will
continue to deepen the concepts and the notions of this
architecture and to proceed after to its implementation it in
order to validate it.
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