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Summary 
We present a new construction of a pseudorandom generator 
based on a simple combination of q+1 LFSRs over GF(q), which 
is a generalization of Geffe’s generator is presented by P. R. 
Geffe. The construction has attractive properties as simplicity 
(conceptual and implementation-wise), scalability (hardware and 
security), proven minimal security conditions (period, linear 
complexity). In order to resist Siegenthaler's correlation attack, 
we introduce a new shrinking generator (called Geffe’s shrinking 
generator) over GF(q), a conjecture for period of Geffe’s 
shrinking generator is proposed. 
Key words: 
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1. Introduction 

The inherent simplicity of LFSRs, the ease and efficiency 
of implementation, some good statistical properties of the 
LFSR sequences, and the algebraic theory underlying 
these devices turn them into natural candidates for use in 
the construction of pseudorandom generators, especially, 
targeted to the implementation of efficient stream cipher 
cryptosystems. Indeed, many such constructions were 
proposed in the literature. On the other hand, some of the 
attractive properties listed above are also the reason for the 
failure of many of these constructions to meet a good 
cryptographyic strength. In particular, the inherent 
linearity of LFSRs and the algebraic structure are many 
times the basis for breaking these systems. Nevertheless, 
owing to their technological advantages for simple 
hardware implementation of fast cryptosystems, LFSRs 
are still studied (and used) as basic modules for these 
systems.  

In this paper, we present a new construction of a 
pseudorandom generator based on a simple combination of 
q+1 LFSRs over GF(q), which is a generalization of the 
Geffe’s generator is presented in [4]. The construction has 
attractive properties as simplicity (conceptual and 
implementation-wise), scalability (hardware and security), 
proven minimal security conditions (period, linear 
complexity). In order to resist Siegenthaler's correlation 

attack described in [8], we introduce a new shrinking 
generator (called Geffe’s shrinking generator) over GF(q), 
a conjecture for period of Geffe’s shrinking generator is 
proposed. 

2. Preliminary 

In this section we introduces basic operations of sequences, 
as addition, multiplication and power, and basic properties 
of the resulting sequences. 

Throughout this paper, GF(q) denote a fixed finite 
field of characteristic q. We refer to [1, Chapter 6] for 
background information on shift-register sequences in 
finite fields. Lemma 1 below is taken from [2]. 

For any sequences σ and τ of elements of GF(q) we 
define σ+τ to be the sequence which is the termwise sum, 
and στ to be the sequence which is the termwise product. 
Thus, for instance, if σ=(s0, s1, s2, L) and τ=(t0, t1, t2, L), 
then 

στ=(s0t0, s1t1, s2t2, L), 
where all si, ti∈GF(q). 
Lemmas 1. Let σ1, σ2, L, σk be sequences over GF(q), and 

)()( xfxr
ii σσ , i=1, 2, L, k, be rational forms of their 

generating functions, respectively. Denote 
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If σ =σ1+σ2+L+σk , then 
1) fσ(x)= f(x)/gcd(f(x), g(x)); 
2) per(σ)≤lcm[per(σ1),per(σ2),L, per(σk)], and the equality 
holds if and only if )(

1
xfσ , )(

2
xfσ ,L, )(xf

kσ are pair- 
wise relatively prime; 
3) c(σ) ≤ c(σ1)+c(σ2)+L+c(σk), and the equality holds if 
and only if )(

1
xfσ , )(

2
xfσ ,L, )(xf

kσ  are pair-wise 
relatively prime; 
where per(σ) is the period of σ and fσ(x) is the minimal 
polynomial of σ. 

Lemma 2 below is taken from [3]. 
Lemmas 2. Let σ=(s0, s1, s2, L) and τ=(t0, t1, t2, L) be 
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periodic sequences over GF(q). Then c(στ)≤c(σ)c(τ). And 
if the mn root products zi(fσ)zj(fτ), 1≤i≤m, 1≤j≤n, are 
distinct; and for any 1≤i≤m and 1≤j≤n, 
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στ ; 

hence c(στ)=c(σ)c(τ); where m and n represent the number 
of distinct roots of fσ(x) and fτ(x), respectively, zi(fσ) and 
zj(fτ) represent the distinct roots of fσ(x) and fτ(x), 
respectively, with corresponding multiplicities mi(fσ) and 
mj(fτ). 

In the special case of Lemma 2 in which one of fσ(x) 
and fτ(x) has only simple roots. If the mn root products 
zi(fσ)zj(fτ), 1≤i≤m, 1≤j≤n, are distinct, then 

1
1)(

2)()(
=⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
−

−+

σ

τσ

fm
fmfm

i

ji  

hence c(στ)=c(σ)c(τ) and 
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The product lτ of the field element l and the sequence 
τ is defined by 

lτ=(lt0, lt1, lt2, L). 
If l≠0, the minimal polynomials of lτ and τ are same. 

The kth power of a sequence σ over GF(q) is defined 
by 

σk=σσLσ (k times), k=1, 2, L, q-1. 
Especially, σ0=(1, 1, 1, L), the all-one sequence. 

Lemmas 3. Let σ=(s0, s1, s2, L) be an m-sequence of 
length n over GF(q). Then 
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and )(xf kσ
 has only simple root, where z1, z2, L, zn are 

all different roots of fσ(x), and 1≤k≤q-1. 
Proof. We need only to prove that )(xf kσ

 has simple root. 
Other results can be obtained from [2]. Suppose that 
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Since ki, ki’<q, we have ki=ki’ for i=1, 2, L, n. Hence, 
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Lemmas 4. Let σ=(s0, s1, s2, L) be an m-sequence of 
length n over GF(q), n≤q-1 and 1≤k, l≤q-1. If k≠l then 

1))(),(gcd( =xfxf lk σσ
. 

Proof Suppose that α is a primitive root of fσ(x). Assume 
1))(),(gcd( ≠xfxf lk σσ

 for k≠l, 

then there exist k1, k2, L, kn, l1, l2, L, ln satisfied 
k1+k2+…+kn=k and l1+l2+L+ln=l, 

such that 
1

21
1

21
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n qlqllqkqkk αααααα LL . 
Hence k1+k2q+L+knqn-1=l1+l2q+L+lnqn-1, so ki=li for i=1, 
2, L, n. It implies that k=l. This contradicts to k ≠ l. The 
proof is completed. 

By Lemma 1, 3 and 4 we have the following theorem. 
Theorem 1. Let σ=(s0, s1, s2, L) be an m-sequence of 

length n over GF(q), n≤q-1, and ∑
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Then the period of the resulting τ are qn-1, and 
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and fτ(x) has only simple root, where ai
*=1 for ai≠0 and 

ai
*=0 for ai=0. 

3  Generalization of Geffe’s Generator 

Geffe [3] presented a generator based on simple 
combination of three LFSRs as follows. Geffe’s generator 
consists of three LFSR’s connected as shown in Fig. 1. 
The concept is to use LFSR2 as a control generator to 
connect either LFSR1 or LFSR3, but not both, to the 
output. If the control generator produces a bi=1, then 
LFSR1 is connected, i.e. the Geffe’s generator outputs 
si=ai; if it produces a bi=0, then LFSR3 is connected, i.e. 
the Geffe’s generator outputs si=ci; where a={ai}, b={bi} 
and c={ci} are binary sequences outputted by LFSR1, 
LFSR2 and LFSR3, respectively; s={si} is the resulting 
sequence. Obviously, si=biai+(1+bi)ci. The resulting 
sequence s is called Geffe sequence based on sequences a, 
b and c. 

 

Figure 1. Geffe’s generator 

Suppose that the three LFSR’s have distinct primitive 
characteristic polynomials of degree r, s, and t, 
respectively. The resulting generator would then have 
complexity (r+t)s+t and period lcm[2r-1, 2s-1, 2t-1]. 

Although the complexity of this device could be 
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greater in a different configuration of the stages, the 
generator does have some desirable attributes. For instance, 
it has a balanced distribution of zeros and ones in its 
output. It also offers the advantage of being useful as a 
module of a superstructure of similar arrangements, i.e., 
the entire generator of Fig. 1 could play the role of LFSR1 
in the same arrangement with like generators. The 
complexity would escalate accordingly. An example of a 
superstructure of these generators is shown in Fig. 2. The 
complexity of the first level of LFSR’s is shown in circles, 
and the complexity at each subsequent point is also 
indicated. 

 

Figure 2.  Superstructure of Geffe’s generator 

For Geffe generator over GF(q), we suggest to use 
q+1 LFSR’s over GF(q), say LFSR and LFSRi, i∈GF(q), 
as basic components. The pseudorandom bit are produced 
as follows: If the control generator LFSR produces a sj=j, 
then LFSRj is connected, i.e. the resulting generator 
outputs ti=sji, where σ=(s0, s1, s2, L) and σj=(sj0, sj1, sj2, 
L) are q-ary sequences outputted by LFSR and LFSRj, 
respectively; τ=(t0, t1, t2, L) is the resulting sequence. The 
resulting generator is called Geffe’s generator over GF(q), 
or Geffe’s generator (for short). 

 

Figure 3  Geffe’s generator over GF(q) 

From the definition of Geffe’s generator it follows that the 
resulting sequence τ satisfies 
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The resulting sequence is called Geffe’s sequence. 
It is easy to see that Geffe’s sequence satisfies the 
nonlinear combination function as follows 
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Theorem 2. Let σ and σi be m-sequences of length n and ni 
over GF(q), i=0, 1, 2, L, q-1, respectively. Suppose that τ 
is a Geffe’s sequence based on σ0, σ1, L, σq-1 under the 
control of σ. If n, n0, n1, L, nq-1 are pair-wise relatively 
prime, then the period of τ is 
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fri σ  and )( lfrj σ
 are roots of )(xf
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, respectively. 
Proof  Since the combination function generated τ is 
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By the definition we know that the sequence τ becomes 
periodic after ],,1,1[ 10 −−− qnnn qqqlcm L  elements (since 
sequences σ, σ0, L, σq-1 simultaneously complete a period). 
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for k=0, we get that the combination function satisfies 
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4  Generalization of Shrinking Generator 

Coppersmith, Krawcyk and Mansour [7] presented a 
construction of a pseudo-random generator based on a 
simple combination of two LFSRs(linear feedback shift 
registers) that is called the shrinking generator. The 
construction is suitable for practical implementation of 
efficient stream cipher cryptosystems. 

Recall the shrinking generator. The construction of the 
shrinking generator uses two sources of pseudo-random 
bits to create a third source of pseudo-random bits. The 
sequence built is a subsequence from the first source 
where the subsequence elements are chosen according to 
the positions of '1' bits in the second source. In other words, 
Let a=(a0, a1, a2, L) denote the first sequence and s=(s0, 
s1, s2, L) denote the second one. We construct a third 
sequence z=(z0, z1, z2, L) which includes those bits ai for 
which the corresponding si is '1'. Other bits from the first 
sequence are discarded. Formally, for all k=0, 1, 2, L, 
zk=aik, where ik is the k-th '1' in the sequence s. We call the 
resultant pseudo-random generator, the shrinking 
generator. 

Our new shrinking generator is defined as follows. Let 
s=(s0, s1, s2, L) be the output of a LFSR. At time k, we 
consider the pair (sk, sk+1) of terms from the output of the 
LFSR. If sk=1, the term sk+1 is output by the self-shrinking 
generator. If sk=0, no term is output. 
For our new shrinking generator over GF(q), we suggest to 
use q LFSR’s over GF(q), say LFSRi, i∈GF(q), as basic 
components. The pseudorandom bit are produced as 
follows: If the control generator LFSR0 produces a 
s0j=j(≠0), then LFSRj is connected, i.e. the resulting 
generator outputs ti=sji; otherwise, no term is output, 
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where σj=(sj0, sj1, sj2, L) are q-ary sequences outputted by 
LFSRj, respectively; τ=(t0, t1, t2, L) is the resulting 
sequence. The resulting generator is called Geffe’s 
shrinking generator over GF(q), or Geffe’s shrinking 
generator (for short). 

Conjecture.  Let σi be m-sequences of length ni over 
GF(q), i=0, 1, 2, L, q-1, respectively. Suppose that τ is a 
Geffe’s shrinking sequence based on σ0, σ1, L, σq-1. If n0, 
n1, L, nq-1 are pair-wise relatively prime, then we may 
prove that the period of τ is 

]1,,1,1[)1( 1210 1 −−−⋅− −− qnnnn qqqlcmqq L . 
For simple, we consider special case for q=3. By above 
definition, 3-ary Geffe’s shrinking generator, based on 
simple combination of three LFSRs is as follows. If the 
control generator LFSR0 produces a ai=1, then LFSR1 is 
connected, i.e. the Geffe’s shrinking generator outputs 
si=bi; if it produces a ai=2, then LFSR2 is connected, i.e. 
the Geffe’s shrinking generator outputs si=ci; if it produces 
a ai=0, then no term is output. 

Suppose that the three LFSR’s have distinct primitive 
characteristic polynomials of degree r, s, and t, 
respectively. The Geffe’s shrinking generator would then 
have period  2⋅3r-1⋅lcm[3s-1, 3t-1]. 

5  Conclusion 

We present a new construction of a pseudorandom 
generator based on a simple combination of q+1 LFSRs 
over GF(q), which is a generalization of Geffe’s generator 
is presented in [4]. The construction has attractive 
properties as simplicity (conceptual and implementation- 
wise), scalability (hardware and security), proven minimal 
security conditions (exponential period, exponential linear 
complexity). It also offers the advantage of being useful as 
a module of a generalization of superstructure of similar 
arrangements in Fig. 2. In order to resist Siegenthaler's 
correlation attack described in [8], we introduce a new 
shrinking generator (called Geffe’s shrinking generator) 
over GF(q), a conjecture for period of Geffe’s shrinking 
generator is proposed. 
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