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Summary

We present a new construction of a pseudorandom generator
based on a simple combination of g+1 LFSRs over GF(g), which
is a generalization of Geffe’s generator is presented by P. R.
Geffe. The construction has attractive properties as simplicity
(conceptual and implementation-wise), scalability (hardware and
security), proven minimal security conditions (period, linear
complexity). In order to resist Siegenthaler's correlation attack,
we introduce a new shrinking generator (called Geffe’s shrinking
generator) over GF(g), a conjecture for period of Geffe’s
shrinking generator is proposed.
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1. Introduction

The inherent simplicity of LFSRs, the ease and efficiency
of implementation, some good statistical properties of the
LFSR sequences, and the algebraic theory underlying
these devices turn them into natural candidates for use in
the construction of pseudorandom generators, especially,
targeted to the implementation of efficient stream cipher
cryptosystems. Indeed, many such constructions were
proposed in the literature. On the other hand, some of the
attractive properties listed above are also the reason for the
failure of many of these constructions to meet a good
cryptographyic strength. In particular, the inherent
linearity of LFSRs and the algebraic structure are many
times the basis for breaking these systems. Nevertheless,
owing to their technological advantages for simple
hardware implementation of fast cryptosystems, LFSRs
are still studied (and used) as basic modules for these
systems.

In this paper, we present a new construction of a
pseudorandom generator based on a simple combination of
g+1 LFSRs over GF(g), which is a generalization of the
Geffe’s generator is presented in [4]. The construction has
attractive properties as simplicity (conceptual and
implementation-wise), scalability (hardware and security),
proven minimal security conditions (period, linear
complexity). In order to resist Siegenthaler's correlation
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attack described in [8], we introduce a new shrinking
generator (called Geffe’s shrinking generator) over GF(g),
a conjecture for period of Geffe’s shrinking generator is
proposed.

2. Preliminary

In this section we introduces basic operations of sequences,
as addition, multiplication and power, and basic properties
of the resulting sequences.

Throughout this paper, GF(g) denote a fixed finite
field of characteristic g. We refer to [1, Chapter 6] for
background information on shift-register sequences in
finite fields. Lemma 1 below is taken from [2].

For any sequences ¢ and 7 of elements of GF(q) we
define o+7 to be the sequence which is the termwise sum,
and ot to be the sequence which is the termwise product.
Thus, for instance, if 0=(s¢, 51, $2, **+) and 1=(ty, t1, t, **+),
then

O'T:(S()lo, Sit1, Sabo, ¢ ‘),
where all s;, ;e GF(q).
Lemmas 1. Let 01, 0y, -+, 0} be sequences over GF(g), and
r, (x)/ fo, (x), i=1, 2, ---, k, be rational forms of their
generating functions, respectively. Denote

k k k
fx)= l:[fg, (x), g(x)= Z}rn, (X)l_:[fa, (x).
If 0 =0,+0y+---+0;, then
1) /()= fix)/ged(fix), g(x));
2) per(o)<lcm[per(a,),per(a,), -+, per(ay)], and the equality
holds if and only if fm (x), fﬁz (%), fm (x) are pair-
wise relatively prime;
3) c(o) < c(o1)+c(or)+-+c(oy), and the equality holds if
and only if f (x), f, (x) ,---, f, (x) are pair-wise
relatively prime;
where per(o) is the period of ¢ and f,(x) is the minimal
polynomial of .
Lemma 2 below is taken from [3].
Lemmas 2. Let 0=(s¢, 51, 52, ---) and t=(t,, t1, £, ---) be
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periodic sequences over GF(g). Then c(o7)<c(o)c(r). And
if the mn root products z{(f,)z(f;), 1<i<m, 1<j<n, are
distinct; and for any 1<i<m and 1<j<n,

(mi(fn)+mi(f’)_2j50m0dq
m,(f,)-1

does not hold, then
m,n x
fo=[l0-—"—F—
ez, (f)z,()
hence c(ot)=c(0)c(7); where m and n represent the number
of distinct roots of f,(x) and f/(x), respectively, z(f;) and

zi(f;) represent the distinct roots of fi(x) and f(x),
respectively, with corresponding multiplicities m,(f;) and
mi(fo).

In the special case of Lemma 2 in which one of f,(x)
and f,(x) has only simple roots. If the mn root products
zi(f)zi(f), 1<i<m, 1<j<n, are distinct, then

(m,»(ff,)+mj(f,)—2J:1

mi(fo)m;(fr)
) ;

m,(f,)—1
hence c(o7)=c(0)c(r) and
_ T 1— X m oIy (f)
S s @y

The product /1 of the field element / and the sequence

7 is defined by
It=(lty, It, Ity, --+).

If /0, the minimal polynomials of /t and t are same.

The kth power of a sequence o over GF(g) is defined
by

o'=00---0 (k times), k=1, 2, ---, g-1.

Especially, a"=(1, 1, 1, ---), the all-one sequence.
Lemmas 3. Let 0=(so, 5, $2, --) be an m-sequence of
length n over GF(g). Then

. n+k-1
k,,),c<a)=( J

X
o= 11 0-—7F—7+
202y 2, k

ky+ky+--+k, =k
and f  (x) has only simple root, where z, z,, --+, z, are
all different roots of f,(x), and 1<k<g-1.

Proof. We need only to prove that f , (x) has simple root.

Other results can be obtained from [2]. Suppose that

zlzy -z and z'zyp -z are any two roots of

f..(x). Without loss of generality, let z, =a, z,=a’,

" ki ks k
czo=af Izl zy ez

n

-z%"_then

n 2

zzf"zf'n
k +k,g++kq" =k'+tk,'"g+---+k,'"q¢"" (modq").

Since k;, k;'<q, we have k;=k;’ for i=1, 2, ---, n. Hence,
IR L S
n Zl ZZ z

n

zf ' zzk2 ez
Lemmas 4. Let o=(sy, 5, 52, --) be an m-sequence of
length n over GF(q), n<g-1 and 1<k, I<g-1. If k#l then
ng(ka (x)7 fa/ (x)) = 1 °

Proof Suppose that a is a primitive root of £,(x). Assume
ged(f, (x), f,, (x)) # 1 for k#l,
then there exist ki, ks, -+, ky, 11, b, -+, 1, satisfied
k|+k2+. . .+k,,:k and l|+lz+' . '+l,7:l,
such that

ky kaq

a'+a +r " =ah +a e
Hence ki thkyg+--+k,g" ' =li+hg+---+1,q"", so k=1, for i=1,
2, ---, n. It implies that k=[. This contradicts to k£ # I. The
proof is completed.

By Lemma 1, 3 and 4 we have the following theorem.

Theorem 1. Let 6=(sy, 51, 52, ---) be an m-sequence of
length n over GF(q), n<g-1, and F(x)=Yax"" a
polynomial, ag, ay, -+-, are GF(q), k<g-1. And lef’

k .
r=F(o)=Ya0"".
i=0

Then the period of the resulting 7 are ¢"-1, and

i (n+k—i—1 koo -
c(z')=z(;ai( ri J and fr(x):]:][fa, (),
and fi(x) has only simple root, where ;=1 for a#0 and
a,»*=0 for a,«=0.

3 Generalization of Geffe’s Generator

Geffe [3] presented a generator based on simple
combination of three LFSRs as follows. Geffe’s generator
consists of three LFSR’s connected as shown in Fig. 1.
The concept is to use LFSR2 as a control generator to
connect either LFSR1 or LFSR3, but not both, to the
output. If the control generator produces a b;=1, then
LFSRI1 is connected, i.e. the Geffe’s generator outputs
s;=ay; if it produces a b;=0, then LFSR3 is connected, i.c.
the Geffe’s generator outputs s;=c; where a={a,}, b={b;}
and c={c;} are binary sequences outputted by LFSRj,
LFSR, and LFSR;, respectively; s={s;} is the resulting
sequence. Obviously, s;=ba;+(1+b;)c;. The resulting
sequence s is called Geffe sequence based on sequences a,
b and c.

|LF'SR.2 &

1]
LFSR3 | % &

Figure 1. Geffe’s generator

Suppose that the three LFSR’s have distinct primitive
characteristic polynomials of degree r, s, and ¢,
respectively. The resulting generator would then have
complexity (#+£)s+¢ and period lem[2"-1, 2°-1, 2-1].
Although the complexity of this device could be
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greater in a different configuration of the stages, the

generator does have some desirable attributes. For instance,

it has a balanced distribution of zeros and ones in its
output. It also offers the advantage of being useful as a
module of a superstructure of similar arrangements, i.e.,
the entire generator of Fig. 1 could play the role of LFSR1
in the same arrangement with like generators. The
complexity would escalate accordingly. An example of a
superstructure of these generators is shown in Fig. 2. The
complexity of the first level of LFSR’s is shown in circles,
and the complexity at each subsequent point is also
indicated.

311
"G

BT 1071561
g5 b
LT

Figure 2. Superstructure of Geffe’s generator

For Geffe generator over GF(g), we suggest to use
g+1 LFSR’s over GF(g), say LFSR and LFSRi, ie GF(q),
as basic components. The pseudorandom bit are produced
as follows: If the control generator LFSR produces a s;=j,
then LFSR;j is connected, i.e. the resulting generator
outputs #;=s;, where 6=(s¢, 51, 52, -*-) and o=(s0, 5j1, Sp2,

-) are g-ary sequences outputted by LFSR and LFSRj,
respectively; 1=(to, t1, t,, -++) is the resulting sequence. The
resulting generator is called Geffe’s generator over GF(g),
or Geffe’s generator (for short).

LFZER.

o
m
LF3R1

2]
LFSR{g-1)

Figure 3 Geffe’s generator over GF(q)

Flx,m, .., X4l by

From the definition of Geffe’s generator it follows that the
resulting sequence T satisfies

q-1 —1
t =311
k=0 j=0
j#k
The resulting sequence is called Geffe’s sequence.
It is easy to see that Geffe’s sequence satisfies the

nonlinear combination function as follows

I1Gs, = /tk= s,

g-1 q-1

ql’x) zx z_zl/(q 1)'235 H(x ])

=k
jzk /;sk

F(_xﬂ’xl’...

where (g-1)!=12" --- - (g-2)'(g-1) is the product of all
nonzero elements in GF(q) Since (¢-1)!=¢-1=(¢g-1)" and

H(x J) Z( 1) x ziliz"'i,,

Jj€GF (q) iy iy 2
J#k 1<) <iy <-++<iy <q-1
we have
q-1 g-1 _
q-
F(xnvx1’x2>"" g I’x) Xy 2. AuX >
k=0 =0

where a, =(-1)'(¢g-1)  Xii, i,

iy iy iy 2k
1<:,<: <<ip<g-1

Theorem 2. Let o and g; be m-sequences of length n and n;
over GF(g), i=0, 1, 2, ---, g-1, respectively. Suppose that t
is a Geffe’s sequence based on oy, 0, ‘-, 6,1 under the
control of ¢. If n, ny, ny, -+, n,y are pair-wise relatively
prime, then the period of 7 is

lemlq" —1,q"™ —1,---,q"" —1],

o ¢ (n+g—-1-2
C(T):Zni au( q j’

and

L= I G=n(n ("
where #,(f,, ) and r(f ) are roots of f, (x) and
f..(x) , respectively.

Proof Since the combination function generated 1 is

g-! g-!
_ q-1-1
F(xo’xnxz"”vxqfux)_Zxkzakzx s
k=0 =0
we have
g-! q-! -
r=Yo0,.a,0"".
k=0 1=0

From Theorem 1 it follows that the period, the linear

-1
complexity and the minimal polynomial of ank,O'q’H
1=0

Loow L (ntg-1-1-1 v
are ¢'-1, Z{;ak{ 11 J and wa, "

respectively, where a, =1 for a,#0 and a, =0 for

a, =0 . Consequently, the linear complexity and the

—1
minimal polynomial of o, a0 are
1=0
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lenigq" =1,q" =11

1=0 q-— 1- l
. (a1
L g1 N
T 11 G=r(f,)r(£,)% (which has simple roots),
1=0 ij=1

respectively; where r,(f,) and r,(f,) are roots of
f, (x) and [ (x), respectively. Since n, ng, ni, *--, ng.

are pair-wise co-prime, we know that

r(for ()= (f, . (f,) forkzk’.

By Lemma 3 we get
Vo (n+q-1-2
a, and
qg-1-1

! g

c0)=%n,

k=0 1=0

[n+q-|—1-|
Mgy
g-1 g1 q-1-1

IT 11

k=0 1=0 i,j=1

fi(x) = xe=r,(f, (L)%

By the definition we know that the sequence t becomes

n

periodic after lem[q" —1,q™ —1,---,¢""'] elements (since

sequences g, oy, ***, 0,1 simultaneously complete a period).
Therefore, per(t) divides lem[g"-1, ¢" —1,--,¢""]. Since

S (), [, ()5, f% (x) have primitive roots with order
q"-1,q" —1,---,4"" —1, respectively, we get that roots
r(f,)r,(f,) ’s have orders lcnfq"~1,g" —1]’s. Hence
lem[q" —1,q™ —1,---,q™" —1] divides per(t). Therefore

per(t)=lIlem[q" —1,q™ —1,---,¢"" —1].
The proof is completed.
In fact, since
[Tx=)=x"+kx"> +---

JeGF(q)
ek
+ (=)' xS, d e+ (g =Dk X

iyoiy iy 7k
1<) <iy <<y <g -1

for k+#0, and
[Tx-/) =& =D -4 (x" - (g -1/2)")

JeGF(q)
Jj#zk
. (a23)/2 2
_ - q-1- .. .
=x+ Z X zlllz"'lzz+(q_1)!
=1 iy iy ooy 2
1<) <iy <<y <g-1

for k=0, we get that the combination function satisfies

(9-3)/2
F(x,,%,,00%, ,X) = (@ =Dlx,(x + Y, x70 Y,
=1 =k

ity o
150, <iy <---<i; <q-1

+@-D)+x Dx, +x Yk, Ao+ (-D) X
keGF(q)" keGF(q)"

Z X, ziliz"'i/+"'+x(q_l) quxk].

keGF(q) iy sdy onsdy 7k keGF(q)"
1<i) <iy <<y <g-1

Therefore, a,, =1 for k=0, 1, ---, ¢-1; a;, =a,, ,=1

and a,,, =0 for k=1, 2, ---, ¢-1; a,,, =1; a,, =0
for I=1,2, ---, (¢-1)/2; a,,, =1;etc..

Ay =0y =1,

.
a,=0 s

For example, set ¢=7, then
=0 s and
=a, =a,=a,,=a,, =a,, =1,fork=1,2,3,4,5,6.
-L7" =1, 7" —1],

=da

x
=a 04

.
=a 03

*
a(]l 02

a,
Therefore, the period of T is lem[7"
and
+5 o S (n+5-1
c@=n(" 7 |rn-n+>a3|"” and
6 = o\ 6-1

n+5
g5
6 ny.n—1

S =0 TTG=r(f,)r (T Ge=r (f, ) (f,))]

i,j=1 i,j=1

n+5-1
7y
6 6-1

T T@=nr ()]

k=11=0  i,j=1

where 7.(f,) and r(f,) are roots of f, (x) and
f..(x), respectively.

4 Generalization of Shrinking Generator

Coppersmith, Krawcyk and Mansour [7] presented a
construction of a pseudo-random generator based on a
simple combination of two LFSRs(linear feedback shift
registers) that is called the shrinking generator. The
construction is suitable for practical implementation of
efficient stream cipher cryptosystems.

Recall the shrinking generator. The construction of the
shrinking generator uses two sources of pseudo-random
bits to create a third source of pseudo-random bits. The
sequence built is a subsequence from the first source
where the subsequence elements are chosen according to
the positions of '1' bits in the second source. In other words,
Let a=(ay, a1, ay, --+) denote the first sequence and s=(s,
s1, 83, -++) denote the second one. We construct a third
sequence z=(zy, z|, z», +--) which includes those bits a; for
which the corresponding s; is 'l". Other bits from the first
sequence are discarded. Formally, for all £=0, 1, 2, ---,
zy=ay, where i is the k-th '1" in the sequence s. We call the
resultant pseudo-random  generator, the shrinking
generator.

Our new shrinking generator is defined as follows. Let
s=(so, 1, S2, *-+) be the output of a LFSR. At time £, we
consider the pair (s, s1) of terms from the output of the
LFSR. If s;=1, the term s, is output by the self-shrinking
generator. If 5,=0, no term is output.

For our new shrinking generator over GF(g), we suggest to
use ¢ LFSR’s over GF(gq), say LFSRi, ie GF(g), as basic
components. The pseudorandom bit are produced as
follows: If the control generator LFSRO produces a
50;=j(#0), then LFSR;j is connected, i.e. the resulting
generator outputs #=s;; otherwise, no term is output,
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where o7=(s)0, 5j1, 5pp, **+) are g-ary sequences outputted by
LFSRj, respectively; t=(t), t, t, ---) is the resulting
sequence. The resulting generator is called Geffe’s
shrinking generator over GF(g), or Geffe’s shrinking
generator (for short).

Conjecture. Let o; be m-sequences of length n; over
GF(g), i=0, 1, 2, ---, g-1, respectively. Suppose that 1 is a
Geffe’s shrinking sequence based on oy, oy, -
ny, -+, N, are pair-wise relatively prime, then we may
prove that the period of 7 is

(g-Dg"" -lem[g" —1,g" =1,--,¢"" —1].

For simple, we consider special case for g=3. By above
definition, 3-ary Geffe’s shrinking generator, based on
simple combination of three LFSRs is as follows. If the
control generator LFSRO produces a a;=1, then LFSRI is
connected, i.e. the Geffe’s shrinking generator outputs
s;=b;; if it produces a a;=2, then LFSR2 is connected, i.e.
the Geffe’s shrinking generator outputs s,=c;; if it produces
a a;,=0, then no term is output.

Suppose that the three LFSR’s have distinct primitive
characteristic polynomials of degree r, s, and ¢,
respectively. The Geffe’s shrinking generator would then
have period  2-3""-lem[3*-1, 3"-1].

5 Og-1. If ny,

5 Conclusion

We present a new construction of a pseudorandom
generator based on a simple combination of g+1 LFSRs
over GF(g), which is a generalization of Geffe’s generator
is presented in [4]. The construction has attractive
properties as simplicity (conceptual and implementation-
wise), scalability (hardware and security), proven minimal
security conditions (exponential period, exponential linear
complexity). It also offers the advantage of being useful as
a module of a generalization of superstructure of similar
arrangements in Fig. 2. In order to resist Siegenthaler's
correlation attack described in [8], we introduce a new
shrinking generator (called Geffe’s shrinking generator)
over GF(q), a conjecture for period of Geffe’s shrinking
generator is proposed.
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