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Summary

In this paper we show how the synchronous stream cipher
Edon80 - proposed as a candidate stream cipher in Profile 2 of
the eSTREAM project, can be efficiently upgraded to a
synchronous stream cipher with authentication. We are achieving
that by simple addition of two-bit registers into the e-
transformers of Edon80 core, an additional 160-bit shift register
and by putting additional communication logic between
neighboring e-transformers of the Edon80 pipeline core. This
upgrade does not change the produced keystream from Edon80
and we project that in total it will need not more then 1500 gates.
A previous version of the paper with the same title that has been
presented at the Special Workshop “State of the Art of Stream
Ciphers SASC 20077, hosted by ECRYPT at Ruhr University -
Bochum, Germany, January 31 - February 1, 2007.
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Introduction

Stream ciphers have to be accompanied by
authentication techniques in order to provide security in
the communication. Authentication can be achieved by
using separate external authentication functions such as
HMAC-MDS5 or HMAC-SHA-1 [1, 2] or Wegman-Carter
[3] authentication functions or by incorporating the
authentication into the computational part of the stream
cipher. Incorporating authentication into a stream cipher
functionality is not always easy, neither in the design nor
in the implementation phase. Frequently, the additional
mathematical and logic operations for computing the
authentication codes for the encrypted message will slow
down the operating speed of the stream cipher. If the
authentication part is implemented in hardware, then it
may require hardware resources in the same order of
magnitude as the basic stream cipher itself.

In the eSTREAM project [4], there is a special sub-
category both for software and hardware stream ciphers
with authentication named PROFILE 1A and PROFILE
2A. In Phase 1 of the eSTREAM project initially six
submissions offered an authentication mechanism. Those
submissions were: Frogbit, NLS, Phelix, SFINKS, SSS,
and VEST [5-10]. Later, some of them have been broken
or withdrawn, consequently in Phase 2 of eSTREAM
project only three candidates remain: NLS, Phelix and

VEST. At the time of writing, it seams that for NLS and
Phelix some weaknesses have been found [11,12].
Although the eSSTREAM project does not accept anymore
any tweaks or new submissions, we think that the design
of an efficient authentication techniques as a part of the
internal definition of the remaining unbroken stream
ciphers of Phase 2 of eSTREAM project still is an
important research challenge.

Edon80 is one of the stream ciphers that has been
proposed for hardware based implementations (PROFILE
2) [13]. Its present design does not contain an
authentication mechanism by its own. Its initial design was
projected to be around 7,500 gates and it was not the most
compact proposal in its category. However, recently
Kasper, Kumar, Lemke-Rust and Paar [14] have
implemented Edon80 in a very compact way in less then
3,000 gates. Their design introduces several clever
optimizations that make the implementation of Edon80
very compact, and it became natural for us to consider
how to use the [ gfreed spacel h for adding MAC
functionality to Edon80. Consequently, in this paper we
propose how Edon80 can be upgraded to become a
synchronous stream cipher with authentication by adding
several hardware components and mostly using its internal
structure. The produced MAC is of length 160 bits.

The paper is organized as follows: In Section 2 we
give a very brief description of Edon80. In Section 3 we
describe the proposed upgrade. In Section 4 we discuss
some security aspects of the proposed MAC version of
Edon80 and in Section 5 we state our conclusions.

2. Brief description of Edon80

Edon80 is a binary additive stream cipher. Detailed
schematic and behavioural description of Edon80 is given
in [13]. Here we will focus on the Edon80 Core that is
described in figures 1 and 2. The internal structure of
Edon80 can be seen as a pipelined architecture of 80
simple 2-bit transformers called e-transformers. The
schematic view of a single e-transformer is shown in
Figure 1. The structure that performs the operation *i in e-
transformers is a quasigroup operation of order 4. We
refer to an e-transformer by its quasigroup operation *i. In
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Edon80 we have 80 of this e-transformers (the index i
varies from 0 to 79), cascaded in a pipeline, one feeding
another. The assignment of the working quasigroups is
done by the following scheduling formula:
(O ), 0<i<39
(0%, « ‘ : M
7T Qg ). 40<i<T9.

where Key is a vector of 80 bits represented by a concaten-
ation of 40 2-bit variables K; i.e. Key =K(K ... K3.

e-transformer

L’{ p. 18 2 bit register - PreviousState
In v-{ i is 2-bit register - InternalState Out If T, __1 ||
In

Out

T, is 1-bit register - TAG |

oo i < IU*.‘}J;.HT; =1
Operation: {NONE, T =0

#0123
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Fig. 1 Schematic representation of a single e-transformer of
Edong80.

The two 2-bit registers inside every e-transformer (p;
and a;) are used as two operands by which the new value
of a; is determined according to the defined quasigroup
operation *i for that e-transformer. For different e-
transformers different quasigroup operations from a set of
4 predefined quasigroups of order 4 may be defined.
Those 4 predefined quasigroups are described in Table 1.

Table 1: Quasigroups used in the design of Edon80

Nr. 61 Nr. 241 Nr. 350 Nr. 564
(0123 1[0123 0123 30123
0j0213 0[1302 0[2103 0[3210
112130 10123 1(1230 11032
211302  2(2031 23021 20321
313021  3[3210 30312 32103

Every e-transformer has one tag-bit 7; which controls
whether the e-transformer will compute the next value of
a; or do nothing. All of the 80 e-transformers work in
parallel to calculate their new value of a; (if the tag
permits that) and then pass that new value a; to the right
neighbouring register p;,,. If the tag forbids the calculation
of a;, the only value that is transferred to the neighbouring
element is the value of the tag 7, Figure 2 shows the
pipelined core of Edon80. Finally in this brief description

of Edon80 we will describe two modes of operation:
Keystream mode and IV Setup mode.

Edond0 core pipeline

' | Com m

J

7

ip

*0 *1 *70

Fig. 2. Edon80 core of 80 pipelined e-transformers.

The Keystream mode is described in Table 2. In the
first row of that table a periodic (potentially infinite) string
is placed that has the shape: 012301230 c012301 ¢ . The
next 80 rows in the table describe 80 e-transformations of
that string by using the obtained values of a; in IVSetup
mode and by the quasigroups *i. The recurrence equations
for these transformations are:

ap,0 =dg *o 0
ap,j =ag, j-1 %o (jmod4) 1< o

ai,o = ai *i Cll'_LO 1<i<79

1<i<79, 1<

4,j =i, j-1% 9, j-1

The output of the stream cipher is every second value
of the last e-transformation i.e. the Keystream can be
described as:

Keystream=aq9 a793 a79501 € a1l ¢, k=121 ¢

So, practical implementation of the above operations
by the Edon80 Core in the Keystream mode is as follows:
The core is fed by the values 0,1,2 and 3 periodically.
After a latency of 80 cycles, the keystream starts to flow
from the last e-transformer i.e. from the 2-bit register a;o.
The keystream consist of every second value that comes
out from ay.

Table 2: Representation of quasigroup string e-transformations of
Edon80 during Keystream mode

#4 | " 0 1 2 3 0 1 2 3 0..

*0 | do || Go,0 Qo1 Gp2 do3 o4 Qos Qoe Qo7 dos .-

#1 @y || @0 @11 @12 G13 @14 Q15 Q1 Q17 A1 ..

*79|079 ﬁw,u a7a,2 ﬂ?u.—l HT'.LG a7os . .

The IVSetup mode defines the initial values of the
internal states ag,l c,a79, from the values of the initial
vector IV. The padded initial vector IV is a concatenation
of 40 2-bit variables IV =07 6,01 ¢0;32100123=9,
010 ¢ O39. Then 80 e-transformations are performed on the
IV as described in the Table 3. All of those
transformations can be described by the recurrence
equations (3).
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After all 80 e-transformations are performed, the
values of ay,l c,a;9 are initialized by the assignments (4).

1,0 = U39 *0 Ko
fo,j =to,j-1*0 K; 1< /<39
to,j =10,j-1%0 V40 40< <79 )
1i,0 =U39-i *i li-10 1<i<39
t0,; = K79-i *i ti-1,0 40<i<79
L=t j-1%i ol 1<i<79,1< <79
a; < 2‘79,1', i=0,1...,79 4)

The practical implementation of the above operations
by the Edon80 Core in the [VSetup mode is as follows.
Make the following assignments:

T, 0, i=0,..,79
aszg_; < U; i= 0,,39
arg_;j < Ki i= 0,,39

Table 3: Representation of quasigroup string e-transformations of
Edon80 during /VSetup mode

*i j{[: .K] K:su vn [R5 I U39
#g |vao || too toa -+ oz toso toar -+ Toro
#1 (vas || tro i oo tise trao trar oo tivo
#38| U1 ||tas,0 tas,1 - - tas,30 tas,40 tasar - tas,ro
®30| Vo ||tz0.0 t30,1 -+ 30,30 t30 40 t30.41 <+ 30,70
%40 | a0 ||ts0,0 ta0,1 -+ ta0,30 ta0,40 ta0,41 -+ tao,70
s41 | Kas||[tar,0 tar,1 + -+ tar,30 tar a0 tar,a1 -+ ta1,70
wrg| Ky |[t7s,0 t7s,1 -+ l78,30 L7840 L7841 -~ - L7870
#70| Ko ||t7e.0 t7e,1 -+ tro,30 tre.40 tro41 -+ - L7070

In the first 80 cycles feed the register p, of Edon80
Core by the values Ky, K, K, K3, 1 ¢, K39 and after that
by 8¢, 01, 1 ¢, 839. In cycle 80 set the tag Tj to 0, and feed
the content of the register a;y into the register a,. In the
next 79 cycles all of the e-transformers *1, 1 ¢, *79 will
stop consecutively. When the register *i stops, the content
of the register a;y will be fed into the register a;. So in total
1VSetup mode will finish its job after 160 cycles.

Formally we can combine the assignments in formulas
(3) and (4) and write the result d=aa, ...a;o of the IVSetup
procedure as:

a = 1VSetup(Key,IV) ®)

In the original submission of Edon80 [13] it was
conjectured that the function /VSetup acts as a one-way
function and a major part of the security of Edon80 relies
on that conjecture. As we will see in the following
chapters, the security of the MACEdon80 will also rely on
one-wayness of [V Setup.

3. MACEdon80

In this section we will describe how to compute a
message authentication code by using data already present
in the Edon80 core. For that purpose let us adopt the
following notation:

e The plain text message of length 2% bits is

M=mm,...m,.

e  The encrypted message E of length 2k bits is
E=eee,...e...

e  Message authentication code is stored in the
following 160-bit string: MAC=cc;...c79 where
every c¢; is two-bit value.

e c-transformation of the string d=aya ...a,.; by one
quasigroup (Q, *) and leader /e Q

61,*(0’) = b()b] ...bn_1
where b;=b, ;*a; for each i = 0,1,1 ¢, n-1 and b.
121.

e e-transformation of the string d=aa ...a,.; by a
sequence of quasigroups *o, *1, ..., *79 uniquely
determined from the Key by the scheduling
formula (1) and one leader /e Q

el,Key(d) =bob ...b,.;
where b; =b,.; *i a; for each i=0,1,] c,n-1 and b.
1=t

e  Composition of e, k., transformations, for certain
sequence of & leaders L = aa; ...a;;

Ep ke (d)=(epn key ® €1 key °---° Clor key) ()=
:elé—l,Key(~ . ell,Key(elo,Key(d))~ . ) .

Table 4: Tabular representation of £ ,,(d)

*0 #1 kg - *79
ap ay az - aro

lo boo boax boz -+ boro
[y bio biax bio -+ bir
lp—2[br—2,0 bk—2,1 be—22 -+ bp_2790
le—1|br—1,0 be—1,1 br—12 =+ br_1,70

In Table 4 we give a tabular representation of the
composition Ej k.,(d). The formal recurrence equations for
the values in Table 4 are the following:
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bo,o =1y *0 ag
bii=bija*bi; 1<i<k-11<j<79

We now proceed to the formal description of a MAC
computation for a given message M = mom, ...my.; that is
of length 2k bits (k>1). First let us define a function
f:0"—>Q" for every string d=aoa; ...a; €0 and every
message M = moym, ...my_, as following:

M| a'| M, if 1<k <80
f a (M ) = { .
Ml HM2 ||M3, 1fk280,

where a ’:Cl79_k ...ap, Mlzmoml...mm, Mzszmgo...mk_glmk_l,
M3=my_gy...my. and the sign || denotes string concatenation.
Example 1. Let us give three examples for k=2, k=
80 and k£ = 84.
1.If M= moyht thel’lﬁ,’(M) = momad7;a76... AoMoht
2.If M= mohiy...Myg thenfd(]\/[):moml o Maomomy ...m79
3.If M= momy...mgymg3 then
Ja(My=mom ...m||momsom mg maomgymsmss||my... mo

(7

Finally, computation of the MACEdon80 is done by
the following formula:

MACM) = E¢ (1), key(@) (8)

where ¢ is computed by the formula (5).

Example 2. In Table 5 we give calculations of the
MACEdon80 for M = mgm;. MAC values cqc;...c79 are in
fact the values of the last row: bg]vobg]yl ...bg[y79.

Table 5: Tabular representation of calculations for computing the
MAC of a message M = mom;

*0 kL kg - ¥79

ap a as -+ a7y
mo| boo bo,1 bo2 -+ bo7g
S| bl‘g 3)1,1 1'?1?2 v 5)1,79
ar7| bao b2 b2z oo bare
aze| bzo bz bza --- bzre
ao |bra,0 bra,1 bro2 -+ bro 7o
mo|bso,o bgo,1 bso,2 --- bso,7o
ma1|bg1,o bg1,1 bgi,2 --- bsi7o

4. Upgrading the hardware resources in the
Edon80 core for computing the MAC

In this section we will explain what types of hardware
resources we need to add into the Edon80 core i.e. into the
basic hardware parts - the e-transformers in order to
compute efficiently the MAC as it is described by the
formula (8).

Let A=AyA;...A79 be a 160-bit shift register described
as a concatenation of 80 2-bit registers 4,, i=0,..,79 and let
its initial value be the same as the value of
d:IVSetup(Key,IV) =agp...a79 i.e., AOAI ...A79 =daopdy...A7.

Additionally, into every e-transformer let us introduce
a 2-bit register ¢;, as it is described in Figure 3.

New e-transformer

In

—{ c; is 2 bit register - part of MAC I

Operation: ¢; < ci_1 #; ¢;

7111 —\ pi is 2 bit register - PreviousState ‘

In

-\ a; is 2-bit register - InternalState ! Out WT: =1

Out

II]__\ T; is 1-bit register - TAG I

a; — a; k;pi, T, =1

Operation: { NONE, If7T,=0

Fig. 3. Schematic representation of a new e-transformer for
MACEdon80.

Since the value of the MAC depends on the plain text
message M, the functionality of the MACEdon80 differs
slightly in encryption and decryption mode. The
encryption mode is described in Figure 4.

In the beginning let the initial values of ¢; be the
values of @ = [VSetup(Key, IV) = apaill car ie. ¢; = a;
i=0,1 ¢,79. The main idea is to use the shift register 4 as a
160-bit buffer in order to implement the functionality
which is formally described by the function for f(M) in
equation (7). In the first 160 cycles when a plain text m;
enters the Edon80 core (and this is done every second
cycle), before it is encrypted (xor-ed with the 2-bit value
of the produced keystream), it also enters the leftmost part
of A (the register A shifts right for two bits), and the value
of the register ¢, is updated by ¢ < m; *0 ¢.

When A4 is completely filled by the values of the
message, it will start to feed the first e-transformer *0 as
well. So from then on, the values of ¢y and ¢;, 1<i < 79
will be updated every cycle as follows:
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co < m; ¥ Cq» if m; enters the core, will be halted. In the next 80 cycles the values of the
registers ¢; will be updated by c¢; «— ¢ *i ¢, and
consecutively every e-transformer from 1 to 79 will stop
co<ci_1*¢, 1<i<T9. its activity for computing the MAC. So completion of the
MAC computation will end 160 cycles after the encryption
of the message M.

co < A79 *¢ ¢y, if no m; enters the core,

When the plain text feeding stops (the message M is
completely encrypted), computation of the MAC will
continue in the next 160 cycles with the remaining values
in the register A. In the first 80 cycles the assignments will

The MACEdon80 in decryption mode is slightly
different than in encryption mode. It is described in Figure

be: 5. First the encrypted stream e; is decrypted into the plain
text stream m; and those values feed the register 4 and the
co <= 479 * Co first e-transformer *0.
Co < Ci_1 *; ¢, 1<i<79.

r}rl
y

mo
{ MAC Edon80 core pipeline
160-bit register A —» s L N

(E]
...32103210 j j ------------------ —t ( €
(10 (1 a7

*0 *1 70

Fig. 4. MACEdon80 core in encryption mode.

MAC Edon80 core pipeline

[ —
i
A

160-bit register A —

[v]
o

[ — 79

32103210 Po j j ------------------ —  |pra { 11—
g aq 79

*0 *1 *70

-

-~

s i ]

Fig. 5. MACEdon80 core in decryption mode.

At the end of this section we will give an estimate for
Then the value of ¢, will be computed as a final value the needed hardware resources for upgrading Edon80 to
for the MAC and the activity of the first e-transformer *0
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the MACEdon80. Here we will use the estimates for the
compact version of Edon80 of Kasper et. al. [14]. A 160-
bit shift register takes around 1000 gates. The additional
communication logic and the logic when to start and when
to stop computations should take no more than 500 gates.
So the total upgrade will take around 1500 logic gates.
Having in mind recent excellent “re-invention” or “re-
packing” of Edon80 made by Kasper et. al. we do not
exclude the possibility that MACEdon80 could be

implemented with even less additional hardware resources.

5. Security of the MACEdon80

5.1 Resistance against key recovery for reused 1Vs

In the light of the latest attacks on Phelix [12] we will
discuss here the resistance of MACEdon80 against a key
recovery attack if an IV is used two or more times. For
that purpose let us take two messages M=m, and M’=m’,
(mo#m’y). The table representation for the MAC
computations for those two messages are represented in
tables 6a and 6b.

The attacker knows the values my, m’y, MAC(mg)=
bgoo bgo,i bsoz .. bso79 and MAC(m’g)=b’g00 b’s0,1 b’s0,2 - -
b’50.79. If she/he has many MAC values (for the same IV)
then she/he can set up a huge system of quasigroup
equations and try to solve it for the unknown values ay, ...,
a9 as well as for the unknown quasigroup operations *0,
*1, ..., ¥79.

Table 6a: Tabular representation of calculations for computing
MAC of the message M=mj,.

®0 k1 kg e *79

ap a1 az ---  aro
mo bu,u bn,1 bo2 -+ boro
ars 1'1'1_.0 51,1 bio - hl,w
ar7| boo ba bao --- b2
ao |bro,0 bro1 bro2 -+ bro 7o
mo|bso.o bgo,1 bso2 -+ bso.7o

Table 6b: Tabular representation of calculations for computing
MAC of the message M '=m".

*0 *1 *2 *79

an a1 as ary
-'m,[, {),o b[},l i},z : i),?ea
azs| blo b1 bl b 7o
az7| bao boy bho 2,79
o bfm,o b;’@,l f»‘f?g.z T 5:39.79
-mE) béo,o f’éo,l 3)30.2 T 5530.79

Having in mind that we have based the security of
Edon80 on the conjectured one-way nature the IVSetup
procedure, and the fact that MACEdon80 uses the results
of IVSetup as a starting point of its calculations we claim
that key recovery attack for MACEdonS80 if the same IV
value is used two (or more) times is equivalent to breaking
the supposed one-way function /VSetup. A more in-dept
analysis of these claims is definitely necessary, and this
will be subject of our further research.

5.2 Computational limits for finding collisions of
the MACEdon80

Since the MACEdon80 is a symmetric synchronous
stream cipher with authentication, the secret Key is known
in advance both to sender (Alice) and receiver (Bob). In
this section we will discuss the collision resistance of the
proposed MAC function supposing that Key is known to
Alice and Bob. Namely, we are interested in whether we
can use the MACEdon80 both as an authentication
primitive and as a primitive that does not allow
repudiation.

Let M=mgm,...m;, be the message encrypted by
MACEdon80, with the key Key and the initial value IV,
and let MAC(M) = Eyankey(d) be the MAC value where
a=IVSetup(Key, IV).

First let us discuss the second pre-image resistance of
the MACEdon80. That means that we are interested in the
amount of computational effort that Alice or Bob have to
perform in order to find another message M’=m’y ...m’;
such that

MAC(M) = MACM).

Note that the length of both messages M and M’ have
to be equal since the computation of the MAC is done
after the exact length &, which is known in advance.

Let us take for example k& < 80 (the case k > 80 can be
treated similarly). Then computing MAC for M and M’
can be described by tables 7a and 7b.

Table 7a: Calculations for computing MAC of the message
M=m0.. My, for 1 < k<80
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#0 #q P T 79

ao ai az - ar9

Mg E)(_}‘D [1051 bD__Q e E)ng
MmEg_—1 br_1.0 bk—l,l bk—l,Q br_1,70
aro_p br.o br,1 bro --- by, 70
an bra.0 bro1 bra,2 bra, 70
Mo bso.0 bSD,l bSD,Q bso,70
Me_2 [’79—0—1\:—1.0 579+k—1,1 [’79-0—!\-.—1_.2 . b79+k—1.79
T _—1 Co (5] Co oe C79

Table 7b: Calculations for computing MAC of the message
M’=m )0.. .m ’k—la for 1 <k <80

6. Conclusion

We have designed an upgraded version of Edon80
called MACEdon80 that besides the keystream production
which is the same as in Edon80, computes a message
authentication code MAC for the messages that are
encrypted (decrypted).

The total length of computed the MAC is 160 bits. It
takes 160 cycles after the encryption (decryption) of the
message to compute the MAC. We estimate that the
additional hardware resources for this upgrade are in the
range of 1500 gates.
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/* Data structures */

Appendix: .
* ECRYPT _ctx is the structure containing the representation of the
C source code of MACEdon80 st youreper

typedef struct

/% ecrypt-sync-MACEdon80.h */

/* cerypt-sync-MACEdon80.h /% Edon80 is a Stream Cipher based on Quasigropup String Transformations. */
*v1.0 December 2006 /* For the definition of Edon80 we need quasigroups of order 4~ */
*ECRYPT C api code u8 Q[ECRYPT_MAXKEYSIZE][4][4];

* intervention made by: Danilo Gligoroski /* Counter is internal variable that has values in the range 0 to 3 */
* u8 Counter;

* This code is placed as a reference code for ECRYPT /% The working size of the key (in pairs of bits). */

* call for Stream Ciphers. u32 keysize;

/* The values of the Initial Vector are kept in this array. */
u8 key[ECRYPT MAXKEYSIZE/2];

* /* The working size of the Initial Vector (in pairs of bits). */
* Header file for synchronous stream ciphers without authentication u32 ivsize;
* mechanism. /* The values of the Initial Vector are kept in this array. */
* u8 iv[ECRYPT _MAXKEYSIZE/2];
* *%% Please only edit parts marked with "[edit]". *** /* The actual number of internal slales *
* u32 NumberOfinternalStates;
/* All internal states are kept in this array. */
#ifndef ECRYPT_SYNC_AE u8 InternalState[ECRYPT_MAXKEYSIZE];
#define ECRYPT_SYNC_AE /* The values of MAC are kept in this array. */
u8 MAC[ECRYPT MAXKEYSIZE];
#include "ecrypt-portable.h" /* The values 160-bit shift register A are kept in this array. */

18 ALECRYPT_MAXKEYSIZE]:
* M

* [edit]
/* Cipher parameters */ *
* Put here all state variable needed during the encryption process.
*

/*
* The name of your cipher. } ECRYPT ctx;
#dctmc ECRYPT_NAME "MACEdon80" /* [edit] */ ”* *
/* /* Mandatory functions */
* Specify which key and IV sizes are supported by your cipher. A user
*should be able to enumerate the supported sizes by running the *
* following code: * Key and message independent initialization. This function will be
* * called once when the program starts (e.g., to build expanded S-box
* for (i=0; ECRYPT_KEYSIZE(i) <= ECRYPT_MAXKEYSIZE; ++i) * tables).
*
* keysize = ECRYPT_KEYSIZE(i); void ECRYPT_init();
*
o *
* ) * Key setup. It is the user's responsibility to select the values of
* * keysize and ivsize from the set of supported values specified
* A]l sizes are in bits. *above.
*/
void ECRYPT_keysetup(
#define ECRYPT_MAXKEYSIZE 80 /* [edit] */ ECRYPT _ctx* ctx,
#define ECRYPT_KEYSIZE(i) (80 + (1)*8)  /* [edit] */ const u8* key,
* u32 keysize, /* Key size in bits. */
The design of Edon80 in principle is not restricted by the key size. u32 ivsize); 1V size in bits. */
However, for ECRYPT call for Stream Ciphers - PROFILE 2, we restrict
Edon80 key size only on requested size of 80 bits.
#/ /»
* IV setup. After having called ECRYPT_keysetup(), the user is
#define ECRYPT MAXIVSIZE 64 /% [edit] */ * allowed to call ECRYPT _ivsetup() different times in order to
#define ECRYPT_IVSIZE(i) (64 + ()*8)  /* [edit] */ * encrypt/decrypt different messages with the same key but different
" *1V's.
‘We repeat the same comment from above for IVSIZE. For ECRYPT call for *
Stream Ciphers, we restrict Edon80 key size only on requested size of 64 bits. void ECRYPT _ivsetup(
* ECRYPT_ctx* ctx,

const u*iv);
% M
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%

* Encryption/decryption of arbitrary length messages.
*

* For efficiency reasons, the API provides two types of
* encrypt/decrypt functions. The ECRYPT_encrypt_bytes() function
* (declared here) encrypts byte strings of arbitrary length, while

* the ECRYPT _encrypt_blocks() function (defined later) only accepts
* lengths which are multiples of ECRYPT_BLOCKLENGTH.

*

* The user is allowed to make multiple calls to

* ECRYPT_encrypt_blocks() to incrementally encrypt a long message,
*but he is NOT allowed to make additional encryption calls once he

* has called ECRYPT _encrypt_bytes() (unless he starts a new message
* of course). For example, this sequence of calls is acceptable:

*

* ECRYPT_keysetup();
.

*ECRYPT _ivsctup();
* ECRYPT encrypt_blocks();
* ECRYPT cnerypt_blocks();
* ECRYPT cncrypt_bytes();
«

* ECRYPT _ivsetup();

* ECRYPT enerypt_blocks();
* ECRYPT encrypt_blocks();
*

* ECRYPT ivsetup();
* ECRYPT encrypt_bytes();
*

*The following sequence is not:
.

* ECRYPT_keysetup();
* ECRYPT ivsetup();

* ECRYPT encrypt_blocks();
* ECRYPT encrypt_bytes();

* ECRYPT encrypt_blocks();
*

void ECRYPT _encrypt_bytes(
ECRYPT ctx* ctx,
const u8* plaintext,
u8* ciphertext,
32 msglen); /* Message length in bytes. */

void ECRYPT decrypt_bytes(
ECRYPT_ctx* ctx,
const u8* ciphertext,
u8* plaintext,
u32 msglen); /* Message length in bytes. */

* *

/* Optional features */

*
* For testing purposes it can sometimes be useful to have a function

* which immediately generates keystream without having to provide it
* with a zero plaintext. If your cipher cannot provide this function

* (e.g., because it is not strictly a synchronous cipher), please

* reset the ECRYPT_GENERATES_KEYSTREAM flag.

*

#define ECRYPT_GENERATES_KEYSTREAM
#ifdef ECRYPT_GENERATES_KEYSTREAM
void ECRYPT keystream_bytes(
ECRYPT ctx* cix,
u8* keystream,
u32 length); /* Length of keystream in bytes. */
#endif

* *

/* Optional optimizations */

-
* By default, the functions in this section are implemented using
* calls to functions declared above. However, you might want to
* implement them differently for performance reasons.
¥

N
* All-in-one encryption/decryption of (short) packets.
*

* The default definitions of these functions can be found in
* "ecrypt-sync.c”. If you want to implement them differently, please
* undef the ECRYPT_USES_DEFAULT ALL_IN_ONE flag.

*

#define ECRYPT_USES_DEFAULT ALL_IN_ ONE  /*[edif] ¥/

void ECRYPT encrypt_packet(
ECRYPT _ctx* ctx,
const u8* iv,
const u8* plaintext,
u8* ciphertext,
32 msglen);

void ECRYPT decrypt_packet(
ECRYPT ctx* ctx,
const u8* iv,
const u* ciphertext,
u8* plaintext,
u32 msglen);

-
* Encryption/decryption of blocks.
«

* By default, these functions are defined as macros. If you want to
* provide a different implementation, please undef the

*ECRYPT_USES_DEFAULT BLOCK_MACROS flag and implement the functions

* declared below.
*

#define ECRYPT_BLOCKLENGTH 4 /* [edit] */

#define ECRYPT_USES_DEFAULT _BLOCK_MACROS  /* [edit] */
#ifdef ECRYPT_USES_DEFAULT_BLOCK_MACROS

#define ECRYPT _encrypt_blocks(ctx, plaintext, ciphertext, blocks) \
ECRYPT _encrypt_bytes(ctx, plaintext, ciphertext,
(blocks) * ECRYPT_BLOCKLENGTH)

#define ECRYPT _decrypt_blocks(ctx, ciphertext, plaintext, blocks) \
ECRYPT decrypt_bytes(ctx, ciphertext, plaintext,
(blocks) * ECRYPT_BLOCKLENGTH)

#ifdef ECRYPT_GENERATES_KEYSTREAM
#define ECRYPT keystream_blocks(ct, keystream, blocks) \
\

ECRYPT_AE_keysiream_bytes(ctx, keystream,
(blocks) * ECRYPT_BLOCKLENGTH)
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#endif
#else

void ECRYPT_encrypt_blocks(
ECRYPT ctx* ctx,
const u8* plaintext,
u8* ciphertext,
u32 blocks); /* Message length in blocks. */

void ECRYPT_decrypt_blocks(
ECRYPT ctx* ctx,
const u8* ciphertext,
u8* plaintext,
32 blocks); /* Message length in blocks. */

#ifdef ECRYPT_GENERATES_KEYSTREAM
void ECRYPT_keystream_blocks(

ECRYPT_AE_cix* cix,

const u8* keystream,

32 blocks); /# Keystream length in blocks. */
#endif
#endif

* *

#endif

/# cerypt-sync-MACEdon80.c v1.0_ December 2006
* Reference ANSI C code for MACEdon80

*author: v1.0 Danilo Gligoroski

* Copyright 2006

*

*

#include "ecrypt-sync-MACEdon80.h"

/# Here is the actual definition of ECRYPT keysctup */
void ECRYPT keysetup( ECRYPT ctx* cix, const us* key, u32 keysize, u32 ivsize)

u32i,j,m; /* Variables i, j and m are internal counters. */
u32index; /* Variable index is local temporal variable. */

u8 Q[4][4][4]={ /* In the design phase we choose this 4 quasigroups of order 4 */
/% out of possible 384 good candidates (out of 64 very good candidates). */
{

L% 0:Nr: 61 %/

S/* 1N 241 %

L /% 2:Nr. 350 %/

5 /% 3:Nr. 564 %/

}
b

/# First we store the number of pairs of key bits into ctx->keysize. */
ctx->keysize=keysize>>1;
/* Then we transform the received key vector,into a vector of pais of bits. */

for (=0: i<keysize>>3; i++)

ctx->key[j++]=key[i]>>6; /% Upper 2 bits of the key[i] */
ctx->key[j++]=(key[i] & 0x30)>>4; /* Next 2 bits of the key[i] */
ctx->key[j++]=(key[i] & 0x0c)>>2; /* Next 2 bits of the key[i] */
ctx->key[j++]=keyli] & 0x03;  /* Lower 2 bits of the key{i] */

}

/* Then we set the value of ctx->ivsize as a number of iv pairs of bits. */
ctx->ivsize=ivsize>>1;

/* Then we set the number of internal states. */
ctx->NumberOfinternalStates=ECRYPT_MAXKEYSIZE;

/# Finally we st the working quasigroups Q[][] according to the values of the ctx->key[]. */
for (m=0; mekeysize>>1; m++)

mdexwtx->key[m],
4; it+)
s J<4 )

{
ctx->Q[m][i][j1=Q[index][i][j];
ctx->Q[m+ECRYPT_MAXKEYSIZE/2][i][j]=Qlindex][i] {];

}
}

/# Here is the actual definition of ECRYPT _ivsetup */
void ECRYPT _ivsetup(ECRYPT _ctx* ctx, const us* iv)

u32i, j; /* Variables i and j are internal counters. */

s32k; /* Variable k is internal signed counter. */

u8 Temp[ECRYPT_MAXKEYSIZE];  /* Temp is a vector of bytes that will temporarily
hold the values of the vector InternalStates[] */

/* First we transform the received iv vector, into a vector of pairs of bts. */
j0;
for (i0; i<ctx->ivsize>>2; i++)

ctx-Siv[jH+]=iv[i]>>6; /% Upper 2 bits of the iv[i] */
ctx->iv[j++H=(iv[i] & 0x30)>>4; /* Next 2 bits of the iv[i] */
ctx->iv[j+ iv[i] & 0x0c)>>2; /* Next 2 bits of the iv[i] */
ctx->iv[j++=iv[i] & 0x03;  /* Lower 2 bits of the iv[i] */
}
/* Then we copy vectors ctx.key[] and ctx.iv[] into vectors ctx->InternalState[] and Temp[] */

for (i=0; i<ctx->keysize; i++) Temp[i]=ctx->InternalState[i]=ctx->keyi];
for (j=0; j<ctx->ivsize; 1++)

Templi]=ctx->InternalState[i]=ctx->iv[j];
+H;
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}

/*
Then we pad ctx->InternalState[] and Temp[] with
16 bits: 0xE41B i.e. with 32100123 (in system of base 4)
*
Temp[|] ctx->InternalState[i]=3;

Temp[l]—ctx—>InlemalSla|e[i]=2;
HI
Temp[|]:ctx->[ntemalsme[i 1=1;

Temp[l]—clx >InternalState[i]=0;
Temp[|]—ax->[ntemalsme[q:()

Temp[l]—clx >InternalState[i]=1;

s
‘Temp[il=ctx->InternalStatefi]=2;
++H;

Temp]i]-ctx->InternalState[i]=3;
i;

/* Finaly we transform the vector InternalState[], with
Quasigroup e-transformations, with leaders that are
initial key[] and iv[] elements (i.c. elements in Temp[]),
ordered in reverse order and by quasigroups determined
by the value of the key[].

*

for (k=i-1; k>=0; k--)
ctx->InternalState[0]=ctx->Q[k][ Temp[K]][ctx->InternalState[0]];
for (j=1: j<tx->NumberOflniernalSaies: ) ) )
) [j]=ctx->Q[k] [-11][etx- (i1

/% We set up the vector InternalState[] as initial MAC[] */
for (i=0; i<ctx->NumberOflnternalStates; i++) ctx->MAC[i]=ctx->InternalState[i];

/% We set up the vector InternalState[] as initial A[] */
for (i=0; i<ctx->NumberOfinternalStates; i++) ctx->Al[i]=ctx->Internal State[i;

/% As a final step in iv setup we prepare the value of internal Counter to 3. */
ctx->Counter=3;

/* Here is the actual definition of ECRYPT encrypt_bytes */

void ECRYPT encrypt_bytes(ECRYPT_cix* ctx, const ug* plaintext, ug* ciphertext, u32 msglen)

{
u32ij; /# Variables i and j are internal counters. */
ug X /* We will store produced byte from the keystream in X. */
u32 MACQueueLeng(h 0; /* Variables MACQueucLength is internal counter.
It can be at most ctx->NumberOfInternal States. */

for (j=0:j<msglen;j++)
/* Variable ctx.Counter will varry from 0 to 3, periodically.
Tt will be the first feed to the e-transformations by the quasigroups. */
ctx->Counter++;
ctx->Counter&=0x03;

/* Obtaining the first 2 bits fmm thc cipher ¥/

|1[ctx->Counter];
for (i= '1<clx->Number0ﬂn|ema]S|a(es| +)

ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->Internal State[i-1]];
if (MACQueueLength==ctx->NumberOfinternalStates)

/# Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i-MACQueueLength;i>13i--)
ctx->MAC[i-1]=ctx->Qli-1][ctx->MACIi-2] |[ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueueLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x03;

Q[O][ct ]]lctx->Counter];
“i<ctx->NumberOflnternalStates;i-+)
i]=etx->Q[i][ i]][ctx->InternalState[i-1]];

X=(ctx=>InternalState[i-1])<<6;
rt ¥/

/% MAC part
/* Variable MACQueueLength will grow from 0 to ctx->NumberOflnternalStates-1 */
MACQueueLength++;

if (MACQueueLength>ctx->NumberO MACQueueLength=ctx->NumberO:

/* Insert plaintext two bits into the shift register A */
for (i=ctx->NumberOflnternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];
ctx->A[0]=(plaintext[j]>>6);
/* Perform operations on MAC structure. */
for (i=MACQueueLength;i>1;i--)

otx->MAC[i-1]=ctx->Q[i- 1][ctx->MAC[i-2]][ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][(plaintext[j]>>6)][ctx->MAC[0]];

/* Obtaining next 2 bits from the cipher */

ctx->Counter++;

ctx->Counter&=0x03;

Ctx-: ]| Q[0][ct: ]][ctx->Counter];

for (i=13i<ctx->NumberOflnternalStates;i-+)

il=ctx->Q[i][ i]][ctx->InternalState[i-1]];
ctx->NumberOfinternalStates)

ctx-=]
if (MACQueueLength

/# Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i-MACQueueLengthsi>13i-)
etx->MAC[i-1]=ctx->Q[i- 1 [ctx->MACTi-2] [etx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueucLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x03;
ctx- Q[O][ctx- J][ctx->Counter];
for K cx->NumberOﬂn|emalSlates| +)
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->InternalState[i-1]];

X=XA(ctx->Internal State[i-1]<<4);
/% MAC part */

/# Variable MACQueueLength will grow from 0 to ctx->NumberOfInternal States-1. */
MACQueueLength++;

if (MACQueueLength>ctx->NumberO: ) MACQueueLength=ctx->NumberO

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOfInternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

ctx->A[0]=((plaintext[j]>>4)&0x03);

/* Perform operations on MAC structure. */

for (i=MACQueueLength;i>
ctx->MAC[i- 1 ]=ctx->Qi-1][ctx->MAC[i-2]] [ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][((plaintext[j]>>4)&0x03)][ctx->MAC[0]];

/* Obtaining next 2 bits from the cipher */
ctx->Counter++;
ctx->Counter&=0x0.

3;

QO] [ctx- J][ctx->Counter];
'1<clx->NumberOﬂnlemalSlates i++)

ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->InternalState[i-1]];
i (MACQueueLength—ctx->NumberOfinternalStates)

{
/* Perform operations on MAC structure with the value of AIMACQueueLength-1] */
for (i=MACQueueLength;i>1;i--)

ctx->MAC[i-1]=ctx->Q[i-1][ctx->MACTi-2]][ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueucLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x03;
ctx- >Q[0][ctx- 0]][ctx->Counter];
for (i-1:i<ctx.>NumberOflnternalStates:i+
ctx->InternalState[i]=ctx->QJi][ctx- >ImemalState[i]][ctx—>IntemalSLate[i—1]];

X= X’\(th->lmen|a State[i-1]<<2);
/% MAC part */
/* Variable MACQueueLength will grow from 0 to ctx->NumberOfinternalStates-1. */
MACQueueLength++;

if (MACQueueLength>ctx->NumberO! ) MACQueueLength=ctx->NumberOfinternalStates;

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOfinternalStates; i>1; i--) ctx->Al[i-1]=ctx->A[i-2];

ctx->A[0]=((plaintext[j]>>2)&0x03);

/* Perform operations on MAC structure. */

for (EMACQueucLength;i>1i-)
ctx->MAC[i-1]=ctx->Q[i-1][ctx->MACTi-2][ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][((plaintext[j]>>2)&0x03)][ctx->MAC[0]];

/# Obtaining last 2 bits from the cipher, to form a keystream byte. */
ctx->Counter++;

ctx->Counter&=0x03;

ctx- =etx->Q[0][ctx- 0]][ctx->Counter];

for (i=1:i<ctx->NumberOfInternalStates;i++)
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->Internal State[i-1]];
if (MACQueueLength==ctx->NumberOfInternalStates)

/# Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i"MACQueucLength;i>1;i--)
ctx->MAC[i-1]=ctx->Qli- 1 ][ctx->MACIi-2] |[ctx->MAC[i-1]};
ctx->MAC[0]=ctx->Q[0] ctx->A[MACQueueLength-1]][ctx->MAC[0];
}

ctx->Counter++;
clx->C0unter&:Ox03‘

>Q[0][ctx->Inter [0])[ctx->Counter];
for (i=13i<ctx- ~NumberOfnternalStates; i)
i=etx->Qlills Il 1]
X=X"ctx->InternalState[i-1];
/* MAC part */
/* Variable MACQueueLength will grow from 0 to ctx->NumberOfinternalStates-1. */
MACQueueLength+;
if (MACQueueLength>ctx->NumberO: ) MACQueueLength=ctx->NumberOfInternalStates;

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOfinternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

ctx->A[0]=(plaintext[j] & 0x03);

/* Perform operations on MAC structure. */

for (i=MACQueueLength;i>1;i--)
otx->MAC[i-1]=ctx->Q[i-1][ctx->MAC[i-2]][ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][(plaintext[j] & 0x03)][ctx->MAC[0]];

/* Finally we XOR the plaintext with X */
ciphertext[j]=plaintext[j]"X;
}

/% Next operations finish the feeding from the register A */
for (j=0; j<ctx->NumberOfInternalStates; j++)

MACQueueLength++

1f(MACQueueLength>ctx >NumberOfinternalStates) MACQueueLength=ctx- >Number0ﬂn|ema]Slates;

/* Perform operations on MAC structure with the value of AIMACQueueLength-1] */

for (iI=MACQueueLengthi>1;i--)
ctx->MAC[i-1]=ctx->Q[i-1][ctx->MAC[i-2]][ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueueLength-1]][ctx->MAC[0]];

/* Shift register A for two bits. */

for (i=ctx->NumberOfinternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

/* Next operations finish the journey of the MAC data trought the pipeline */
for (j=1; j<ctx->NumberOflnternal States; j++)

MACQueucLength++;

if (MACQueucLength: ) MACQueucLength—ctx->NumberOf

/# Perform operations on MAC structure. */

for (i=MACQueueLength;i>jsi-)
ctx->MAC[i-1]=ctx->Qli-1][ctx->MACTi-2][ctx->MAC[i-1]];

}
/# Here is the actual definition of ECRYPT decrypt_bytes */

void ECRYPT _decrypt_bytes(ECRYPT _ctx* ctx, const us* ciphertext, u8* plaintext, u32 msglen)
{

u32i, j; /* Variables i and j are internal counters. */
X; /* We will store produced byte from the keystream in X. */
u32 MACQueucLength=0; /* Variables MACQueucLength is internal counter.
It can be at most ctx->keysize. */
u8 mm; /* mm is temp variable */

for (j=0:j<msglenzj++)

/# Variable ctx.Counter will varry from 0 to 3, periodically.
It will be the first feed to the e-transformations by the quasigroups. */

ctx->Counter++;

ctx->Counter&=0x03;

/* Obtaining the first 2 bits from the cipher */
[0][ctx- ]][ctx->Counter];
for (=1 5i<ctx->NumberOflnternal States; ++)
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->Internal State[i-1]];
if (MACQueueLength==ctx->NumberOfinternalStates)

/# Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i=MACQueueLength;i>1;i-)
ctx->MAC[i-1]=ctx->Qli-1][ctx->MACTi-2]][ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0] [ctx->A[MACQueucLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x03;
ctx- >Q[0][ctx- 0]][ctx->Counter];
for (i-1:i<ctx.>NumberOflnternalStates:i+
ctx->InternalState[i]=ctx->QJi][ctx- >IntemalStale[1]][clx—>InlemalState[|—1]];

Xefetx>IntemalStatei- 1)) <<6;
[i]>>6) ctx- i-13;

/* MAC part */
/* Variable MACQueueLength will grow from 0 to ctx->NumberOfinternalStates-1 */
MACQueueLength++;

if (MACQueueLength>ctx->NumberO:! ) MACQueueLength=ctx->NumberOfInternalStates;

/* Insert plaintext two bits into the shift register A */
for (i= x»>NumberOﬂnlemd]Sld\es, i>1; i) etx->A[i-1]=ctx->A[i-2];
ctx->A[0]=m:
/* Perform opera(ions on MAC structure. */
for (i=MACQueueLength:i1;i--)

ctx->MAC| ctx->Q[i-1][ctx->MAC[i-2]][ctx->MACI[i-1]];
ctx->MAC[0]=ctx->Q[0][mm][ctx->MAC[0]];

/# Obtaining next 2 bits from the cipher */
ctx->Counter++;
ctx->Counter&=0x03;

203
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-Q[0][ctx- ]][ctx->Counter];
for i <clx->NumbcrOﬂnlcma]Slatcs i++)
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->InternalState[i-1]];
if (MACQueueLength—ctx->NumberOfinternalStates)

/# Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i=MACQueueLength;i>1;i--)
ctx->MAC[i-1]=ctx->Q[i-1][ctx->MACTi-2]|[etx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueucLength-1]][ctx->MAC[0]];
i

ctx->Counter++;
ctx->Counter&=0x0.

3;

]| -Q[0][ctx- ]][ctx->Counter];
si<ctx->NumberOfInternalStates;i++)
i]=ctx->Qli][ct i]][ctx->1 P19

X=X"(ctx->InternalState[i-1]<<4);
i §15>4)&0x03) ctx.

i-1];
/* MAC part */
/* Variable MACQueueLength will grow from 0 to ctx->NumberOfInternalStates-1. */
MACQueueLength++;

if (MACQueueLength ) MACQueueLength—ctx->NumberOf

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOflnternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

ctx->A[0]-mm;

/* Perform operations on MAC structure. */

for (I=MACQueucLength;i>1;i--)
ctx->MAC[i-1]=ctx->Q[i-1][ctx->MACTi-2]][ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][mm][ctx->MAC[0]];

/* Obtaining next 2 bits from the cipher */
ctx->Counter++;
ctx->Counter&=0x03;

QO] ]][ctx->Counter];
“i<ctx->NumberOfInternalStates;i++)

ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->Internal State[i-1]];
x->NumberOfinternalStates)

/# Perform operations on MAC structure with the value of AIMACQueueLength-1] */
for (i=MACQueueLengthsi>13i--)
ctx->MAC[i-1]=ctx->Qli-1][ctx->MACIi-2] |[ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueueLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x(

03;

} [0][ct Tlfctx->Counter];
for (i=1;i<ctx->NumberOfinternalStates;i-+)
il=ctx->QIil[ i nalStatefi-11];

X=XA(ctx->Internal State[i-1]<<2);
mm=((ciphertext[j]>>2)&0x03)"ctx->InternalState[i-1];

/% MAC part */

/* Variable MACQueueLength will grow from 0 to ctx->NumberOfinternalStates-1. */
MACQueueLength++;

if (MACQueueLength>ctx->NumberO: ) MACQueueLength=ctx->NumberO:

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOfInternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];
ctx->A[0]=mm;

/* Perform operations on MAC structure. */

i 1)fetx->MAC[i-2]][etx->MACTi- ]I
etx>MAC[0]-ctx->Q[0] mm][ctx->MAC[O]]:

/* Obtaining last 2 bits from the cipher, to form a keystream byte. */
ctx->Counter++;
ctx->Counter&=0x03;

]| -Q[0][ctx- 1][ctx->Counter];
si<ctx->NumberOfInternalStates;i++)
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->InternalState[i-1]];
if (MACQueueLength—ctx->NumberOfinternalStates)

{
/* Perform operations on MAC structure with the value of AIMACQueucLength-1] */
for (i=MACQueueLength;i>1;i--)
ctx->MAC[i-1]=ctx->Qi-1][ctx->MAC[i-2]] [ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueueLength-1]][ctx->MAC[0]];
}

ctx->Counter++;
ctx->Counter&=0x03;

>Q[O][ J][ctx->Counter];
for (| 1; 1<th->NumberOﬂniemalStateu*—*—)
i]=etx->Q[i][ct i]][ctx->InternalState[i-1]];

X=X"ctx->InternalState[i-1];

mm=(ciphertext[j] & 0x03)"ctx->InternalState[i-1;

/* MAC part */

/* Variable MACQueueLength will grow from 0 to ctx->NumberOfInternalStates-1. */
MACQueueLength++;

if (MACQueueLength>ctx->NumberOfinternalStates) MACQueueLength=ctx->NumberOfinternalStates;

/* Insert plaintext two bits into the shift register A */

for (i=ctx->NumberOflnternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

ctx->A[0]-mm;

/* Perform operations on MAC structure. */

for (i=MACQueueLength;i>
ctx->MAC[i-1]=ctx->Q[i-1][ctx->MACTi-2]J[ctx->MAC[i-1]];

ctx->MAC[0]=ctx->Q[0][mm][ctx->MAC[0]];

/* Finally we XOR the plaintext with X */
plaintextj]=ciphertext[j]"X;
)

/% Next operations finish the feeding from the register A */
for (j=0; j<ctx->NumberOfinternalStates; ++)
{

MACQueueLength++;

if (MACQueueLength>ctx->NumberO ) MACQueueLength=ctx->NumberO1
/* Perform operations on MAC structure with the value of ATMACQueueLength-1] */
for (i=MACQueueLength;i>1;i--)

ctx->MAC[i-1 ]=ctx->Qi-1][etx->MAC[i-2]] [ctx->MAC[i-1]];
ctx->MAC[0]=ctx->Q[0][ctx->A[MACQueueLength-1]][ctx->MAC[0]];
/* Shift register A for two bits. */
for (i=ctx->NumberOfInternalStates; i>1; i--) ctx->A[i-1]=ctx->A[i-2];

/% Next operations finish the journey of the MAC data trought the pipeline */
for (j=1; j<ctx->NumberOfInternalStates; j++)

MACQueueLength++;

if (MACQueueLength>ctx->NumberO: ) MACQueueLength=ctx->NumberO
/* Perform operations on MAC structure *
for (i=MACQueueLength;i>j;i--

ctx->MACTi-1]=ctx- >Q[|— ][m >MACTi-2]][ctx->MACTi-1]];

}

/# Here is the actual definition of ECRYPT keystream_bytes */
void ECRYPT keystream_bytes(ECRYPT ctx* ctx, us* keystream, u32 length)
{

u32i,j;  /* Variables i and j are internal counters. */
w8 X: /% We will store produced byte from the keystream in X. */

for (j=0;j<lengthzj++)
{

/% Variable ctx.Counter will varry from 0 to 3, periodically.
Tt will be the first feed to the e-transformations by the quasigroups. */

ctx->Counter++;

ctx->Counter&=0x03;

/# Obtaining the first 2 bits from the ciher */

ctx- >Q[0][ctx- 0]][ctx->Counter];

for (i=1i<ctx->NumberOfinternalStates;i++)
ctx->InternalState[i]=ctx->QJi][ctx->InternalState[i]][ctx->InternalStatefi-11];

ctx->Counter++;
clx->Counter&*{)x03
ctx- >Q[0][ctx->Inter [0]][ctx->Counter];
for (i |<clx->Number0ﬂmemalStales i
ctx->InternalState[i]=ctx- >Q[|][th->[ntemalStale[1]][clx->[nlemal$ta|¢[i-I 1

X=(ctx->InternalState[i-1])<<6;

/* Obtaining next 2 bits from the ciher */
ctx->Counter++;
ctx->Counter&=0x03;

-Q[0][ctx- ]][ctx->Counter];
for (i=13i<ctx->N umherOﬂntemalStawsx
ctx->InternalState[i]=ctx->Q[i] [ctx->InternalState[i]][ctx->Internal State[i-1]];

ctx->Counter++;
clx->C0unler&:Ox03‘

>Q[0][ctx->Inter [0]][ctx->Counter];
or (i=1:i<ctx >NumberOffnternalStates; ++)
iJ=etx->Q[i][ ]l i-1]];

X=X(ctx->InternalState[i-1]<<4);

/* Obtaining next 2 bits from the ciher */
ctx->Counter++;
ctx->Counter&=0x03;
ctx- >Q[0][ctx->Inter [0]][ctx->Counter];
for (i=1;; 1<clx->Number0ﬂmemalStale: i+
ctx->InternalState[i]=ctx- >Q[|][le->[nlemalState[1]][clx->[nlemal$la|e[i-I 1

ctx->Counter++;
ctx->Counter&=0x03;
ctx- >Q[0][ctx- 0]][ctx->Counter];
for (i-1:i<ctx.>NumberOflnternalStates:i+
ctx->InternalState[i]=ctx->QJi][ctx- >Imemalsme[i]][ctx»lntemalsme[r1]1;

X=X"(ctx->InternalState[i-1]<<2);

/* Obtaining last 2 bits from the ciher, to form a keystream byte. */
ctx->Counter++;
clx->C0unler&:Ox03‘

->Q[0][ctx->Inter [0])[ctx->Counter];
for (i=13i<ctx- ~NumberOfnternalStates; i)
i=etx->QLills Il 1]
ctx->Counter++;
ctx->Counter&=0x03;
-Q[0][ctx- ]][ctx->Counter];

for (=1 i<ctx.>NumberOflnternalStates;i-+
ctx->InternalState[i]=ctx->QJi][ctx- >[nlemalS(a!e[1]][c!x->In!emalS(a|e[i—1]];

X=X"ctx->InternalState[i-1];

/* Finally we feed the keystream with X. */

keystream[j]=X:
i



