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Summary 
 This paper discusses a new method of hiding ASCII 
characters based on match between bit value of the randomly 
selected image pixel and the data bits. Bit positions in the higher 
nibbles of the cover image are used for data hiding at a position 
indicated using a 2-bit code. Simulation results on Lena, Gibbon 
and Cat images [1] for hiding a large set of ASCII text characters 
indicate that suggested technique achieves PSNR up to 44.7 dB as 
against minimum required 34 dB for acceptable perceptual quality 
[2]. Also, the bounds of the change in the original pixel value due 
to data hiding are limited to ± 3. Therefore besides retaining 
perceptual quality of the original cover the proposed method offers 
high robustness as compared to the LSB insertion technique [3, 4], 
it is less prone to attacks by eaves droppers and hence it can be 
effectively used for secure open channel transmissions.  
 
Keywords: Steganography, Secure data transmission, Data 
Hiding. 

1. Introduction 

 The staggering growth in communication technology 
and usage of public domain channels (i.e. Internet) has 
greatly facilitated transfer of data. However, such open 
communication channels have greater vulnerability to 
security threats causing unauthorized information access. 
This might lead to disclosure, modification or even deletion 
of classified/unclassified data files or copyright violation [5]. 
Therefore preventing unauthorized information access has 
been a prime consideration for growing use of 
steganography techniques [6] for applications like copyright 
protection, feature tagging and secret communication [7]. 
As a result, steganography has become an interesting and 
challenging field of research striving to achieve greater 
immunity of hidden data against signal processing 
operations on the host cover media; e.g. a good 
steganography technique should offer immunity of hidden 
data against lossy compression, scaling, interception, 
modification, or removal etc. and ensure that embedded data 
remains inviolate and recoverable [8]. However, a trade-off 
between the quantity of hidden data and its degree of 
immunity to host signal modification is needed in most 
cases [9].  Data hiding requires embedding data into digital 
media like image, audio, or text, however, due to providing 
high embedding efficiency the still images are preferred as 
hosts as compared to others. LSB insertion [3, 4] is a 
popular steganography technique using still images as hosts. 
In this method the data bit is inserted into the LSBs of the 
randomly selected host pixels. The LSB technique retains 

host image quality but it has severe limitation of total 
data loss if the LSBs of the cover pixels are changed 
either accidentally during transmission or 
intentionally by attackers. Although, this problem 
can be minimized by inserting data into higher order 
bits of the host pixel but at the expense of worsening 
the perceptual quality of the cover image [10, 11]. 
Therefore, data hiding in still images needs 
addressing constrains related to the working of 
human visual system (HVS) and the resulting 
modifications of the host image [12].  
 This paper describes a new technique of hiding 
ASCII characters based on match between bit value 
of the randomly selected image pixel and the data 
bits. Higher nibbles of the cover image have been 
used for hiding 800 ASCII text characters at a 
position indicated using a 2-bit code. It is illustrated 
considering Lena, Gibbon and Cat cover images [1]. 
The suggested method achieves PSNR up to 44.7 dB 
as against minimum required (34 dB) [2] with limits 
of the variation in the original pixel value within ± 3. 
In addition it offers improved robustness as 
compared to the LSB insertion technique [3, 4] and 
thus can be effectively used for secure data 
transmissions.  

2. Proposed Hiding Algorithm 

 Select the pixels in random manner from the 
cover image I  of size M N× having pixel 

),( jiI at thi  row and thj column. Let kP  denote 

the bit position of the image pixels ( 81 ≤≤ kP  for 

8-bit grayscale) with 8=kP  and 1=kP  
representing the MSB and LSB positions, 
respectively; and 

kPO  be the original bit value at kP . 

Let D  be the data of size l  bits to be embedded 
whose thn  bit is nD . 
 
2.1 Data Hiding  

• Scan bit position kP  )8,7,6,5( =kP in the 

randomly selected ),( jiI pixel and match 

with thn  bit of data nD . 
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• Store position kP of the pixel obtained in above 

step as 2-bit code at bit pair positions )2,1( , 
(2,3) , (1,3) , (2, 4) , or (1,3)  assigning   )00( , 

)01( , )10(  and )11(  for kP = 5, 6, 7, and 8 
respectively.  

• Skip the pixel ),( jiI  for no match and select the 
next pixel. 

• If match is found, repeat two steps given above by 
incrementing “ n ” until n l≤ . 

 
 The above algorithm achieves both reduced perceptual 
distortion of the original image as the higher order pixel 
nibble is not altered and also avoids the eavesdropper 
attention to attack the stego-image.  
 
2.2 Data Retrieval 
 
 The hidden data extraction is achieved by using the 
same random selection algorithm to select the 
pixel ),( jiI of the stego-image. Use the embedding code 
word to find out the data bit using known pixel number 

),( jiI  and its corresponding code bit pair positions. The 
extracted data bits are then arranged in their original order 
to complete the retrieval process.  

3. MSE and PSNR 

 Imperceptibility takes advantage of human psycho- 
visual redundancy, which is very difficult to quantify. The 
(weighted) mean squared error between the cover image and 
the stego-image (embedding distortion) is used as the 
measure to assess the relative perceptibility due to the 
embedded text. Mean square error (MSE) and Peak Signal 
to Noise Ratio (PSNR) can be used as metrics to measure 
the degree of imperceptibility [13]. Mathematically MSE 
can be derived as  

 MSE= ⎥
⎦
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 Where M and N are the rows and columns respectively 
of the image. Let  fi,j be the pixel value of the cover-image 
and gi,j denote the pixel value of the stego-image. The PSNR 
can be calculated using MSE as 

 PSNR =
2

1010 log L
MSE

⎛ ⎞
⎜ ⎟
⎝ ⎠

 

 Where L is the peak signal value of the cover image (for 
8-bit images, L=255).  

4. Simulation Results 

 The performance of the proposed data hiding 
algorithm has been evaluated by embedding 800 
ASCII characters in the IEEE standard Lena, Gibbon 
and Cat cover images of size 512×512 and using 
MATLAB image processing tool. The simulation 
results on Lena, Gibbon and Cat cover images hiding 
800 ASCII text characters and for different bit 
pairs (1, 2), (1,3), (1, 4), (2,3), (2, 4)kP =  and 

(3, 4)  are given in figures 2 to 19.  Table-1 indicates 
the calculated minimum and maximum differences 
between the pixel values before and after data 
embedding for different bit pair combinations storing 
the 2-bit code word.  It is evident from Table-1 that 
minimum variation in the original pixel value occurs 
for bit pair (1, 2).  The PSNR values are computed by 
analyzing the difference between original images and 
corresponding stego-images for all cases of bit pair 
combinations (Table-1) for Lena, Gibbon and Cat 
cover images as given in Table-2. Considering a 
minimum of 34 dB PSNR threshold for stego-image 
perceptual quality [14] it is obvious from Table-2 
that bit pairs (1, 2), (2, 3) or (1, 3) can be used for 
storing the 2-bit code and also that bit pair (1, 2) can 
be used for achieving minimal change in perceptual 
quality.  

5. Conclusion 

 A new robust steganography technique for 
hiding ASCII text characters based on matching of 
bit values has been presented which retains 
perceptual quality of the cover media. Simulation 
results on IEEE standard Lena, Cat and Gibbon 
images hiding 800 text characters indicate that the 
proposed technique achieves up to 44.7 dB PSNR 
with variation in the original pixel values bounded 
within ± 3. The enhanced robustness as compared to 
LSB substitution technique is achieved due to data 
matching instead of substitution. Therefore the 
proposed method can be effectively utilized for 
secure transmission using open channel environment. 

 

 

 

 

 
 

Table 1 
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Change in pixel value Bit pairs 

Maximum   Minimum  

1,2 3 -3 

1,3 5 -5 

2,3 6 -6 

1,4 9 -9 

2,4 10 -10 

3,4 12 -12 

 
Table 2 

PSNR (dB)  

Bit pairs 

Lena Gibbon Cat 

1,2 44.709 42.587 42. 842 

1,3 41.964 40.813 39.986 

2,3 38.754 38.864 36.617 

1,4 35.026 34.760 34.034 

2,4 33.847 33.135 32.835 

3,4 32.750 32.038 31.720 

 
 
 
 
 
 
 
 
 
 

 
Fig. 1: Representation of image pixel 

 

1 2 3 4 5 7 8 

Pk Higher order bits used for 
embedding 

1 2 3 4 5 6 7 8 

Pair of Bits used for locating kP  matching 
with data  
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Fig. 2 Codes in bit pair 1, 2 

 

Fig. 3 Codes in bit pair 1, 3 

 

Fig. 4 Codes in bit pair 2, 3 

 

Fig. 5 Codes in bit pair 1, 4 

 

Fig. 6 Codes in bit pair 2, 4 

 

Fig. 7 Codes in bit pair 3, 4

 
 

Fig. 8 Codes in bit pair 1, 2 

 
Fig. 9 Codes in bit pair 1, 3 
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Fig. 10 Codes in bit pair 2, 3 

 

 
Fig.11 Codes in bit pair 1, 4 

 

 
Fig. 12 Codes in bit pair 2 , 4 

 

 
Fig. 13 Codes in bit pair 3, 4 

 

 
Fig. 14 Codes in bit pair1, 2 

 

 
Fig. 15 Codes in bit pair 1, 3 

 

 
Fig. 16 Codes in bit pair 2, 3 

 

 
Fig. 17 Codes in bit pair 1, 4 
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Fig. 18 Codes in bit pair 2, 4 

 

 
Fig. 19 Codes in bit pair 3, 4 
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