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Abstract 
Procedures used for digital signature development rely on the 
algorithms provided for data confidentiality. The decryption 
algorithms used for data confidentiality are generally inverse of 
the encryption algorithms and hence can be used for 
authentication purposes. Existing Algorithms based on truncated 
polynomials offer many advantages compared to RSA. At the 
same time these truncated polynomial algorithms suffer from the 
drawback that the encryption and decryption algorithms are not 
inverses of each other as in the case of RSA, hence require 
separate computation for generation of digital signature. In this 
paper we propose an algorithm based on truncated polynomials 
that combine the advantages of both RSA and the algorithms 
based on truncated polynomials and at the same time overcoming 
the difficulties faced in each. This proposed algorithm does not 
require either large primes to be generated or extra 
computational effort for digital signature generation. 
Key words: 
Input here the part of 4-5 keywords. 

1. Introduction 

Many organizations prefer going paperless by using 
electronic forms of sending and receiving data.  In this 
context, it is  essential that not only the sender needs to 
authenticate the receiver, the receiver should also 
authenticate the sender and ascertain himself from whom 
the message was received. A digital signature serves the 
same purpose as a handwritten signature. A handwritten 
signature is easy to counterfeit while a  digital signature is 
superior to a handwritten signature in that it is very 
difficult to counterfeit, at the same time digital signatures 
are used to authenticate information: that is, to securely tie 
the contents of an electronic document to a signer Only the 
true signer should be able to produce valid signatures, and 
anyone should be able to verify them in order to convince 
oneself that the signer indeed signed the document. While 
many digital signature schemes have been proposed and a 
few are used in practice today[], research into designing 
schemes that are secure, efficient, or have additional 
properties continues. This paper presents  an efficient and 
effective authetication scheme based on truncated 
polynomials, which is efficient  and effective. 

2. General Method 

The digital signature for a message is generated in two 
steps: 
(i) Genration Of Message Digest : A message digest can 
be treated as the 'summary' of the message we are going to 
transmit, i.e it will be a  number unique to every message  
such that even the slightest change in the message 
produces a different digest. The message digest is 
generated using a set of hashing algorithms. 
(ii) Encryption :The message digest is encrypted using the 
sender's private key. The resulting encrypted  message 
digest is the digital signature. The digital signature 
generated by the above method is then attached  to the 
message, and sent to the receiver.  
 
At the receiveing end , the receiver then does the 
following: 

1. Using the sender's public key, the receiver 
decrypts the digital signature to obtain the 
message digest generated by the sender. 

2. The same message digest algorithm used by the 
sender is used to generate a message digest of the 
received message by the receiver also. 

3. Compares both message digests. If they are same, 
the message is authenticated.  

 
We can be sure that the digital signature was sent by the 
sender, because only the sender's public key can decrypt 
the digital signature . If decrypting through the  public key 
renders a faulty message digest, this means that either the 
message or the message digest is not exactly what the 
sender sent. 
 
The entire process is explained in the Figure No. 1. 
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Fig. 1  : General method for Digital Signature Generation at sending end 
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Fig. 2  General method for Digital Signature Generation at receiving end  

3. Motivation 

The Authentication algorithms required to generate digital 
signature, mainly rely on the concept of encrypting data 
with the private key and decryption using public key [7,8]. 
This process is exactly the reverse of the process for 
providing data confidentiality.  Hence public key 
cryptosystems are much preferred for signature generation 
[9]. A major benefit of public key cryptography is that it 
provides a method for not only for providing data integrity 
but also for authentication [8]. Authentication using digital 
signature also provides non-repudiation, which means that 
it prevents the sender from claiming that he or she did not 
actually send the information. These features are 
fundamental to cryptography and need to be taken care of 
by any cryptographic algorithm.  The encryption process 
based on truncated polynomials like NTRU [11,14] solved 
some of the problems of generation of large prime 
numbers and the mathematical functions involved with 
them, which are required in a few algorithms[2]. The 
NTRU key generation also requires prime and relative 
prime numbers but they are not as bigger as those of RSA, 
and the security of the algorithm, does not depend on the 
knowledge of these numbers by the intruder.  The main 
security of the NTRU algorithm rests on factorization of 
polynomials   in a ring [5,10,12].  Most of the 
mathematical work in NTRU depends on the 
multiplication of polynomials. The public key and the 
private keys generated here are polynomials, and the data 
needs to be represented in a polynomial form for 
encryption. In the bare NTRU algorithm, the number of 
parameters in the public is only one (h(x)) compared to , 
two parameters present in the private key (f(x), 
fp(x))[1,13].  This has led to problems for obtaining the 
digital signature, since the digital signature requires 
encryption with the private key, as opposed to encryption 
with public key, which is the procedure for data 
encryption. In the proposed algorithm presented in the 
next section, this problem is taken care of. The algorithm 
presented in this paper, can be used for encryption, data 
confidentiality and also for signature generation to solve 
authentication algorithms. These algorithms are presented 
in the next section. 

 
4. The signature generation algorithm based 
on truncated  polynomials 
 

The Algorithm presented in this paper assumes a ring of 
polynomials Z(x) of degree less than N.  Most of the terms 
used here bear resemblance to the terms used in the NTRU 
algorithm. To generate the signature, the message digest 
value needs to be computed. The message digest value 
could be generated using any one of the hash functions 
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like MD5 or SHA. In the implementation for testing the 
algorithm, we have used MD5 algorithm to generate the 
digest value. This Digest value needs to be expressed in 
the form of a polynomial like any other normal data for 
NTRU algorithm .  
 

4.1 Terminology Used  
 

Let this message digest value be m(x). The sender needs to 
generate a polynomial f(x) of degree less than N.  fq(x) is 
the inverse of f mod q, where q is a relative prime to prime 
p. Similar to NTRU , f(x) needs to be carefully chosen 
such that fq(x) exists. g(x) is another small polynomial 
which needs to be care fully chosen.  r(x) is a random 
polynomial  and N is a multiple of prime p. The values of  
p and q may be made public.  
 
4.2 The Algorithm For Signature Generation  
 

The public key h is calculated as   
                                     h(x) = fq (x) + N * g(x) 
            Where N is a multiple of prime p 
The private key is f(x), and the values of fq(x) needs to be 
maintained in secrecy.  
Encrypt the message digest  value m(x) as  
                                     e(x) =  f(x)( m(x) + r(x)*q ) 
             Where r(x) is a random polynomial . 
The encrypted message digest value has to be opened with 
the public key h(x). The method for decryption is as 
follows 
Let the receiver calculate a(x) = h(x) * e(x) mod q 
Compute b(x) = a(x) mod p where the retrieved message 
digest value expressed as a polynomial is b. 
 
4.3  Analysis Of The Signature Generataion 
Algorithm 
 

In the encryption process since a random polynomial r(x) 
is added to the message digest value and then multiplied 
by f(x), it is exponentially complex to find the private key 
f(x), even if the message digest value is known by the 
receiver after decryption. Hence this proposed algorithm is 
secure even if the values of N, p, q and h are known to 
everybody.  
 
At the receiving end the receiver calculates  
a(x) = h(x) * e(x) mod q 
          = (fq + N *g ) *( f(x) ( m(x) + r(x) . q)) (mod q) 
          = m(x) + r(x).q + f(x) {m(x) + r(x) . q}.N.g (mod q) 
          = m(x) + f(x)*m(x).N.g (mod q) 
Then the receiver computes  
b(x) = a(x) mod p  
          = {m(x) + f(x)*m(x). N .g (mod q) } (mod p) 

          = m(x) 
Since p is much less than q and N is a multiple of prime p. 
Example :  
Let p=3, q =32, N=6 
Let f(x) = -1 + x + x4    Its corresponding inverse  modulo 
q   denoted by fq  
fq  =  27 + 33x +14x2 + 28x3 + 23 x4 + 14x5 

Let r = -1 + x2  - x3 + x5    and g = -1 +x2 +x3 –x5 
The public key  
          h(x)  = fq (x) + N * g(x) 
                   = 21 + 21x + 20x2 + 34x3 + 23x4 +8x5 
Private key is f(x) = -1 + x + x4 

Consider   a message m(x)  of the form 1+x2 
The cipher text  
          e(x) = f(x)( m(x) + r(x)*q ) 
                   =  97 – 63x  – 33x2 + 98x3 – 63x4 – 33x5 

At the  receiving  end the decryption process takes place  
a(x) = h(x) * e(x) mod q 
       = 7 + 6x + x2  -6x3 –6x4  (after balancing the 
polynomial)  
b(x) = a(x) mod p 
       = 1+x2 

 

4.4 Algorithm For Providing Data 
Confidentiality 

 
As described in section 3.2 the public is h(x) and its 
corresponding private key (f(x), fq(x)) . Let the message be 
m(x) . 
Encryption:  The encryptio here is the same as above 
except that te role of public and private keys are 
exchanged. 
Hence the  e(x)  which is the cipher text generated is  
                  e(x) =  h(x)( m(x) + r(x) * q)   
This cipher text that has been generated is now  dcrypted 
at  the receiving end  using the receivers public key. 
            Let a(x) = f(x) * e(x) mod q 
                  b(x)  =  a(x) mod p 
                          = m(x) 
 
4.5 Analysis of The Algorithm 
        
At the receiving end   
          a(x) = f(x) *E(x) mod q 
                  = f(x) * { h(x)( m(x) + r(x) * q) } mod q 
                  = f(x) * h(x)*m(x) mod q 
                  = f(x) * m(x) *{ fq (x) + N * g(x) } mod q 
                  = m(x) mod q + N*f(x) *m(x) *g(x) mod q 
 
Since all the  above  polynomialls are small  
           a(x) = m(x) + N*f(x) *m(x) *g(x)  
           b(x) = a(x) mod p 
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                   =  m(x) mod p since N is a multiple of p 
As m(x) is has cofficients in binary  
                       b(x) = m(x)  
5.0 Conclusions 
 

In this paper we have proposed an authentication scheme 
based on Digital Signatures using truncated polynomials. 
The parameters f(x), r(x) and g(x) need to be  chosen for  
encryption with care. The mathematical process involved 
requires a lot of polynomial artihmetic, to be performed. 
For better security   large values of N need to be chosen, 
which in turn leads to complex and time consuming 
mathematical operations. To simplify this  montgomery 
methods  may be applied to reduce the overheads invloved 
in arithmetic operations. The algorithm presented in this 
paper can be used for both signature generation and for 
providing data confidentiallity unlike a few other 
algorithms working on polynomial arithmetic. 
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