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Summary

Proof Carrying Code (PCC) is a promisingiew

technology forenforcing security policiesNe present

information flow type system for RISC-style assembly
language that enforces confidentiality through
noninterferenceBased onthe securitstype system, the
PCC can be usedfor checking untrusted ced for

noninterference and thusenabing endusers to protect
their confidential data.
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1. Introduction

However, aforcing confidentiality at lowevel is highly
desirablebecause (1) Itimately, it is the machine code
that executes(2) much of the codesi distributed inow-
level form; (3) it yields a small trusted computing base.

This paper presemaninformation flow typesystem for
RISGstyle assemblylanguageas a basis for the security
policy of PCC infrastructure to enforce confidentiality
through noninterferese and thus enabing endusers to
protect their confidential datalhe contribution of this
paper is thatwe considerit as a useful steptoward
enabing PCC to benefit from a large body of work in
type-based static informatiefiow analyses.

The remainder of this paper is organized as follows:
section 2 gives a summary of the related work. The
assembly language including the syntax, the semantics,
and the control dependence regions is described in section

Proof Carrying Code (PCC) is a technique developed by 3. Section 4 presents the securityippl In section 5 we

Necula and Lee [7] as a safety framework for mobile codegive a brief account on PCdor

noninterference

and operating system extensions. The trusted computingramework based on the proposed secutitge system.
base (TCB) in PCC is relatively small and easy to Section 6 concludes.

implement. Furthermore, toinstall and execet the

untrusted code, the code receiver checks only its safety
proof rather than checking the program text, which is more2, Related Work
intricate task. These advantages make PCC an active

research areaee e.g[2, 3, 4, 5, 6, 7, 8, 910] and an
attractive option for eforcing security policies.

Many works have addressedhfercing confidentiality
through noninterference, but unfortunatatypst of these

A key component of PCC infrastructure is the security studieshave beerdevoted tosourcelevel languages and
policy, which defines the desired security requirementscalculi [11], see e.g. [12, 13, 14, 15, 16, 17, 18, kBthe

that the untrusted code must meét order toadaptPCC

to static informatiofflow analysis, this key component
must essentially enforce the confidentiality. The
motivation of adapting PCC to static information flow
analysis is the need for a reliable mechanisnpriaiect
confidential data of endsers from being leaked ke
untrusted code.

following, we restrict ourselves to discussing very closely
related work; in particular those that studied
noninterferencat assembly level.

Zdancewicand Myers [B] presented lowevel, secure
calculus that guarantees noninterference property. To
permit high precision information flow analysis they used
ordered linear continuations to simulasourcelevel

Recent works in langgg-based security have shown that program struaires. Their language is not an assembly
type systems can be used as a basis for any securittanguage because it hastlienelse structure, has no
infrastructure wishes to provide an adequate assurance afegister file, and is based on variables.

confidentiality, andin particular through noninterference

Bonelli et al. [2A] presented typed assembly language

[25]. The notion of noninterference guarantees the for secure information flow SIFTAL. Their technique is
confidentiality through the absence of illegal information inspired by the work of Zdancewic and Myers in that they

flow.

Many works have addressedifercing confidentiality
through noninterferenceébut wnfortunately, most of these
studieshave beerdevoted tosourcelevel languages and
calculi[11], see e.g[12, 13, 14, 15, 16, 17, 18, 19].
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use the notion of linear continuations for implicit flow
tracking.

Medel et al. [2] presented SIF language, an improved
version of SIFTAL. SlFintroducesa stack of junction
points for conditionalsand uses two pseudostructions
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for handling this stack in order to recover the structured 3,1 Syntax
control flow.

Yu and Islam [2] presented TALC language for The syntax of SAL is shown in Fid. SAL is RISClike
enforcing noninterference in assembly code. TALC is assembly language, with a finite set of general purpose
similar to SIF in that they use tym@notations to recover registers. In addition, SAL has a number of special
structured control flow of sourdevel programs and no pur pose regi ster s:thatpholdsgheam co
trusted component for computing postdominators isaddr ess of current i nstructior
required. However TALC is richer than SIF. TALC and r eapi swtheérchfi used to hold th
supports code pointers and call stackg] [&Iso presented  current function. More details on SAL language can be
a security typereserving compilation fromsourcelevel found in [7].
security language with first order procedures to TALC.

The mentioned works are based on the philosophy of
typepreserving compilation in which the compiler
producesthe static type annotations, which expressed i
the code to recover thesourcelevel programabstractions Instruction: I :=r=n
In contrast our type system is foinformation flow r=p
analysis ofassembly code produced by an-thfé-shelf

Register Regs:*;|ra i = 0 ,mx €, R
Immediate Move

Register Move

compilerthatdoes not produce such code annotativis. r=aopr n Arith/Logical Operations
circumventthe lack of such annations by using a trusted r=aopr' r" Arith./Logical Operations
function to retrievéhe missingsourcelevel abstractions. ra = pc +n Compute return address

Avvenute et al. [24] proposed an approach for verifyin i
secure information flow in java bytecode. The propose jumplabel Jump to label
approach is similar to typevel abstract interpretation jcondr, label Conditional branch
used in standard Java bytecode vgrifica;ion. call F Function call

Barthe et al. [1] presented infortien flow type _
system for a simplified version of JVM and introduced ret Function return
security typepreserving compilation from sourbevel r=Mir] Memory read / Load
language into their language. " ;

. . M[r']=r Memory write / Store

Barthe et al. 26] developed an information flow type [l y
system for a fragment of bytecode thatemded the JVM r=M[sp+n]  Stackread
language defined in [1] with new features to includ M[sp +n] = r Stack write
F:Iasses,.objects, and exceptions. They aIsp proved that sp=sp Advance stack pointer
information flow type system enforces noninterference.

Barthe et al. 27] presentech formal relation between  Numerals: .\

security padicies at sourcéevel language and security
policies at bytecode level. This relation is realized vi
type-preserving compilation. A main point ir2q] is to
derive an information flow type system for source prograi..
from an information flow type system foytecode. . .

It should be noted that works [1, 24, 26, 27] addressg'2 Operational Semantics
stackbased model (bytecode) which is different from
RISGstyle architecture.

Fig. 1 SAL Instruction set.

SAL execution statest is defined as a triple (i, M, R),

X . o . wher e i is the value of rogr a
In his PhD thesis [7], Neculandicated that adapting memory descriptor which is a mapping from memgry 9
PCC toinformation flow analysi®f assembly languasgis locations to val ues R Regs

an open research area and in [184belfeldand Myers

pointed out that such adapting is highly desirable. a mapping from registers to values. i++ refers te th

address of next instruction immediately following the
current instruction.

SAL program consists of function definitions each of
which is a sequence of instructions taken from Fig. 1.

This section introduces a generic assembly language SALFuUrthermore, each SAL program has a function main. Fig.

derived from [7] which is used as a basis for describing the? Shows the cgrational semantics of SAL, giving the
proposedype system resulting state obtained after executing easkruction

3. Assembly Language
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Instruction F(i) | Resulting state B, postdominates B denoted byB=pdom@)), if Bi B;

- : andB;is on every path frorB; to exitnode
r=n (i++ M. RIrY n)) B, immediately postdominates B, denoted by
r=r (i++ M, RIY  RY) Bi=ipdom(B), if Bi B; and there is no nodg,such that
r =aopr',n (i++, M, R[rY  (rRRdopn)]) Bx=pdom@;) andBj=pdom@,).

- — - - An edge (B Bj) of set E means that, the instructions of
raopr. T (f++' M. RIrY (rirdop RCD B; are immediately executed after that of 8DR is the
r=M[r] (i++, M, RIrY  M(rRJ} set of basic blocks whose instructions are executed
M[rT=r (++ M[R(™) ) DL RR( conditionally based on the value of expression tested at

— : address. Thus, CDR constitutes the control dependence
r=Misp+n] (++MRFYM(R(CB)p) + region associated with the conditional branch instruction at
M[sp +n]=r (i++, M[(R(sp) +n) YR R) address.

- . Type system is parameterized with abstract functions
_Sp spn (F++, M Ringp ¥ region ipd, and propagate The function region(i)
jumplabel (label, M, R) identifies the control dependence region of a conditional
jcond r , label (label, M, R) branch instruction at addre_'ssThe fL_m(_:tionin(i) returns
: : the address of the instruction that is immediately executed
jeond 1, label (++ M R) after exiting from region(i), thus, representing the
call G (<G,0>, M, R), ra++ immediate postdominatoof instruction at address.
ret R(a), M. R) Finally, the funct_ionpropagate .(region,' security Ie.vel)

updates thesecurity context of instructions of a given

region into a given security levdh addition, we use the
following functions addr, ctxt, first, and dom. The
function addr() returns true ifi is an instruction address
the function ctxt(i) denotes the security context of an
instruction i, the function first(B) returns the first
instruction address in basic blodB, and finally the
Conditional branch instructions atiee source of implicit  function dom(U) returns the instruction addresses that
flow. They control the execution of other instructions belong to a given regiod :

based on vak of conditional expressions. When a In the following we give a formal definition for the
conditional expression is evaluated, a branch is choserfunctionsregion, ipd, andpropagate

accordingly and its instructions are executed. Hence, the _ . o . .

value of the expression could be inferred by observing thereglon(b =€]. addr(j) and W dom(CDR).
effects of the executed instructions.

To detect implicit flow, we must first identify for each
conditional instruction the set of instructions that execute
under its control condition. The set of these instructions
constituts what is called the control dependence region
CDR Every conditional instruction has a control
dependence region.

We use the notion of control flow graph and the notion that j W CDR, thenCDR v CDR meaning that control
of postdomination to identify control dependence regions. dependence region associated with j is included in that
The body of a given functiof consists of set of basic associated with; this is called region inclusion property,
blocks B, denotedas BB The control flow graph of RIP.
functionF is a directed graph (V, E), where \BB:the set

of nodes and ET V x V, the set of edges. The control
flow graph is augmented with two additional nodart
andexit Thereis an edge fronstart node to thdirst node
of control flow graph and an edge frastart node toexit
node Furthermore, there is an edge from evesjurn
node toexitnode.

Fig. 2 Operational Semantics of SAL.

3.3 Control Dependence Regions

ipd(i) = J]j. addr(j) and j=first(B,) and i W don{B,)
and B,= ipdom (B,).

propagate(region(), & = € j. addr(j) and jW region(i)
impliesctxt(j) = a

If i and j are twoconditionalinstructions addresses such

4. Security Policy

The main goal of our security policy is to guarantee secure
information flow withn SAL programs The main
componerg of the ®curity policy are information flow
type systemand logic Theinformation flowtype system,
shown in Fig.3, is a set of typing rules for information
flow analysis of SAL programs that enforces

Let B, BJ' WV:
confidentiality through noninterference
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T F)B 1 =¢  3(pQ):me  3{i:p}

3;AUl = ¢
Tmoy = =i 3("2;!?651 i(pica);fbc 3{i: 1 S e
T aopn Fi)B i = aopiasts;AS(ipci:fic)pis;aafbees{i:rbc $ Mbee
T aopy F1iT 1= aoplad@a s(pg): (i bs(i Jafbwall /iy S Ibbjeee

3; AUl = aopi®i==
Fi h jeondi, @ikl 3 pc:fl 31 :/b
Ni ENWRBQ 1| QOE "Q Ty S/b
ipd i j:<3®> 3 pc = 3apc, 3P 3
3; A Ujcond 1, &l

Fii=1=Mi® 3(po):/l 3(ie/beAlid:H 3{i: /. S /bS/h}

T cond 1=

T load 3 A0 = Mi®
Fi h Mi®=1 3pc:flg 31 :/b3ia/beA iei/h Jh S/S/belh
T store = -
- 3; AUMIiee= |
Fi h callG tg = 0iQ0&ig YR
9‘1'(25 = il:ﬂp: iz:ﬂ@i 81 i/
3 Ul'%:{lliflgl L™ 87 i,/
spc:flgy /RSHK/RSH ViN {l..n}, /xS Sig
T call -
- 3;AUcallG
- FG)B jump &
[T_jump] 5. A jump o
Fi:=ret +p= 01Q0&i0"YD
0€i0r = riflg 3 0€IG: = ri/ky 3 pc:flx
Tt SThe$ Thost
Tret 3; A Uret
Fi h Msp+¢ =1 3 pc: 31 :/b3{(sp+&): /K S
[T _sstore] P P di: - - {sp+ €): Tp ST
3;AUMsp+e =1
Fi hi=Msp+¢ 3 pc: 3sp+¢& Jh.: 3{i:/h.S/h,;
[T sload p pc Tl p Joee 3{U1 T STy}

3;A01 = Msp+ ¢

Fig. 3 Typing rules of information flow analysis of function F.

To formalize the type system, we assume a lattioaf the presentation, we assume that security lditicentains

security levels, partially ordered by, with top element  a set of two security level&= {L, H} and thatL r H; L
M, bottom element , and join operatiom . To simplify standsfor low security data anH for high security data.
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Security Seuirty
Context Context re=M[rd
L if a=0 L re=M[ra] L | r=eq o
H then bi=1 L r.=eqr, 0 jfalser,, else
H else b:=2 L jfalsery, else
L c=3 H =1 | TN
H M[rp] =1y ! r=1
H jump endif N .-
H e TP Hi| Mrl=r
eISe: =2 ‘| jump endif
H M[rp] = 1y :
L endif: r=3
L M[rc] =r¢
(a) (b) (c)

Fig. 4 An example fragment of source program (a) and the corresponding SAL codad(lthe control flow graph showing control

dependence region of the conditional enclosed by dashed lines box.

The type system is formalized at assembly level; therefore Typing rules T_mov, T_mvi, T_aop_n, T_aop_r, T_load,
it is defined in terms of registers, memory locations, and T_sload, and T_sstore infer the security levels of
immediate values. The seatty levels of registers and destination registers from the source operands taking into
memory locations are described in register file type account the current security context.
1YL and memor y YlyrespectivelyStasle m In the rule T_storethe condition is that thesearity
slots are treated as part of register file, and hence describet§vel of the target memory location is higher than or equal
by 1; we use| (pc) to denote the current Security context to those of th:SOUfCG operand, the address register, and the
As an immediate value is not intrinsically sensitive [15]; current security context
an immediate value is given a security level The rule T_cond performs least upper bound between
To preventexplicit flow, the type system preverttigh the current security context and the secutiyel of
security values from flowing to lower memory locations registerr that contros the branching. The result security
and to prevent |mp||C|t flowthe type system associates a level then propagated thl’OUgh the region of the conditional
security level with program coustt pc at each program instruction as a security context for all instructions in the
point, which iscalledthe security contextandchecksthat ~ regionin orderto prevent implicit flow Moreover, the rule
the security level of updated daim as at least as the T_cond checks that the security context at the
security context. postdominator j matches the current security confBat
Preventing illegal information flow through function €ensure a precise information flow analysis in the
calls and returns requires that each function to be having demainder of the code, the rule T_cond requires tthat
typing specification. The typing specification of a given register file typsat j, 3gecomplies with theurrent register
functionF, ¥, is a triple Pre, Post Sig), wherePreis the file types,3; this is checked through subtyping relatigh,
precondition, Pog is the postcondition, andig is the The rule T_calichecksthat, for any given function, the
signature of function F. For any given functiomet Securitylevels of the formalparametesas specified by the
precondition represents binding of its input parametersuser inthe preconditionPre are higher than or equal to
with security levels, the postconditioepresents binding ~ those of the corresponding actual paransetnd the
of its return value with a security level, and thgrsiture ~ current security context In addition, it checks thathe
represents hinding of its name with a security level. TheSignatureSigis higher than the curresecurity context
signatureSig of a given functionF represerd the lowest
security levebf data that functiofr may update.
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Fig. 5 The highlevel structure of the PCfor noninterference Framework.

Similarly, the rule T_retchecksthat thesecurity level global objects in additon to f un ct itypings 6
specified by the user for th&nction return value in specifications
postconditionPostis higher than or equal to thosethe The Security Policyconsists of logic and an information
actual return valuand the currengecuritycontext. flow type systenfor assembly languag&he logic is a set
Example consider a fragment of program shown in of first order predicate constructors, axioms, and proof
Fig.4.a, and its corresponding SAL code, shown in Fig. 4.brules designed to formalize functions typing specifications,
where a is a high variableb and c are low variables construct verification conditions, and guide the theorem
Memory locationsM[rz], M[rp], M[rd in SAL code proving process. The type systesown in Fig. 3is a set
correspond to variables, b, andc respectively.Hence, 0; té%r_]g rules thaa_fl_eh USted for InIormr_:ltlon flow ?nglys(;sb
o . 0 programs. The type system is parameterized by

M[ra] is high memoryocatlon,M[rb] andM[rC] are two control dependence regions computed A&y trusted
IOW. memory locationsThe program m0d|f!es the valu'e of function, which performs intrarocedural control flow
variable b baged on the value of variable In this analysis of the untrusted code.
fr_agmen_t, an implicit .ﬂOW occurs becayse the value of The Verification Condition Generator(VCG) performsan
h'gh variablea can be inferred from the final value of low abstract executioover the untrustedode based on the
vanablep. Our type SVS‘e”? can prevent such leakage by type systemandtyping specificationsone function at a
propagating thd?'gh secuntyleygl through the c_ontrol time. VCG produces verification conditioné/Cs) for
dependence region of the conditigres shown in Fig 4.c, memory write, function call, andfunction return
and by rejecting writing into low memotgcation M[ry] instructions. VCs and their assumptions are represented
when the current security context is high as LF termg28].

The Checker Moduleincludesthe theorem prover artbe

proof checker.The Twelf system[29] is our checker

5. Proof Carrying Code for Noninterference module. The object logic is encodedn Twelf and then
) the Twelf th@rem prover generates the proofs that are to
Fig. 5 shows a sourcelevel structure of PCC for be type checked later on by Twelf Type checker

noninterference frameworkodules are th€ompiler, the

Annotator the Security policy the Verification Condition

Generator (VCG), and the Checker Module which 6. Conclusion

includes theTheorem Proverand the Proof Checker

Following the conventions used in [frey rectangular  We have proposed an information flotype system for
boxes represent the untrusted modylesnd white ones  RISGstyle assembly language thedn serve as a basis for
represent the trustednodules that constitutelrusted the security policy of PCC infrasttture to enforce
Compuing Base(TCB) In the following we give a brief  confidentiality through noninterferenc&he use of PCC
description of each module. for checking untrusted code for noninterference based on
The compileris an offthe-shelf compiler. the proposed type system will enable @sérs to protect
The Annotator produces the typing specifications and their confidential datawWe consider this as a useful step
initial annotations thaWVCG requires to vefy the code.  toward embling PCC to benefit from a large body of work
The initial annotations are bindings of security levels with in typebased static informatiefiow analyses.






