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Summary 
Secure Group communication deals with exchange of 
information between authorized group members confidentially. 
Providing authentication for the messages exchanged between 
group members in addition to confidentiality is an important 
issue in Secure Group Communication. We develop a protocol 
for Secure Authentic Communication where we address 
authentication for the group communication scheme proposed by 
Blundo et al. which only provides confidentiality. Authentication 
scheme used is a multiparty authentication scheme which allows 
all the users in the system to send and receive messages 
simultaneously. Our scheme is secure against colluding 
malicious parties numbering fewer than k. The scheme provides 
authenticity by using a part of the available information which is 
used for key computation, thus, without increasing the storage at 
the user. 
Key words: 
Secure Group Communication, Secret key, Authentication, 
Authentication code, Threshold. 

1. Introduction 

The availability of digital technologies and widening 
internet bandwidth has increased the demand for new 
multimedia services. Some of the service types include 
video-on-demand, scientific discussion, board meeting, 
real-time delivery of stock market information. There are 
many users who take part in the services like 
teleconferencing, board meeting, scientific discussion etc. 
The communication among the users pertaining to one 
service must be carried out confidentially. 

 
Other scenario may be out of n users in a network, some t 

(t<<n) of them would like to  discuss on a  common 
concern.  These t parties termed privileged users must 
communicate themselves over a public channel and others 
must not be able to listen to the conversation between 
these t parties. Hence, there is a need to find new 
technology for such confidential communication termed as 
Secure Group Communication or Secure Conferencing.   

 
A Naïve solution is to have a shared key between every 

pair of users, which leads to storing (n−1) keys with each 

user.  Also, to send a message, sender must encrypt the 
message to each user in the group separately. This 
increases the amount of storage at each user and also 
computation and communication costs are increased. 
Hence, the general goal of Secure Group Communication 
is to establish a common secret key, also called Secure 
Group key or Secure Conference key among privileged 
users for confidential communication. 

 
Once a conference (group key) is set up, users in the 

group can communicate with each other securely. Since 
the group is dynamic, members in the group may change 
over time, i.e., new members may join the group and 
existing members may leave the group. Group 
membership can change because a single member 
joins/leaves the group or a set of members may join/leave 
the group simultaneously. Whenever there is a 
membership change, group key must be  changed to 
prevent a new user from reading past communications, 
called backward access control and a departed user from 
reading future communications, called forward access 
control. 

  
In  Key management schemes, an adversary may try to 

eavesdrop on the conversation of the privileged user set. 
An adversary may be an insider (member among n parties, 
but not a member of privileged set) or outsider (member 
other than n parties). A group of users, termed malicious 
parties may collude with each other and try to derive the 
common group key. The security of the group key 
management scheme is based on number of colluding 
parties. Scheme is termed as k-secure, if it is not possible 
to derive the common key even after k non-group (non-
privileged) members collude with each other, where k is 
termed as threshold. This type of communication among 
group members using common secret key in a secure 
group communication model will ensure only 
confidentiality of the message. In any secure group 
communication scenario, since all the group members can 
send and receive messages, the sender of a message must 
be able to indicate his identity and the receivers must be 
able to verify the authenticity of the message. An 
authentication service is concerned with assuring that the 
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communicating entity is the one that it claims to be. 
Authentication code is generated and sent along with the 
message by the sender and the same is used by the 
receivers to verify authenticity of the received message.  

 
In a conventional point-to-point authentication system 

[14], each pair of users is given with a shared key. To 
broadcast an authenticated message, user will construct a  
separate authenticator for every other user,  concatenates 
them and will append it to the message. This method 
increases the amount of key storage at each user, produces 
a very long authentication tag for the message which 
results in high communication cost. 

 
Desmedt, Frankel and Yung developed an authentication 

scheme in [5] which considers a single transmitter who is 
fixed before hand. Initially a trusted authority distributes 
secret key information to all n users in the system. A 
transmitter broadcasts a message to n receivers in the 
system who will individually verify the authenticity of the 
message using their secret key information which was 
previously distributed by the trusted authority. 

 
Safavi-Naini and Wang extended the scheme of Desmedt, 

Frankel and Yung in [10], [11] and [12]. In [10] and [11] 
they relaxed the restriction that the sender is fixed before 
hand and introduced a dynamic sender concept in which 
any one of the users can become the sender after the initial 
stage of key distribution by the trusted authority. 

 
In [12], they dropped the restriction of a single sender 

and proposed a scheme for the situation with t senders. 
This scheme uses symmetric polynomials in two variables 
over GF(q) and is developed from Blom’s key distribution 
scheme [2]. Here the size of the secret key information at 
each user, and of the authentication tag for a message, 
grew linearly with t. 

 
In [1] we have developed a multiparty authentication 

scheme in which we have considered the setup in [11, 12], 
but dropped the restriction on the number of senders. That 
is, in our scheme we allow some (or all) of n parties User1, 
• • • , Usern  to send and receive messages. The scheme 
provides authenticity for the messages exchanged between 
a group of n users. In this scheme each user is required to 
store secret information of size 2klog2q bits and tags to 
authenticate messages are of length klog2q (Throughout 
the paper q is a prime power such that q ≥  size of 
message space. We assume that k and n are such that size 
of message space ≥  2kn). Here, the size of the 
authentication  tag are not dependent on the number of 
senders. In addition to this, each user is required to store a 
further 8(n − 1)klog2q bits of information which is public. 
The security of the scheme is indifferent to exposure of 

this further information, either to an adversary or to the 
other participants. 

 
A group of malicious parties-who number fewer than k  

(where k is the threshold) -may collude and try to launch 
an attack (by using their secret keys and all previous 
communications) against a pair, say Useri and Userj by 
generating a message such that Userj  accepts it as 
authentic and being sent from Useri. We have derived 
schemes in which perfect protection is guaranteed against 
such attacks. 

 
Since the scheme provides perfect protection against 

colluding malicious parties numbering fewer than k and 
allows all the n users in the system to be senders 
(simultaneously being receivers), the scheme is more 
appropriate for providing authentication in secure group 
communication and also since the secret storage at each 
user is independent of the value of n, it is applicable even 
for a secure group with large number of users. 

 
Several Group Key management techniques have been 

proposed in [3, 17, 6, 8, 9, 15, 7, 4, 13, 16, 18]. All these 
schemes address computation of secure group key for 
confidential communication among the group members. 
Among these schemes some are information theoretic and 
some being complexity theoretic. Most of the schemes 
involve a single entity termed as Key Distribution Center 
(KDC), which is responsible for generating and 
distributing private initial pieces of information to all the 
users in the system. After receiving initial pieces of 
information from KDC, group members may compute the 
group key either non-interactively or interactively. In non-
interactive, each member in the secure group can derive a 
common group key on his own with the help of 
information obtained by KDC. On the other hand, in 
interactive, users in the secure group communicate with 
each other to set up the group key. 

 
In this paper we consider an information theoretic based 

group key management scheme proposed by Blundo et al. 
[3]. In [3], a non-interactive protocol has been developed 
to derive a common group key for secure communication. 
It provides only confidentiality of the messages exchanged 
between the users of the secure group. In this paper we 
propose an authentication scheme which can be applied to 
provide authentication for the protocol proposed by 
Blundo et al. in [3]. The proposed authentication scheme 
makes use of a part of the available information with the 
users which is used for group key computation of Blundo 
et al. protocol. Hence no new information is generated and 
communicated by KDC to users in order to provide 
authenticity for the group communication and no extra 
storage required at the users. 
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The rest of the paper is organized as follows: Section 2 
describes the model used, Section 3 gives an insight into 
Blundo et al. conference keying protocol. In Section 4, we 
discuss message authentication scheme and Section 5 
focuses on providing  authentication to Blundo et al. 
secure group communication model. Section 6 concludes 
the paper. 

2. Model 

Our secure group communication model comprises of a 
total of n users  User1, U ser2, · · ·, Usern out of which t (t 
≤ n) users can form a secure group. Value of t is fixed 
before hand, but out of n users, any t of them can 
participate in the conference and these t users may vary 
dynamically. These t users in the secure group can 
compute a secure group key non-interactively by using 
Blundo et al. non-interactive k secure t-conference 
protocol as in [3]. 
 
Our authentication scheme contains three phases: 
 
1. Key Distribution: The trusted KDC picks and 
distributes private key information to all the users in secret. 
2. Broadcast: The sender broadcasts a message to all the 
other users in the system, along with an authentication tag. 
3. Verification: Each user verifies the authenticity of the 
message broadcast by the sender. 
 
This scheme provides a perfect protection against 

collusion of up to k members in which senders and 
receivers use an authentication tag to verify the 
authenticity of the message received. 
 
Secure Authentic Communication scheme discussed in 

this paper comprises of seven phases: Polynomial 
Selection, Key Distribution, Polynomial Construction for 
Authentication, Computation of αi,j and βi,j, Conference 
Key Computation, Secure Authentic Communication and 
Verification. 

3. Blundo et al. Conference Keying Scheme 

 Blundo et al. [3] have proposed a protocol to derive a 
common conference key. In this approach, a trusted off 
line server which is active only at initial stage of the 
protocol distributes some information among a set of n 
users, User1, User2, . . ., Usern  so that any t of them can 
join and generate a secure group key non-interactively. 
Fig.1 depicts the Blundo et al. non-interactive k-secure t-
conference protocol. It makes use of a symmetric 
polynomial in t variables ( number of users in the group) 
of degree k (threshold) with coefficients over GF(q), q > n. 

In this scheme, t is fixed before hand. Each join/leave 
operation restarts the protocol from initial stage. 
 
 
Maximum number of coefficients in the polynomial is    

k+t-1    out of which each  user 
      t-1 

is required to store    k+t-2    values from 
                                    t-2 
 GF(q) and is required  to perform at the most       t*     

k+t-2       multiplications,     k+t-2                          
t-2                                        t-2 
additions and (k*t)  exponentiation  operations.                                    

4. Message Authentication Scheme 

Multiparty authentication scheme discussed in [1] 
provides authentication for the messages exchanged 
between a group of n users, User1, . . . , Usern. The 
scheme comprises of three phases: Key Distribution, 
Broadcast Encryption and Verification.  
 
Key distribution: The (trusted) key distribution center 
picks at random 2nk elements  a11, a12, . . . , a1k , a21, 
a22, . . . , a2k , . . ., an1, an2, . . . , ank, and b11, b12, . . . , b1k, 
b21, b22, . . . , b2k, . . ., bn1, bn2, . . . , bnk, from GF (q). It 
sends the 2k elements ai1, ai2, . . ., aik, and bi1, bi2, . . . , bik 
to Useri in secret. Denote by Ai(x) the polynomial ai1xk + 
ai2xk-1 +· · · + aikx, and by Bi(x) the polynomial  
bi1xk+bi2xk−1+· · · + bikx. For each ordered pair (i, j) (i ≠ j) 
it determines an αi,j satisfying the equation 

αk
i,jAi(αi,j) + Aj(αi,j) = 1; 

 
in other words, such that   

ai1 αi,j
2k +  ai2 αi,j

2k-1 + · · ·  +  aik αi,j
k+1+         

aj1 αi,j
k + aj2 αi,j

k-1 +· · · + ajk αi,j = 1. 
 
It then determines the value βi,j taken by the polynomial 
xkBi(x) + Bj(x) at  x = αi,j, i.e., 

βi,j= αk
i,jBi(αi,j) + Bj(αi,j) 

 
This scheme provides a perfect protection against 
collusion of up to k members in which senders and 
receivers use an authentication tag to verify the 
authenticity of the message received. 
 
(Notice that, since xkAi(x) + Aj(x) is a polynomial of 
degree 2k over GF (q), αi,j (therefore also βi,j) may be taken 
to be elements of GF (q2k ).) It publicly sends to Useri the 
values αi,j, αj,i,  βi,j and βj,i, j ∈ {1, . . . , n} \ {i}. (Thus any 
participant could find out all the αi,j’s and, βi,j’s.)  
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Broadcast: Useri, in order to send a message s, 
broadcasts (ai1 + sbi1,  ai2  +  sbi2, . . . , aik +  sbik, s). 
 
Verification: In effect Useri has broadcast (s and) the 
polynomial Fs,i(x) =  Ai(x) + sBi(x). On receiving this, 
Userj forms the polynomial xk{Fs,i(x)} + Aj(x) + sBj(x) 
using its secret information (which, in effect, consists of 
the polynomials Aj(x) and Bj(x)). It verifies that this 
polynomial evaluates to 1 + sβi,j at x = αi,j, which will 
indeed be the case, since 
           
  αk

i,j {Fs,i(αi,j)} + Aj(αi,j) + sBj(αi,j) 
 = αk

i,j{Ai(αi,j) + sBi(αi,j)} + Aj(αi,j) + sBj(αi,j) 
 = αk

i,jAi(αi,j) + Aj(αi,j) + s{αk
i,jBi(αi,j) + Bj(αi,j)} 

 = 1 + sβi,j 

 
Storage required: Useri is required to hold the 2k values 
ai1, ai2, . . . , aik, bi1, . . . , bik∈ GF (q) in secret. This 
comes to 2k log2q bits of secret information. Pi has to also 
store the 4(n − 1) elements (αi,j, αj,i, βi,j, βj,i)∈ GF (q2k

),  j Є 
 

{1, . . . , n} \ {i}, but these do not need to be guarded 
against exposure. This is a further 8(n − 1)k log2q bits.  
 
Proof of security: Suppose Useri1 , Useri2 , . . . , Useri(k−1), 
i1, . . . , ik−1 Є {1, . . . , n} \ {i, j}, is a group of malicious 
receivers who wish to impersonate Useri while sending the 
message s’ to Userj. In order to do so, they need to 
determine the k coefficients of the polynomial Fs’,i(x) = 
Ai(x) +s’Bi(x). The secret information they possess 
between them corresponds to the conditions  
 
Fs’,i(αi,ir) = αi,ir

-k{1 + s’βi,ir− Air(αi,ir)− s’Bir(αi,ir)} 
 
for r = 1, . . . , k − 1. Since these fix the evaluations of 
x−1Fs’,i(x), which is known only to be a polynomial of 
degree = k −1 and on whose coefficients there are no 
further restrictions, only at k − 1 points, they only 
determine a set of q  polynomials (of degree = k − 1) to 
which x−1Fs’,i(x)  belongs. 

• KDC picks at random a symmetric polynomial P (x1, . . . , xt) of degree k with t variables with coefficients over 
GF (q), q > n. 

• To each user Useri, i = 1, . . . , n, in the system, KDC distributes the polynomial fi(x2, . . . , xt) = P(i, x2, . . . , 

xt), that is the polynomial obtained by evaluating P(x1, . . . , xt) at x1= i.  

• If the users Userj1 , . . . , Userjt want to set up a conference key then each user Userji evaluates 

fji(x2, . . . , xt) at (x2, . . . , xt) = (j1, . . . , ji−1, ji+1, . . . , jt). 

• The conference key for users Userj1, . . . , Userjt is equal to BK =  P(j1, . . . , jt). 
 

Fig. 1 Blundo et al. non-interactive k-secure t-conference protocol  

5. Secure Authentic Communication 

In order for the users in the secure group to communicate 
with confidentiality and authenticity, we can combine the 
features of authentication scheme explained in section 4 
with  
 
that of Blundo et al. [3] conference keying protocol 
discussed in section 3. Protocol in Fig. 2 demonstrates 
authenticated secure group communication for a group 
with t users. 
                                                                                                                          
In the protocol each user Useri, i = 1, . . . , n is required to 
store in secret  k + t −2   values                                                   
                          t − 2 
                                       
from GF (q), which is same as the storage required by 
Blundo et al. scheme. That means we are providing  

 
 
authentication for the Blundo et al. Group communication 
with the existing information, without adding extra storage 
overhead for the users. Every user Useri, i = 1, . . . , n, 
after receiving the polynomial P (i, x2, . . . , xt), will pick 
2k elements for authentication from this polynomial itself. 
In the protocol it is specified that Useri, i = 1, . . . , n picks 
2k elements sequentially starting from the ith coefficient in 
cyclic order from the coefficients of the polynomial i.e., 
User1 picks 2k elements starting from coefficient 1, User2  
picks 2k elements starting from coefficient 2 and so on. 
The use of this assumption is two fold. First, no two users 
can construct the same polynomials A(x) and B(x) i.e., for 
every two users Useri and Userj (i ≠ j), Ai(x) ≠ Aj(x) and 
Bi(x) ≠ Bj(x). Second, this helps KDC to construct the 
polynomials A(x) and B(x) for each user and to compute 
the values of αi,j and βi,j for each ordered pair (i,j) (i ≠ j), 
which reduces the computation burden with the users. 
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If (k − 1) malicious parties Useri1, Useri2,  . . . , Useri(k−1) , 
i1, . . . , ik−1 Є {1, . . . , n} \{i, j} collude and try to 
impersonate Useri  while sending a message  to Userj,  
Userj fails to verify the authenticity of Useri as per the 
proof of security illustrated in Section 4. 
 

Hence the scheme is secure against fewer than k malicious 
parties and provides confidential authentic communication 
between group members which is more appropriate for the 
applications like scientific discussion, board meeting etc. 
 

 
• Polynomial Selection : KDC picks at random a symmetric polynomial P (x1, . . . , xt) of degree k 

with t variables whose coefficients are from GF (q), q > n. 
 
• Key Distribution : To each user Useri, i = 1, . . . , n, in the system,  KDC distributes the polynomial 

fi(x2, . . . , xt) = P(i, x2, . . . , xt), that is the polynomial obtained by evaluating P(x1, . . . , xt) at x1= i. 
 
• Polynomial Construction for Authentication : Each user Useri, i = 1, . . . , n, picks 2k elements 

sequentially starting from ithcoefficient in cyclic order from the coefficients of the symmetric 
polynomial distributed by KDC in Key Distribution step. Let these coefficients be denoted as ai1, 
ai2, . . . , aik, and bi1, bi2, . . . , bik, and  the polynomials constructed be Ai(x) =
 ai1xk+ai2xk−1+· · · + aikx, and Bi(x) = bi1xk+bi2xk−1+· · · + bikx. 

 
• Computation of αi,j and βi,j : KDC also constructs the polynomials Ai(x) and Bi(x) for each user Useri, i= 

1, . . . , n as depicted in previous step. 
   For each ordered pair (i, j) (i ≠ j) it determines an αi,j satisfying the equation 
 
                                            αk

i,jAi(αi,j) + Aj(αi,j) = 1; 

   and determines the value βi,j taken by the polynomial xkBi(x)+Bj(x) at x = αi,j, i.e., 

                                            βi,j= αk
i,jBi(αi,j) + Bj(αi,j) 
 

• Conference Key Computation :  If the users Userj1 , . . . , Userjt  want to set up a conference key then 
each user  Userji evaluates fji (x2, . . . , xt) at (x2, . . . , xt) = (j1, . . . , ji−1, ji+1, . . . , jt). 

   The conference key for users Userj1, . . . , Userjt is equal to BK =  P(j1, . . . , jt). 
 
• Secure Authentic Communication : If Useri  wants to send a message m securely, it broadcasts (ai1 
+ mbi1, ai2+ mbi2, . . . , aik+ mbik, EBK(m)) i.e., it broadcasts the  polynomial Fm,i(x) = Ai(x) + mBi(x) along 
with encrypted message. 

 
•  Verification : Upon receiving this information, Userj first decrypts EBK(m) using conference key BK to get 
the message m. Now, Userj constructs the polynomial xk{Fm,i(x)} +Aj(x) + mBj(x) and verifies that this 
polynomial evaluates to 1 + mβi,j  at x = αi,j. 

  Hence Userj has verified the authenticity of the sender i.e., Useri. 
 

Fig. 2 Protocol for Secure Authentic Group Communication

6. Conclusion 

Providing confidentiality for the messages exchanged 
between users of a particular group is an important issue. 
Providing authenticity for this confidential communication 
between group members is as important as providing 
confidentiality. The authentication scheme proposed in 
this paper is secure against collusion of fewer than k 

malicious parties and fits very well for secure group 
communication 
 
 
 
scenario even with large number of users, since the storage 
required at each user is independent of group size. Since  
the authenticated group communication protocol proposed 
uses the same information for key computation as well as 
for authentication, no additional storage is incurred. 
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