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Summary

In recent years managing and supervising heterogeneous
networks that include different types of networks have become a
challenging task. In addition, interactions between network
components have affected various on-line activities and this is
due to the increase of transfer of data between manager and
agents which this can cause network traffic/congestion. The
centralized network management system can not manage
different system administrations and traffic control tasks since it
involves with the management of the transmission of a
substantial data which causes to consume a lot of bandwidth,
and creates computational overhead and traffic jam at the
manager’s host. This results in a considerable strain on the
network’s resources at all the times. Therefore, instead of having
one centralized and huge system for managing a network,
several smaller systems along with agents will use for better
handling of data and reducing the congestion in the network.
Thus, this new management paradigm can carry out the
scalability, flexibility, and robustness expected from the current
network management system. This paper discusses and analyzes
the general advantages of having decentralized management
system and addresses how mobile agent technology deals with
the challenges of managing heterogeneous networks.
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1. INTRODUCTION

The next generation telecommunication networks consist
of heterogeneous networks both wired and wireless as
shown in Figure 1.1. The ubiquity and complexity of
these modern networks make the management of today’s
telecommunication networks a complex task, especially
by the increase of users’ expectations in regard to Quality
of Service (QoS) and reliability. Hence, these parameters
make the management of such networks even harder and
require an automated management and control to provide
the requested reliability, reduce the congestion and
improve the QoS.
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Figure 1.1: Heterogeneous network both wired and
wireless.

Network management is a process of the monitoring,
analyzing, controlling and planning of activities and
resources of a telecommunication network not only to
provide services to users but also maximizing the
efficiency and productivity of the network. This process
involves collecting, processing and analyzing data from a
variety of devices in the network, in order to effectively
manage the network traffic and its resources [1]. Simple
Network Management Protocol (SNMP) is an application
layer protocol for the management of TCP/IP network.
SNMP is based on client/server model where the
functionality of both clients (managers) and distributed
servers (static agents) is defined at the design time [2], as
shown in Figure 1.2.

In the traditional network management system the
tasks are regularly static and they use the major part of the
network significant resources (network bandwidth and
latency) of the large scale networks, instead of using the
common and inexpensive resources in the network
elements (such as processing capability and memory) [3].
In addition, centralized network management system is
not regularly able to distribute the computational load
successfully. Moreover, the SNMP agents provide a
limited and fixed set of functions.
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Figure 1.2: Traditional network management system
based on client/server.

Thus, due to the growing complexity of
telecommunication networks and extension of computers,
it is require a logical framework that can support
automated and more intelligent end-to-end management
results [4]. The other draw back of the existing centralized
management system is lack of flexibility, scalability,
performance and also the network administrators must
persistently control user activities at different nodes.
Therefore, it is better to use distributed network
management system with mobile agents (MAS).

Mobile agent technology is a fast developing area of
research in the field of distributed network and
management systems. Mobile agents can manage rapid
changes and increase scalability of complex networks.
Once a central processing entity is replaced by mobile
agents, the computational load can be divided between
different nodes, thus the network traffic and bandwidth
requirements will be reduced. This causes increase in
scalability and moreover supports fault tolerance behavior
[5].

The remainder of this paper is organized in the
following way: after reviewing related work in the
following section, then we describe network management
functions and advantages of distributed network
management system in section 3. We discuss the use of
mobile agent technology and advantages of its mobility
and intelligence in network management in section 4.
Finally, the paper concludes in section 5.

2. RELATED WORK

Mobile agents have become active and remarkable
applications in heterogeneous networks. The common
advantages of decentralized and agent-based approaches
to network management systems and telecommunications
have often been concentrated on mobile agents. In the
area of network configuration management for the
heterogeneous asynchronous transfer mode (ATM)
environments Pagurek et al [6], improved the existing
ATM’s configuration management system based upon the

use of mobile agents and the Java programming language.
They have chosen configuration management of
Permanent Virtual Connections (PVCs) in ATM networks
to show the applicability and suitability of mobile agents
for management purposes. In addition, Java was used for
the implementation because of its platform independence,
portability and robustness.

Corley et al [7] have investigated the practical
implications and profits of applying agent technology to
the management of problems related to service application
software. In these cases, agents are seen to play a central
role in enhancing flexibility, and productivity, both for the
end users and the support engineers. Reference [8] shows
as the capacity of web increases, it gets more difficult to
retrieve the information that is not indexed. Furthermore,
if indexing is done from time to time, then it makes it hard
to get regularly changing information in a timely manner.
With the mobile-agent based approach, agents could be
launched to the source of the data to index and report.
This will result in a finer grain model of information
retrieval than the existing solutions.

The use of mobile agents has been discussed in [9].
They described a mobile-based approach for supporting
coordination of user activities in distributed collaborations.
They use XML to specify a collaboration plan in terms of
different participants” role, access rights based on roles,
and the coordination actions to be executed when certain
events occur. By using this plan an agent-based
distributed middleware system provides for each user an
interface to execute the tasks that affect the collaboration.
The actions of a user transparently create and dispatch
coordination agents to other users.

3. NETWORK MANAGEMENT

Network management is the execution of the set of
tasks for increasing availability, performance, security
and control of network resources [10]. The major task of a
network management system is to gather and analyze data
from a diverse underlying network devices and depending
on the activities of the network, some decisions must be
made at different times to set the real-time requirements
for various types of network’s traffic. This requires the
advancement of existing centralized management models
into an intelligent distributed management model which
puts forward a decentralized scalable network
management system.

A network management system has a network
management stations that can interact with management
agents running on the network elements. They use
network  management  protocols and  exchange
management information [11]. A network management
station is a computer system, typically a workstation,
which executes network management applications. It
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offers the basic functionality of network management for
a variety of different devices [12], as shown in Figure 1.3.

Generally network management systems are prepared
according to the centralized model, and intelligence and
control are placed in one centralized network management
station, or the platform-centric model, where network
management applications are made based on a single
management platform. These can solve the problems of
interaction and interoperation  between different
management components [13]. Nevertheless, the lack of
scalability, flexibility and reliability causes these models
unable to manage large heterogeneous networks
effectively [14].
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Figure 1.3: An SNMP based manager/agent model
and its components.

In addition, centralized management activities are
limited since they can not do intelligent processing such
as judgment, decision making, forecasting, analyzing data,
and making positive efforts to maintain quality of service
[15]. Furthermore the traditional network management
systems have been seriously disapproved because of their
centralized characteristics, static managements and
simple-minded models. Therefore, the model of
distributed network management considered as a possible
solution for these networks, and the centralized
management function will distribute into multiple
management entities all over the network.

4. THE EFFECTS OF MOBILTY AND
INTELLIGENCE

Distributed systems and distributed algorithms have
become obvious as a way to deal with the size and the
complexity of the heterogeneous networks. The two best
recognized methods for implementing distributed
algorithms in these networks are active networks and
agent-based systems [16]. In both cases, systems across
the network are improved with some level of
programmability. In the case of the agents, this usually

occurs at the application layer, while in the active
networks the entire network itself becomes programmable,
including the network layers using active packets.

The term mobile code describes any program that can
be sent un-changed to a heterogeneous collection of
processors and execute with the same semantics on each
processor. A richer functionality can be given to the
interaction among processes by allowing the code to be
sent among them. Sending code closer to a resource can
also reduce the network bandwidth because the point of
interaction moves with it. A mobile code supports a
flexible form of distributed systems, where the desired
non-local computations do not have to be known in
advance at the execution site [17]. Mobile codes are
classified as Code on Demand, Remote Evaluation, and
mobile agent [18].

Mobile agent (MA) is a program (encapsulating code,
data, and state) sent by a client machine to a server. Then
it can continue its execution in the server machine, thus
fulfilling its mobility’s properties and finally it will return
to the client machine with some results as shown in
Figure 1.4. A mobile agent can create clones to visit
several server machines in parallel in an asynchronous
manner to execute certain distributed tasks [19].

Mobile agents do not statically be located in network
devices, and they can be created on demand and destroyed
when they are no longer required. The agent platform
allows agents to travel in a heterogeneous environment.
The mobility of the agent is the capability of transporting
objects (which include code and state) to a network
element and it can be used to reconstruct the system at
run-time [11].

Agent

Agenttavelstc — = |4
— = the Server Machine

Network

Tl
- .{g}rmr:\ums\r / vi

= Client Machine -~

m Ef’\\ilh the Results w T =

L] 00 —
=] O

Ty

s===_

[
Client Machine Server Machine
Client run the program on the Data tesides on this machine

machine and an agent is creafed Computaton i done on this machine

Figure 1.4: A mobile agent’s model.

Agents in traditional network management systems are
very big, hard to modify, static, and often require
extensive resources. Mobile agents are usually smaller in
size, and they normally execute a single task. MAs offer
many possibilities for designing the next generation of
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network management. They allow a better management of
the networks and help them to utilize their full potentials
and they are the best choice for developing the different
network management applications.

MAs help to control the tasks to be completed in an
actual  distributed manner. This idea enables
telecommunication services to be offered and adapted
directly at the locations where the intelligence is needed
[15]. A key advantage of using mobile agents is the
provision of dynamic services in network elements that
have been pre-programmed with such conveniences [20]

Mobile agents offer a number of special abilities to
deal with the challenges in managing heterogeneous
networks. They are autonomous, reactive, and proactive
programs. These features are suitable for solving the
problems brought by distributed systems [21].The
autonomy indicates that the agent has the intelligence to
work independently of the manager and does not need to
report back until the task is completed [14]. Thus, by
dividing management tasks into mobile, autonomous and
intelligent computing entities many of the problems with
network and service management can be addressed.

A mobile agent’s model is more flexible and dynamic
than client/server model for large-scale distributed
heterogeneous network. In the mobile agent model the
program moves to the data and reduces bandwidth
consumption significantly in many applications, without
transmitting any intermediate data across the network and
creating network traffic/congestion. Instead, they
minimize the volume of network traffic exchanged
between distributed systems, while maintaining relatively
low task execution time, especially for time-critical tasks
[22]. An agent can react to user actions rapidly and thus
improving the latency requirements [23].

In addition, the usage of the MAs can prevent the need
for long and costly network connections between remote
computers, since an MA needs only to move to its
destination which requires just a short and thus less costly
connection time and hence it is suitable for the users of
mobile computers, since it makes an application less
sensitive to the unstable communication links [24].
Therefore, the usage of the mobile agents can provide a
much cheaper option for the network usage as we pay
increasingly more for networks’ bandwidth and time.

The processing power and storage of a local machine
may be very limited, thus requiring the use of MAs in
order to provide easier coordination, asynchronous
computing, flexible distributed computing architecture
and present an opportunity for attractive rethinking of the
design process [25].

Furthermore, a mobile agent is executed only on one
node at a time and other nodes do not run that agent until
it is needed. This will help in reducing the usage of the
Central Processing Unit (CPU) and other resources in

comparison with the static agents [26]. Moreover mobile
agents can be used in network management to eliminate
the limitations that are available in the traditional network
management systems by distributing and decentralizing
network management tasks.

5. CONCLUSIONS

Network management is an important character in the
configuration, proper functioning, and maintenance of a
network. Since networks are becoming more complex
through developing connections to many devices with
different system architectures, they need new software for
handling data, incorporating and integrating new and
existing communication technologies.

In many cases, a centralized model of network
management is unsuitable and incapable to serve large
and different group of networks. Hence, there is a need to
have a distributed network management for better
managing and control the network. In addition, many of
the problems with networks and service managements can
be dealt with by dividing the management tasks into
mobile, autonomous and intelligent computing entities.
Mobile agents have a significant functionality in a
distributed network management system and they can
increase the, scalability, flexibility, reliability and power
of telecommunication management systems and services.

Furthermore, there may be a lot of raw information
that need to be searched and examined in order to
determine their importance, thus, transferring these
information across the network can be very time-
consuming and may create congestion in the network.
Since mobile agents have the ability to move towards the
remote servers where the data are residing hence they can
reduce network load/traffic congestion, communications’
costs by optimizing the movement of data across the
network and saving time.
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