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Summary 
Wireless sensor networks (WSN) collect and report event 
information to users in many applications (e.g. monitoring, 
tracking). Due to the lack of infrastructure and management in 
the sensor field, WSN are vulnerable to many security attacks. In 
false report injections attacks, attackers inject false reports into 
the network through compromised nodes. The false reports cause 
false alarms at the base station (BS) and waste energy at 
forwarding nodes. In the statistical en-route filtering scheme 
(SEF), a countermeasure to the attacks, sensor nodes detect and 
drop false reports by endorsing and verifying event reports using 
shared keys. In SEF, each node verifies received reports based on 
fixed probability and do not consider sending nodes. For this 
reason, unnecessary energy consumption occurs. In this paper, 
we propose the verification probability control method in sensor 
networks. In the method, each node controls its verification 
probabilities for its neighbor nodes. The number of recent valid 
reports, hop counts from the BS and the last verification 
probability are used to determine the verification probability for 
a node. We confirm that our method decreases energy 
consumption of filtering schemes in sensor networks. 
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1. Introduction 

Wireless Sensor Networks (WSN) provide interaction 
between humans and environments by sensing physical 
events from sensor nodes and report them to users. WSN 
can be used in many applications such as monitoring and 
tracking [1-3]. A large number of sensor nodes and few 
base stations (BS) are organized in a WSN. Each sensor 
node has a processor, radio, and sensor modules. When an 
event occurs, the sensor nodes detect the event and report 
it to the BS. The WSN goal is to provide reliable event 
information in the sensor field to users. Fig. 1 simplifies 
the WSN organization. The arrows connecting nodes in 
the figure represents the routing path where event reports 
are forwarded to the BS. 

Due to the lack of infrastructure and management, 
there are many possible security threats from attackers (e.g. 
overhearing message, manipulating user data, affecting 
routing path) [4, 5]. In false report injection attacks, the 
attackers compromise some portion of sensor nodes and 
inject false reports through the nodes into the networks. 
The false reports result in false alarms at BS and energy 
waste at forwarding nodes. Statistical En-route Filtering 

scheme (SEF) [6] is an existing countermeasure [6-10] to 
the attacks. In SEF, event sensing nodes generate event 
reports and endorse the report by appending message 
authentication codes (MACs) generated by using shared 
keys. Forwarding nodes perform en-route filtering 
operations, verifying the MACs. Each forwarding node 
verifies received reports with fixed probability and does 
not consider the report sending nodes. As a result, 
unnecessary energy consumption occurs.   

In this paper, we propose the verification probability 
control method in sensor networks. In the proposed 
method, each node identifies its neighbor nodes and 
controls a verification probability for each of them. The 
number of recent valid reports from a neighbor node, hop 
counts from the BS and the previous verification 
probability for the node determine the next verification 
probability for the node. Consequently, the proposed 
method is able to decrease energy consumption of the 
filtering schemes.  

 

User Network

BS

Sensor nodes  

Fig. 1 Organization of WSN 

The remaining sections are as follows. Section 2 
reviews SEF. In section 3, we present the motivation and 
details of the proposed method. In section 4, simulation 
results show the effectiveness of the proposed method. 
Finally, section 5 concludes the paper and state future 
work.  
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2. Background 

In this section, we review SEF concepts and 
operations. We mainly focus on the en-route filtering 
phase. 

2.1 Statistical En-Route Filtering (SEF) 

In SEF, sensor nodes in the field and the BS share 
encryption keys to authenticate and verify event reports. 
BS stores all the keys and distributes them to sensor nodes. 
Keys are grouped into partitions and one sensor node 
possesses keys in the same partition. When an event 
occurs, sensing nodes elect one of the nodes as a center of 
stimulus (CoS) node. Then the other sensing nodes send 
message authentication codes (MAC) for the event to the 
CoS node. The CoS node collects the MACs and generates 
an event report. The security threshold value determines 
the number of MACs in the report. After that, it forwards 
the report to the next node. Each en-route node verifies the 
report by generating a MAC for the event information and 
comparing it with the corresponding MAC in the report. If 
the two MACs are different, it drops the report. If it does 
not have the keys to verify the MACs in the report, it just 
forwards the report to the next node. The BS is able to 
check the validity of all the MACs in the report, since it 
has all the keys to authenticate the report. Sensor nodes 
should be dense enough to ensure multiple sensing nodes 
to generate event reports [6]. Fig. 2 shows the SEF 
operations.  
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Fig. 2 En-route filtering in SEF 

Each circle denotes a sensor node in the figure and 
the numbers in the circles are their partitions. Kij is the jth 
key in the ith partition and MACij is the MAC generated 
using the Kij. The box top of the figure represents an event 
report. LE and T is the location and time of the event and E 
is the event information. Three MACs are included in the 
report in the figure. At the second forwarding node which 
is associated with partition one, the event report is verified 
since the node possesses one of keys used to generate the 
MACs in the report. That is, K12.  

2.2 Verification probability 

In SEF, a forwarding node is able to verify an event report 
only when it has one of keys used to create MACs in the 
report. The verification probability is defined by system 
parameters used in the system - the number of partitions 
(n), the number of keys in each partition (m), the number 
of keys in each node (k), security threshold value (T) and 
the number of compromised partitions (NC).  Eq.1 shows 
the relation between the verification probability and the 
system parameters. 
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The verification probability affects the efficiency of 

SEF significantly especially in terms of energy. 

3. Proposed method 

In this section, we introduce the motivation and detail 
our method. 

3.1 Assumptions 

The assumptions in our paper are as follows. There is no 
infrastructure and management in the sensor field. Sensor 
nodes have limited energy, computing power and memory. 
It also has short sensing and transmission range. BS is safe 
from security attacks and has sufficient resources. Every 
node is able to authenticate its ID when sending an event 
report and identify the sending node when receiving it. It 
also knows its hop counts from the BS to itself. Events 
occur at random locations in the sensor field. We target 
false report injection attacks where compromised nodes 
forge and transmit false reports until their energy depletes.  

3.2 Motivation 

In SEF, forwarding nodes verify event reports with fixed 
probability. Since energy consumption is not needed to 
verify valid reports, it is more efficient to control 
verification probability adaptively based on the network 
state. The verification probability is upper-bounded and 
the maximum is determined by the system parameters as 
described in 2.2. So it can be less than or equal to its initial 
value. When a forwarding node receives event reports 
from a reliable node, it verifies the reports with low 
probability, and vice versa.   
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3.3 Overview 

In the proposed method, each sensor node has its own ID 
and identifies its neighbor nodes by their IDs. To verify 
event reports from different nodes with different 
probabilities, every node generates and maintains a node 
information table. The table includes the IDs of neighbor 
nodes, the recent valid reports from the nodes and the 
verification probabilities for the nodes. When forwarding 
nodes receive event reports from their neighbor nodes, 
they update their tables and control verification 
probabilities for neighbor nodes. A fuzzy rule-based 
system is used to derive verification probabilities for 
neighbor nodes. 

3.4 System operation 

The proposed SEF method involves two phases – network 
initialization phase and en-route filtering phase. In the 
network initialization phase, each sensor node finds its 
neighbor nodes and creates a node information table for 
the neighbor nodes. The table includes the ID, the number 
of recent valid reports (RVR), and the verification 
probability (VP) for each node. Key assignment, node 
deployment and ID assignment are all performed before 
the creation of the table. Fig. 3 represents each node’s 
table to manage verification probabilities for its neighbor 
nodes. 
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Fig. 3 Node Information Table 

 
Each record in the table contains information of a 

neighbor node. N1 and N2 are IDs of neighbor nodes. 
Initially, RVR of every neighbor node is zero, since no 
event report has yet been received, and VPs for neighbor 
nodes are the same. In the en-route filtering phase, 
intermediate nodes receive event reports, verify the reports, 
and forward them to the next node, if the reports are found 
to be valid. Each node updates its node information table 
based on the result of verification. Three factors – RVR, 
the hop count from the BS to the current node and the last 
VP for a neighbor node – are used to determine the next 
VP for event reports from each node. Then it verifies the 
received reports based on the new probability. Fig. 4 

shows the scenario where the VPs for neighbor nodes 
change.  
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(a) Before compromise 
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(b) After compromise 

Fig. 4 Control of Verification Probability 

N1 has two neighbor nodes, N1 and N2, in Fig. 4. At 
first, the RVR of both nodes are zero and their VPs are 
30%. In Fig. 4(a), N2 sends five valid reports to the N1 
and N3 sends ten valid reports to the N1. N1 verifies the 
reports with probability of 30%, and decreases the VPs of 
N2 and N3 by five and ten, respectively. Assume that N3 
is compromised after the decrease. N2 still sends five valid 
reports to N1, but N3 sends ten false reports to N1. N1 
verifies the reports and decreases VP for N2 by five, but 
increases VP for N3 by ten. 

3.5 Fuzzy rule-based system 

In our method, each node uses a fuzzy rule-based system 
[11] to derive verification probabilities from input factors. 
There are three fuzzy input variables – the number of 
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recent valid reports from a neighbor node (RVR), the hop 
count from the BS to the current node (HOP) and the last 
verification probability (LVP) - and one output variable, 
new verification probability (NVP). Fig. 5 shows the 
relationship of input and output variables for the fuzzy 
system.  
 

Fuzzy System
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Fig. 5 Relationship of input and output variables 

 
LVP is the feedback to the fuzzy system. Fig. 6 represents 
fuzzy membership functions for the input and output 
variables.  
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Fig. 6 Fuzzy membership functions 

Table 1 shows some of the IF-THEN rules for the 
system. 

 

Table 1. Fuzzy IF-THEN rules 
Inputs OutputRule # 

RVR   FTR   LVP NVP 
1 S S S L 
14 S L VL VL 
28 M L L M 
30 L S VS VS 
44 L L VL S 

4. Simulation results 

We simulated our method for false report injection 
attacks and compared its energy consumption with that of 
SEF. The assumptions in the simulation are as follows. 
The size of the sensor field is 50m × 200m and 600 sensor 
nodes exist in the field. 300 event reports including valid 
and false reports randomly occur throughout the field. The 
global key pool is divided to 10 partitions each of 10 keys. 
Energy consumption is 16.25μJ for transmission, 12.5μJ 
for receiving a byte and 75μJ for verification at one node 
[12, 13]. The Free Fuzzy Logic Library (FFLL) [14] was 
used to implement the fuzzy system. Fig. 7 represents the 
energy consumption of SEF and the proposed method.   
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Fig. 7 Energy consumption  

In the scenario used to perform the simulation, 90% 
(270) valid reports and 10% (30) false reports occur.  The 
proposed method consumes less energy than SEF and the 
difference of energy consumption increases until the first 
false report (270th report) occurs.  

5. Conclusion 

In this paper, we proposed the verification probability 
control method in sensor networks. Existing filtering 
schemes such as SEF do not consider sending nodes and 
verify event reports with fixed probability. Thus, energy 
consumption occurs unnecessarily. In our method, each 
sensor node identifies its neighbor nodes and controls 
verification probabilities for event reports from them 
independently. As a result, our method is more efficient 
than SEF in terms of energy consumption. Our method can 
be applied to other filtering schemes that can control the 
degree of verification. We plan to research more efficient 
way to control the verification probability of a node. 
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