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Abstract

Alternating step generator and shrinking generator are
most commonly used clock controlled based stream
ciphers for the generation of key stream. In this study we
attempt to provide solution to correlation attack by
gradually increasing the lengths of initial input bits of
linear feedback shift registers (LFSR’s), which result in
the increase of the key length. We implement both the
algorithms and found that Shrinking Generator is secure at
length of 64 and Alternating Step Generator is secure at
the length of 128 against the correlation attack .It is also
found that Shrinking Generator is more efficient and
secure than Alternating Step Generator.
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1. Introduction

Stream cipher is a symmetric cipher in which plaintext
bits are combined with a key stream, typically by an
exclusive-or (XOR) operation. In stream cipher the
plaintext digits are encrypted and the transformation of
successive digits varies during the encryption. An
alternative name of a stream cipher is state cipher, as the
encryption of each digit is dependent on the current state
[1,9,10]. Two clock controlled based stream ciphers are
presented in this study and their common weaknesses are
analyzed. The most important general attacks on Linear
Feedback shift register (LFSR) based stream ciphers are
correlation attacks. In correlation attack if a cryptanalyst
can detect a correlation between the output sequences
(known) and the output of one individual LFSR’s
sequence, this can be used in a divide and conquer attack
on the individual LFSR. In this study we start with
smaller inputs to LFSR’s and then by gradually increasing
the length of inputs; we found that key length also
increases which gradually makes it difficult to find
correlation between the known output and the output of
individual LFSR.

2. Related Work

Gunther [2] described the Alternating Step generator
(ASG) which is a suitable crypto-generator for stream
ciphers applications because its output sequences have
periods and large linear complexities. The key stream
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produced is the XOR of the output sequences of second
and third register.

The shrinking generator of Coppersmith et al [3],
(SHKGQG) is a suitable crypto-generator for stream ciphers
applications for two reasons; firstly it has a nice statistical
output, and secondly, it has a large period and large linear
complexity. Coppersmith’s construction uses two sources
of pseudorandom bits to create a third source of
pseudorandom bits of potentially better quality than the
original sources.

Tasheva et al [4], described a Pseudo Random Number
Generator (PRNG), named N-adic Summation-Shrinking
(NSumSG), which uses parallel working slave summation
generators (registers) and one summation generator,
controlling the nonlinearity in the generator. The NSumG
architecture uses an increased number of slaved registers
in comparison with Shrinking Generator. The control and
slave registers in shrinking multiplexing generator are
replaced with N-adic and 2-adic summation generators in
the NSumG respectively.

3. Correlation Attack

The most important general attacks on LFSR-based
stream ciphers are correlation attacks. Correlation attack
was originally proposed by Siegenthaler [5].If an
opponent can detect a correlation between the output
sequence and the output sequence of one individual LFSR,
this can be used in a “divide-and-conquer” attack to
recover the initial inputs of the individual LFSR .

In the case of the Shrinking Generator the sequence a
(output of register 1) can be recovered from the output
sequence z if we can solve the corresponding decoding
problem on the deletion channel. [6]

In the case of ASG we assume that the sequence a = al,
a2...is the input to the insertion channel and the sequence
z = z1, z2... is the output, the requirements for the
insertion channel is fulfilled and the parameter q defines
the probability for the insertion channel which is q =
1/2.[6]
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3.1 MAP Decoding Algorithm:

MAP decoding algorithm describes the process of
correlation attack, as well as the way how it proceeds on
alternating step generator and shrinking generator. By
definition a “MAP decoding algorithm needs an input
sequence a that for given z maximizes P(a transmitted |z
received), whereas a ML decoding algorithm needs a
sequence a maximizing P(z received |a transmitted)”.[6]
The decoding algorithm used in correlation attacks can be
divided into two families. The first one consists of
decoding procedures which make use of the inherent
structure of the code, especially when it corresponds to a
LFSR. The second family contains general algorithms that
can be applied to any linear code. [7]

3.1.1 Working of MAP Decoding Algorithm:

If we assume that a;. . . a_a is the given initial state of
LFSR A at time zero .Each initial state gives rise to a
corresponding infinite sequence a = ay, a,. . .

Let A denotes the set of possible sequences. Output
sequence z is also an infinite sequence z = z;, zp. . .
obtained by transmitting some sequence a over the
deletion channel, i.e if the sequence a =a;, a; . . . gives the
output z =z, 7. . .

Let A=ALA,...and Z = Z;;Z,. . . be the corresponding
random variables. Continuing, we consider input
sequences of fixed length t. Let a' denote the sequence a' =
ai, a. .. andlet A'= Ay A, .. A be the corresponding
random variable. For a fixed length t the MAP decoding
procedure calculates. [6]

P(At=aZ = 2);
A are the random variables input by the hacker to get the
sequence. The length of the output sequence after t input
symbols can be any value in [0, t].
We can then write the above equation as

t
P(At=at|Z=2)=) P(At=at,0t=i|Z =2)
i=0
where i is the number of iterations used by the opponent.
By iteratively increasing i we get

P(At =at,0t=i|Z=2z)=P(At-1=at-1,0t-1=i|Z =12)
P(At =at,®dt=i|dt-1=i,z=2z)+ P(At-1l=at-1,dt-1=
i-1,Z =12)

We further observe that
P(At=at,dt=i|dt-1=i,Z2=2)=1/4
Since deletion occurs with probability 1/2 and then At = at

also with probability
1/2. Furthermore

P(At=at,Ot=i|dt—1=i-1Z =z)
This equation is equal to
={1/2 if at=zi,

0 otherwise}

Because in this case is no deletion, which occur with
probability 1/2. Then At = zi and thus At = at has
probability 1 if at = zi and 0 otherwise. By moving step by
step a strong correlation can easily be found. [6]

4. Clock Controlled Generators:

In a clock-controlled generator, main idea is to introduce
nonlinearity into LFSR based key stream generators by
having the output of one LFSR control the clocking of a
second LFSR. As second LFSR is clocked in an irregular
manner, it may be expected that attacks based on the
regular motion of LFSRs can be foiled. Two clock
controlled generators are; the alternating step generator
and the shrinking generator [8].

4.1 Alternating Step Generator:

Alternating Step Generator (ASG) is considered as
cryptographic pseudorandom number generator intended
to be used in a stream cipher. The design was published in
1987 by C. G. Gunther [2]. Another name of Alternating
Step Generator is stop-and-go generator.

4.1.1Model:
Fig 1 represents the model of Alternating Step Generator.
} FSRB
Clock FSRA Output
} FSRC

Fig. 1 Alternating Step Generator [8]
4.1.2Algorithm;

Following steps are repeated until a key stream of desired
length is produced.

1. Register R1 is clocked.

2. If the output of R1 is 1 then:

R2 is clocked; R3 is not clocked but its previous output
bit is repeated. (For the first clock cycle, the “previous
output bit” of R3 is taken to be 0.)

3. If the output of R1 is 0 then: R3 is clocked; R2 is not
clocked but its previous output bit is repeated.
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(For the first clock cycle, the “previous output bit” of R2
is taken to be 0.)

4. The output bits of R2 and R3 are XORed; the resulting
bit is part of the key stream. [8]

4.1.3 Inputto Algorithms:

Both the algorithms are applied on Telecommunication
Company Limited’s exchange dataset.

[ Name [
Abazai

ABBA KHEL

ABDUL KHEL DIK
ABDUL KHEL LKI
ACHOO KHEL

Ade Fai

AGARA|

AGHZER KHEL

AGRA,

AHMAD ABAD
AHMAD KHEL GHARBI
AHMAD KHEL SHARKI
Aka Khel

Akbar Pura
AKHAGRAM

Akora Khattak

Ali Masijid

ALIZA|

ALLO QASIMI

Fig. 2 Input to Algorithms

In Fig 2 name column is encrypted using Alternating Step
Generator and Shrinking Generator algorithms.

4.1.4 Analysis of Alternating Step Generator (ASG)
through Different Case Studies:

Case 1:
We started with initial input bits to Linear Feedback Shift
Registers with lengths 3 4 5.

Table 1 ASG with Lengths 34 5

LFSR | Length | Sequence (Period
2L_l)

1 3 7

2 4 15

3 5 31

KEY: 1011101

In case 1 key produce is 7 bits as LFSRL1 is the control
register according to its length key bits are produced. As
the length of the key is very small there are more chances
of correlation attack. After generating 4095 sequence bits,
patterns start repeating. So for these lengths ASG is
vulnerable to correlation attack.

Case 2:

Table 2 ASG with Lengths 11 13 13

LFSR | Length | Sequence(Period
2L_1)

1 11 2047

2 13 8191

3 13 8191

KEY:0101011001010001000...

In case 2 key produce is 2047 bits, as the length of the key
is not very large there is probability of correlation attack.
After generating 1.374389534*10" key bits, patterns start
repeating

Case 3:

Table 3 ASG with Lengths 128 128 128

LFSR | Length | Sequence(Period
2L_1)

1 128 3.402823667*10%

2 128 3.402823667*10%

3 128 3.402823667*10%

In case 3 generated key is very large so possibility of
correlation attack is reduced.

4.2 Shrinking Generator:

Shrinking generator is considered as pseudorandom
number generator which is intended to be used in a stream
cipher as a sequence generator. It was published in 1993
by Don Coppersmith, Hugo Krawczyk and Yishay
Mansour [3].Two linear feedback shift registers (LFSR)
are used to generate the sequence. LFSR A, generates
output bits, while the other, LFSR S, controls their output.

4.2.1 Model:

Fig 3 represents the model of Shrinking Generator.

Y

LFSR A, -2t

clock —uy

-1
LFSR Rs T outouth,

L discard b,
a =10

Fig. 3 Shrinking Generator [8]
4.2.2 Algorithm:

The following steps are repeated until a key stream of
desired length is produced.
1. Registers R1 and R2 are clocked.
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2. If the output of R1 is 1, the output bit of R2 forms part
of the key stream.

3. If the output of R1 is 0, the output bit of R2 is
discarded.[8]

4.2.3 Analysis of Shrinking Generator (SG) through
Different Case Studies:

Case 1:

We started with initial input bits to Linear Feedback Shift
Register with lengths 3 5.

Table 4 SG with Lengths 3 5
LFSR | Length | Sequence
1 3 7
2 5 31

KEY: 1000011

In case 1 key produced is 7 bits as LFSR1 is the control
register according to the length of its initial input bits key
is produced. As the length of the key is very small there
are more chances of correlation attack.

Case 2:

Table 5 SG with Lengths 11 13
LFSR | Length | Sequence
1 11 2047
2 13 8191

KEY: 1011100001...

In case 2 key produced is 2047, as the length of the key is
very small there are more chances of correlation attack.
After generating 16777215 key bits patterns starts
repeating.

Case 3:
Table 6 SG with Lengths 64 64
LFSR | Length | Sequence
1 64 1.844674406*10"
2 64 1.844674406*10%

In case 3 when initial inputs to both LFSR’s are 64,
generated key is in millions, so the possibility of
Correlation attack is reduced.

4.3 Comparison of Alternating Step Generator and
Shrinking Generator:

Table 7 comparison of ASG and SG

] Shrinking
Properties Alternating Generator
Step Generator
Linear Feedback 3 2
Shift Registers
Secure Length 128 64
against correlation
attack
Construction(Logic | And,Not No Gates
Gates)
Structure Complex Simple
Period 2 (2% (2-°1).2"*
1).(2"%-1
Security 2" 2%

After comparing both the algorithms with respect to the
properties in table 7 it is found that Shrinking Generator
seems to be a better choice to generate a key stream
because of its simple structure and efficient nature.

4.4 Performance of Algorithms: Execution Time for
Generation of Sequence:

Table 8 Alternating Step Generator with Time
Lengths of LFSR’S Alternating Step
Generator

(Time in pSec)

LFSR1=3
LFSR2=4
LFSR 3=5
LFSR1=7
LFSR2=9 0.125
LFSR3=9

LFSR1=11
LFSR 2=13
LFSR 3=13

0.015625

1.96875

Time
2.5

B | [mmme]

0.5 —

Time
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Table 9 Shrinking Generator with Time
Lengthsof LFSR’S Shrinking Generator
(Time in uSec)

LFSR1=3
LFSR2=4 0

LFSR1=7

LFSR 2=9 0.03125

LFSR1=11
LFSR 2=13 0.3125

Time

0.35
0.3
0.25

o1s

0.1

0.05
0 1

34 7,9 11,13

Time

Length

After executing both the algorithms at different lengths it
is found that shrinking generator takes less time in
generating sequence than Alternating Step Generator.

Conclusion:

Alternating Step Generator and Shrinking Generator are
most commonly used stream ciphers for the generation of
key stream. General attacks on these two stream ciphers
are correlation attacks. Both the algorithms are
implemented by gradually increasing the lengths of initial
input bits to LFSR’s. The increase in the initial input bits
of LFSR’s results in increase of the key length. In case of
Shrinking Generator if L1, L2=Il i.e GCD(L1,L2)=1 then
shrinking generator has a security level approximately
equal to 2°- [8]. Secure lengths of Shrinking Generator
and Alternating Step Generator against the correlation
attack are 64 and 128. When initial inputs to LFSR’s are
64 and 128, generated key length is very large, so the
possibility of correlation attack is reduced. After
comparing both the algorithms it is found that Shrinking
Generator is a better choice to generate a key stream
because of its simple structure and efficient nature.
Keystream sequence generators that produce sequences
with large periods, high linear complexities and good
statistical properties are very useful as building blocks for
stream cipher applications. The use of clock-controlled
generators in keystream generators appears to be a good
way of achieving sequences with these properties.[11,12]
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