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Summary

In a t-out-n oblivious transfer, the receiver can only receive t
messages out of n messages sent by the sender; and the sender
has no idea about which ones have been received. Majority of the
existing of previous efficient oblivious transfer schemes require t
calls of 1-out-n oblivious transfer to construct the t-out-n
oblivious transfer. Its computational requirements and bandwidth
consumption are quite demanding. Therefore, to guarantee the
quality of electronic commercial service, an efficient t-out-n
oblivious transfer scheme is urgently desired. Based on the RSA,
we propose a new t-out-n oblivious transfer protocol for private
information retrieval in this paper. In our method, only several
modular multiplications and t hash functions are performed by a
user (receiver) to obtain t messages. It is very suitable for the
limited computation capacities of receivers such as smart cards
or mobile units.
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1. Introduction
Rabin proposed the two-party oblivious transfer (OT)
scheme in the cryptographic scenario [1]. For 1-out-n OT,

Alice (sender) has n secretsM,,M,,..., M and would

like to reveal one of them to a receiver (Bob) at the
receiver’s choice. Again, Bob does not want Alice to know
which secret he chooses. Also Bob cannot obtain other
Nn—1 secrets. The oblivious transfer has found many
applications in cryptographic studies, such as fair
electronic contract signing, oblivious secure computation,
private information retrieval (PIR), etc [3][4] [5]. The t-
out-n OT is a natural extension of 1-out-n OT, in which

the sender has n secrets M, M ,,...,M, and is willing

to reveal t of them to a receiver at the receiver’s choice.
Also the receiver cannot obtain other n —t secrets for
each protocol.

The t-out-n oblivious transfer has many applications. One
application is for private information retrieval (PIR), in
which the user wants to query some data blocks (t blocks)
from a database, but the user does not want the database
manager (DBM) to know which data blocks (t blocks) he
is interested in [3]. The regular PIR does not restrict the
user to obtain only one data block of the database. So far,
most of efficient previous 1-out-n OT schemes cannot
easily construct a t-out-n OT scheme [2][6][7][9][11].
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These previous constructions require t calls of 1-out-n OT
to form t-out-n OT. Their computation complexity is O(nt)
modular exponentiations for Alice (sender) and O(t)
modular exponentiations for Bob (receiver). In Tzeng’s
scheme [9][11], the sender needs 2nt modular
exponentiations and the receiver needs 2t modular
exponentiations. The computational requirements and
bandwidth consumption rates are quite demanding and
likely to bottleneck in many applications. Recent
technological advances have allowed users to carry
portable communication devices. They offer affordable
mobile networking capabilities while using very little
power. These above mentioned oblivious transfer schemes
[21[6]1[71[9]1[11] require several modular exponentiations
for a user or receiver to obtain secrets. Since these
computations are time-consuming, these schemes are
impractical for the situations where computation capacities
of users are limited to smart-cards or mobile units.
Recently, Mu et al. [12] proposed a novel non-interactive
oblivious transfer scheme that can reduce many
communication loads. By non-interactive we mean that
Bob does not need to communicate with Alice during an
oblivious transfer process. However, Mu et al.’s method is
not a secure OT [13].

We consider the situation for the oblivious transfer
protocol, the sender usually possesses more computation
capacity than the client (receivers). In many computer
environments, the client will be using a mobile station or a
smart card. For example, with private information retrieval
(PIR), the database manager (sender) possesses more
computation capacity than the users (receivers). Mobile
clients (receivers) and smart card users are greatly
restricted in their computation capacity. To guarantee the
quality of communication services for a growing mobile
clientele, it is more urgent to construct low-computation
for the receivers than for the senders. Clearly, the design
of user (receiver) efficient t-out-n oblivious transfer will
play an important role for many applications in the future.
Based on the RSA cryptography [8], we propose an
efficient t-out-n OT scheme in this paper. In our method,
only several modular multiplications and t hash functions
are required for the receiver to obtain t secrets; and the
computational complexity for the sender is n+t modular
exponentiations. Moreover, we only need one call (two
rounds) to construct t-out-n oblivious transfer. Compared
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with existing oblivious transfer schemes [2][6][7][9][11],
our scheme can reduce many computations and
communications for the sender and the receiver. With just
some modular multiplications for a receiver to perform, it

is especially suitable for mobile receivers and smart-card
users.

The rest of this paper is organized as follows: In the next
section, we propose a new efficient t-out-n oblivious transfer
scheme. The security and performance of the scheme is
examined in Section 3. Finally, a brief conclusion is given in
Section 4.

2. The Proposed Scheme

Before we propose a new t-out-n oblivious transfer scheme,
we first describe that a t-out-n OT should satisfy the following
requirements [10]:

Correctness: If both the sender and the receiver perform
the protocol, the receiver obtains t secrets after executing
the protocol with the sender.

Receiving ambiguity: After executing the protocol with
the receiver, the sender will not know which t secrets the
receiver has received.

Sending privacy: After executing the protocol with the
sender for every time, the receiver only gets t messages
for each time.

Let the sender possess a string of n secrets
M{,M,,....,M and be willing to reveal t secrets of
them to the receiver at the receiver’s choice for every time.
Based on the RSA [8], the sender randomly chooses two
large primes p and g, then computes N = pg and

#(N)=(p-21)(q—1) . The sender also calculates a
private key d so that ed =1 mod@(N) . Next, he
randomly picks up n parameters Yy, Y5,..., ¥, . Then, the
sender publishes N, e, y;,Y,,...,¥, and keeps (d, p, )

secretly. The detail of the protocol is depicted as follows.
Stepl. At first, the receiver chooses t random

secrets  S4,S,,...,,S; € Z; and 't published
parameters y,y, y ... Y € {Y1, Y- Yo} - Then, he
calculates

€1 =81 ¥ (Yr1,%),C; = 3 X (Y2, X),..., € = 8¢ x (Y, x) MO
d N and sends

¢, Cy,..., ¢, t0 the sender. Here, the integer x is randomly

selected by the system when the receiver calls the
protocol.

Step 2. After receiving C,C,,...,C; , the sender
computes

2, = h(y;, X)* xMy, 2, = h(y,, X)* x My, 2, = h(y,, X)* x M,

mod N and
w=c % w, =c,% ., w, =c, modN . Then, the
sender sends {w;, w,,..., W, }and

{z,,2,,..., 2, }to the receiver.

Step 3. After receiving

{w,, W,,...w}and{Z;, Z,..., Z, }, the receiver obtains
t messages by computing M, =sWz, -
M, =S,W,Z,5 ..., M, =s5,W,z, MOdN , where
Zj € {z,2,,,2,} for j =1,2,....t,
andM;,M,,...M, e{M,M,,...M}.

In Step 1, for the security and low-computation, given any
valid message m, the system could generate smaller e so that

the value m® is greater than N. Then, it is suitable for
mobile receivers and smart-card users (receiver). We could
consider adding some important information such as date,
time, or the identity number of the sender or the receiver
before the message is encrypted by the sender. In addition,
to provide the security of the proposed scheme, the random
number x should not be re-sued. To achieve sending security,
an authenticated channel from the sender to the receiver (or
the receiver to the sender) is required. The authenticated
channel can be achieved with authentication techniques and
we omit it in the description. We give the following theorem
to examine the correctness of the proposed method.
Theorem 1. In the proposed method, for

each j=12,..,t , the receiver can obtain the

messageM ; =s;w;z,; Mod N and

My e{M,M,,..., M} where

Proof: According to the proposed method, the receiver can
e

calculate C; = h(y,;,X)s; modN

for j =1,2,...,t, where

yrl’ yr2!"'v yrt < {yl’ yz’---’ yn} and x is randomly
selected by the system when executing the protocol. On
the other hand, the sender

computes z; = h(y;,x)? x M; mod N
For i :1,2,...,nandwj = CJ-’d mod N
for j =1,2,...,t. Hence,
—d —d -1
we have W;=c;" =h(y,,X)"s;7 modN
for j =1,2,...,t. Since these S, ’s are randomly chosen by

the receiver for j =1,2,...,t, the receiver can recover the
validating message by computing
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M =s;w;z, :th(yrjvx)_dSj_lh(yrjlx)dMrj = M

mod N forM,; € {M;,M,,..,M,} and j=12,..,t.

]

3. Discussions

In this section, we examine the security properties and the
performance of the proposed t-out-n oblivious transfer
protocol.

3.1 Secrecy

In the proposed scheme, it provides the
cipher z; = h(yi,x)d M; mod N fori =1,2,...,n. Here,
Y1, ¥Y2,-., ¥, are published parameters and the integer x is
randomly given by the system when the receiver calls this
system. If an intruder can easily get the integer d, then he
can derive the message M; . However, it is very difficult

to obtain the sender’s secret key d from the corresponding
public key e. The security is based on the RSA
cryptography [8]. Therefore, an attacker cannot decrypt

secrets M from z; = h(y;,x)? M,. On the other hand,

if the receiver R had obtained some secret message M,
then he could compute

Z:
h(yi,X)d =" modN. (1)

M;
Now, assume another receiver R’ would like to get t
secrets from these n secrets M|, M 5,..., M, according to
our method, the sender computes these cipher
Z; =h(y, , x)* xM;,z5 =h(y,,xX)* xM},...., 2, =h(y,,x)* x M},
mod N and sends them to the receiver R" . Thus, we have

’

’_ Zi mod N. Here, if the
" h(y;x)°
number X = X', then the receiver R could derive the
receiver R' ’s message M| by the Equation (1). In this

situation, our scheme is not secure. Hence, for the security
of our scheme, the random number x should be used only
one time.

random

3.2 Receiver’s Ambiguity

In the proposed method, the receiver chooses t random
$,S,.,8 €Zy and t published

parameters Y1, Yrose-os Yot € {Y1s Youoor Yn ) - Next, he
¢y =8y xh(y,, X),
Ct = Ste X h(yrt ! X)

secrets

computes
e
C; =3 xh(Yr2,X)s00s

modN and sends C;,C,,...,C; to the sender.

Assume S; =S, =,...,= S, then we have

G _ h(Yrz, X) c_h(ys.9) G h(Yr,X)
¢ h(yn,X) ¢, h(yX) 7 ¢ h(Ye,X)
mod N . (2)

Under this condition, given |, the sender can

compute N0Yi:X)  mod N fori=12,...,n and check
h(y;. %)

with the Equation (2). Then, he could know which

information the receiver wants to retrieve if he does an

exhausted search within n times for j =1,2,...,n. Thus,
for the security of our scheme, these secrets S; should be

j=12,..t

receiving C{, C,,..., C; , the sender computes

different  for Therefore,  after

2, =h(y; . x)* x My, 2, =h(y,, %" xM,,...,
z,=h(y,,x)* xM, modN and

w =% w, =%, w =c;® mod N ;and
he sends {w;, W,,..., W} and

{z,,2,,...,2,} to the receiver. However, without

knowing t secretssj for j =12,...,t, the sender cannot
derive which message the receiver has received, where
the integerSj is randomly chosen by the receiver. Hence,
after receiving {w;, w,,...,w,} and{z;,2,,...,z,}, the
obtains t messages by
My =sW;Z,q, Mo =S,WyZp5,mn,

mod N for every time,

receiver
computing
My = SW,Zy
where v, Voo, Yo € {Y1, Yo, Yo} - Therefore, after

executing our protocol with the receiver, the sender shall
not know which t secrets the receiver has chosen each
time. This means that our t-out-n oblivious transfer
scheme satisfies the receiving ambiguity requirement.

3.3 Sender’s Privacy
After executing our protocol with the sender, the receiver

can get t secrets M, My ,
whererl,..., rt e{1,2,...,n}are his choice for each time.
In our method, it has the cipher z, = h(y,,x)? M, mod N
for i=12,...,n However, based on the RSA
cryptography, the receiver cannot easily derive d from his
known message M ; , where j €{12,...,n} . Without
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knowing d, the receiver gains no information about
other,, ,i ¢{rl ,r2,...,rt}for each time. This means that

the proposed t-out-n oblivious transfer scheme provides
the sending privacy property.

3.4 Performance

The complexity of most efficient previous t-out-n
oblivious transfer schemes [2][6]7][9][11], which require t
calls of 1-out-n oblivious transfer, is O(nt) modular
exponentiations for the sender and O(t) modular
exponentiations for the receiver. For example, in Tzeng’s
scheme [11], it requires two rounds for each call. Hence, it
takes 2t rounds to construct t-out-n oblivious transfer in
Tzeng’s scheme. Again, the sender needs to send nt
elements to the receiver and the receiver needs to send t
elements to the sender. According to their computational
complexity, the sender needs 2nt modular exponentiations
and the receiver needs 2t modular exponentiations.
However, in our scheme, we require just one call for
constructing t-out-n oblivious transfer. Only two rounds
are required for our method, in total the sender sends n+t
elements to the receiver and the receiver sends t elements
to the sender.

For convenience, we make comparisons between our
scheme and Tzeng’s scheme [11] in Table 1. The following
notations are wused to analyze the computational

complexity. T, means the time for one exponentiation
computation. T, stands the time for one hash function

computation. Finally, T, defines the time for one modular

multiplication computation. Note that the time for
computing modular addition and subtraction are ignored,

since it is much smaller than T,, T, , and T . We

summarize the comparisons of our t-out-n oblivious
transfer scheme with Tzeng’s scheme in Table 1. In our
scheme, the computational complexity for the sender and
the  receiver are (n+t)T, +n(T, +T,) and

(3t+t‘e‘)|'m+tTh, respectively. Here, the integer |e|

represents the bit-length of the public key e. As shown in
Table 1, our scheme is more efficient than Tzeng’s scheme
for both the sender and the receiver.

In addition, for the security and low-computation, given
any valid message m, the system could generate smaller e

such that the value m® is greater than N. Hence, in our
scheme, the receiver requires only several modular
multiplications and t hash functions for the computations.
Therefore, in comparison with previous oblivious transfer
schemes [2][6][71[9][11], our scheme will reduce many
computations and communications for both the sender and
the receiver.

Table 1 Computational cost Comparisons of two schemes

Tzeng’s scheme Our scheme

Computation cost
for a sender

2ntT, +ntT, +2ntT, (n+t)T, +

n(T, +T,)
Computation cost AT, +tT, +1T, (3t+t\e\)Tm +
for a receiver

tT,
Communication load 2t rounds 2 rounds

for the protocol

In addition, for the security and low-computation, given
any valid message m, the system could generate smaller e

such that the value m*® is greater than N. Hence, in our
scheme, the receiver requires only several modular
multiplications and t hash functions for the computations.
Therefore, in comparison with previous oblivious transfer
schemes [2][6][7]1[9][11], our scheme will reduce many
computations and communications for both the sender and
the receiver.

4. Conclusions

Based on the RSA cryptography, we have proposed a new
t-out-n oblivious transfer scheme. The proposed protocol
requires two rounds of communication. In our method,
only several modular multiplications and t hash functions
are performed for a receiver to obtain t secrets for each
protocol. It is very suitable for mobile clients because no
time-consuming computations are needed, such as
modular exponentiation and inverse computations.
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