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Abstract 
Internet and networks applications are growing very fast, so the 
needs to protect such applications are increased. Encryption 
algorithms play a main role in information security systems. On 
the other side, those algorithms consume a significant amount of 
computing resources such as CPU time, memory, and battery 
power. This paper provides evaluation of six of the most 
common encryption algorithms namely: AES (Rijndael), DES, 
3DES, RC2, Blowfish, and    RC6.    A comparison has been 
conducted for those encryption algorithms at different settings 
for each algorithm such as different sizes of data blocks, 
different data types ,battery power consumption,  different key 
size and finally encryption/decryption speed. Simulation results 
are given to demonstrate the effectiveness of each algorithm. . 
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1. Introduction 

Many encryption algorithms are widely available and 
used in information security. They can be categorized into 
Symmetric (private) and Asymmetric (public) keys 
encryption. In Symmetric keys encryption or secret key 
encryption, only one key is used to encrypt and decrypt 
data. The key should be distributed before transmission 
between entities. Keys play an important role. If weak key 
is used in algorithm then every one may decrypt the data. 
Strength of Symmetric key encryption depends on the size 
of key used. For the same algorithm, encryption using 
longer key is harder to break than the one done using 
smaller key. There are many examples of strong and weak 
keys of cryptography algorithms like RC2, DES, 3DES, 
RC6, Blowfish, and AES. RC2 uses one 64-bit key .DES 
uses one 64-bits key. Triple DES (3DES) uses three 64-
bits keys while AES uses various (128,192,256) bits keys. 
Blowfish uses various (32-448); default 128bits while 
RC6 is used various (128,192,256) bits keys [1-5].  

Asymmetric key encryption or public key encryption is 
used to solve the problem of key distribution. In 
Asymmetric keys, two keys are used; private and public 

keys. Public key is used for encryption and private key is 
used for decryption (E.g. RSA and Digital Signatures). 
Because users tend to use two keys: public key, which is 
known to the public and private key which is known only 
to the user. There is no need for distributing them prior to 
transmission. However, public key encryption is based on 
mathematical functions, computationally intensive and is 
not very efficient for small mobile devices [1].  

 
Asymmetric encryption techniques are almost 1000 

times slower than Symmetric techniques, because they 
require more computational processing power [2].The 
most common classification of encryption techniques can 
be shown in Fig. 1. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 

Fig. 1  Overview of the field of cryptography 
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encryption standard to be recommended by NIST 
(National Institute of Standards and Technology).DES is 
(64 bits key size with 64 bits block size) . Since that time, 
many attacks and methods recorded the weaknesses of 
DES, which made it an insecure block cipher [3],[4]. 

3DES is an enhancement of DES; it is 64 bit block size 
with 192 bits key size. In this standard the encryption 
method is similar to the one in the original DES but 
applied 3 times to increase the encryption level and the 
average safe time. It is a known fact that 3DES is slower 
than other block cipher methods [3]. 

RC2 is a block cipher with a 64-bits block cipher with a 
variable key size that range from 8 to128 bits. RC2 is 
vulnerable to a related-key attack using 234 chosen 
plaintexts [3]. 

Blowfish is block cipher 64-bit block - can be used as a 
replacement for the DES algorithm. It takes a variable-
length key, ranging from 32 bits to 448 bits; default 128 
bits. Blowfish is unpatented, license-free, and is available 
free for all uses. Blowfish has variants of 14 rounds or 
less. Blowfish is successor to Twofish [5]. 

AES is a block cipher .It has variable key length of 128, 
192, or 256 bits; default 256. it encrypts data blocks of 
128 bits in 10, 12 and 14 round depending on the key size. 
AES encryption is fast and flexible; it can be implemented 
on various platforms especially in small devices [6]. Also, 
AES has been carefully tested for many security 
applications [3], [7]. 

 RC6 is block cipher derived from RC5. It was designed 
to meet the requirements of the Advanced Encryption 
Standard competition. RC6 proper has a block size of 128 
bits and supports key sizes of 128, 192 and 256 bits. Some 
references consider RC6 as Advanced Encryption 
Standard [8].  

 
This paper examines a method for evaluating 

performance of selected symmetric encryption of various 
algorithms. Encryption algorithms consume a significant 
amount of computing resources such as CPU time, 
memory, and battery power. Battery power is subjected to 
the problem of energy consumption due to encryption 
algorithms. Battery technology is increasing at a slower 
rate than other technologies. This causes a “battery gap” 
[9], [10].We need a way to make decisions about energy 
consumption and security to reduce the consumption of 
battery powered devices.  

 
This study evaluates six different encryption algorithms 

namely; AES, DES, 3DES, RC6, Blowfish, and RC2. The 
performance measure of encryption schemes will be 
conducted in terms of energy, changing data types -such 
as text or document and images- power consumption, 
changing packet size and changing key size for the 

selected cryptographic algorithms. This paper is organized 
as follows. Related work is described in Section 2. A view 
of simulation and experimental design is given in section 
3. Simulation results are shown in section 4. Finally the 
conclusions are drawn section 5. 

2. Related Work  

To give more prospective about the performance of the 
compared algorithms, this section discusses the results 
obtained from other resources.  

It was shown in [1] that energy consumption of 
different common symmetric key encryptions on handheld 
devices. It is found that after only 600 encryptions of a 5 
MB file using Triple-DES the remaining battery power is 
45% and subsequent encryptions are not possible as the 
battery dies rapidly. 

 
It was concluded in [11] that AES is faster and more 

efficient than other encryption algorithms. When the 
transmission of data is considered there is insignificant 
difference in performance of different symmetric key 
schemes (most of the resources are consumed for data 
transmission rather than computation). Even under the 
scenario of data transfer it would be advisable to use AES 
scheme in case the encrypted data is stored at the other 
end and decrypted multiple times. Increasing the key size 
by 64 bits of AES leads to increase in energy consumption 
about 8% without any data transfer. The difference is not 
noticeable. Reducing the number of rounds leads to power 
savings but it makes the protocol insecure for AES and 
should be avoided. Seven or more rounds can be 
considered fairly secure and could be used to save energy 
in some cases. 

 
A study in [12] is conducted for different popular secret 

key algorithms such as DES, 3DES, AES, and Blowfish. 
They were implemented, and their performance was 
compared by encrypting input files of varying contents 
and sizes. The algorithms were tested on two different 
hardware platforms, to compare their performance. They 
had conducted it on two different machines: P-II 266 
MHz and P-4 2.4 GHz. The results showed that Blowfish 
had a very good performance compared to other 
algorithms. Also it showed that AES had a better 
performance than 3DES and DES. It also shows that 
3DES has almost 1/3 throughput of DES, or in other 
words it needs 3 times than DES to process the same 
amount of data [13].  

   . In [14] a study of security measure level has been 
proposed for a web programming language to analyze 
four Web browsers. This study consider of measuring the 
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performances of encryption process at the programming 
language’s script with the Web browsers. This is followed 
by conducting tests simulation in order to obtain the best 
encryption algorithm versus Web browser.  

3. Experimental Design 

For our experiment, we use a laptop IV 2.4 GHz CPU, in 
which performance data is collected. In the experiments, 
the laptop encrypts a different file size ranges from 321 K 
byte to 7.139Mega Byte.  

Several performance metrics are collected:  
1- encryption time 
2- CPU process time  
3-  CPU clock cycles and battery power.  

The encryption time is considered the time that an 
encryption algorithm takes to produce a cipher text from a 
plaintext. Encryption time is used to calculate the 
throughput of an encryption scheme. It indicates the speed 
of encryption. The throughput of the encryption scheme is 
calculated as the total plaintext in bytes encrypted divided 
by the encryption time [15].  
The CPU process time is the time that a CPU is 
committed only to the particular process of calculations. It 
reflects the load of the CPU. The more CPU time is used 
in the encryption process, the higher is the load of the 
CPU.  
The CPU clock cycles are a metric, reflecting the energy 
consumption of the CPU while operating on encryption 
operations. Each cycle of CPU will consume a small 
amount of energy.  
The following tasks that will be performed are shown as 
follows: 

- A comparison is conducted between the results of the 
selected different encryption and decryption schemes in 
terms of the encryption time at two different encoding 
bases namely; hexadecimal base encoding and  in base 64 
encoding. 

- A study is performed on the effect of changing packet 
size at power consumption during throughput for each 
selected cryptography algorithm.  

-A study is performed on the effect of changing data 
types -such as text or document and images- for each 
cryptography selected algorithm on power consumption. 

- A study is performed on the effect of changing key 
size for cryptography selected algorithm on power 
consumption. 

4. Simulation Results 

 

 A. differentiate output results of encryption (Base 64, 
Hexadecimal) 
Simulation results are given in Fig. 2 and Fig. 3 for the 
selected six encryption algorithms at different encoding 
method. Fig. 2 shows the results at base 64 encoding 
while Fig. 3 gives the results of hexadecimal base 
encoding. We can notice that there is no significant 
difference at both encoding method. The same files are 
encrypted by two methods; we can recognize that the two 
curves almost give the same results. 

 
Fig. 2.  Time consumption of encryption algorithm (base 64 encoding) 

 

 
Fig. 3 Time consumption of encryption algorithm 

(Hexadecimal encoding) 
B- The effect of changing packet size for cryptography 
algorithm on power consumption.  

 
-Encryption  of different packet size 

Encryption time is used to calculate the throughput of 
an encryption scheme. It indicates the speed of encryption. 
The throughput of the encryption scheme is calculated by 
dividing the total plaintext in Megabytes encrypted on the 
total encryption time for each algorithm in.  As the 
throughput value is increased, the power consumption of 
this encryption technique is decreased.   
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TABLE 1 
Comparative execution times (in milliseconds) of encryption algorithms 

with different packet size 
 
 

RC2 

 
 

Blow 
Fish 

 
 

RC6 

 
 

DES 

 
 

3DES 

 
 

AES 

Input size 
in 

(Kbytes) 

57 36  41  29  54 56 49 
60 36 24 33 48 38 59 
91 37  60  49  81 90 100 

121 45 77  47 111 112 247 
168 45 109 82 167 164 321 
262 46 123 144 226 210 694 
268 64 162 240 299 258 899 
295 66 125 250 283 208 963 
1570 122 695 1296 1466 1237 5345.28 
1915 107 756 1695 1786 1366 7310.336 

 
480.7

 
60.3 

 
217 

 
389 

 
452 

 
374 

Average 
Time 

 
3.247

 
25.892 

 
7.19 

 
4.01 

 
3.45 

 
4.174 

Throughp
ut 

( Megabyt
es/sec) 

 

 
Fig. 4 Throughput of each encryption algorithm (Megabyte/Sec) 

 
Simulation results for this compassion point are shown 
Fig. 4 and Table1 at encryption stage . The results show 
the superiority of Blowfish algorithm over other 
algorithms in terms of the processing time. Another point 
can be noticed here; that RC6 requires less time than all 
algorithms except Blowfish. A third point can be noticed 
here; that AES has an advantage over other 3DES, DES 
and RC2 in terms of time consumption and throughput. A 
fourth point can be noticed here; that 3DES has low 
performance in terms of power consumption and 
throughput when compared with DES. It requires always 
more time than DES because of its triple phase encryption 
characteristics. Finally, it is found that RC2 has low 
performance and low throughput when compared with 
other five algorithms in spite of the small key size used. 

-decryption of different packet size 
TABLE 2 

Comparative execution times (in milliseconds) of decryption algorithms 
with different packet size 

 
RC2 

 
DES 

 
Blow 
fish 

 
RC6 

 
3DES 

 
AES

Input size 
in 

(Kbytes)
65 50 38 35 53 63 49 
59 42 26 28 51 58 59 
90 57 52 58 57 60 100 
95 72 66 66 77 76 247 

161 74 92 100 87 149 321 
165 120 89 119 147 142 694 
183 152 102 150 171 171 899 
194 157 80 116 177 164 963 
904 783 149 684 835 655 5345.28 
1216 953 140 745 1101 882 7310.336
313.2246 83.4 210 275.6 242 Average 

Time 
 

4.985
 

6.347 
 

18.72 
 

7.43 
 

5.665 
 

6.452
Throughp

ut 
( Megaby

tes/sec 
 
 

 
 

Fig. 5 Throughput of each decryption algorithm (Megabyte/Sec) 
 

Simulation results for this compassion point are shown 
Fig. 5 and Table2 decryption stage. We can find in 
decryption that Blowfish is the better than other 
algorithms in throughput and power consumption. The 
second point should be notice here that RC6 requires less 
time than all algorithms except Blowfish. A third  point 
that can be noticed that AES has an advantage over other 
3DES,DES RC2.The fourth point that can be considered 
is that RC2  still has low performance of these algorithm. 
Finally, Triple DES (3DES) still requires more time than 
DES.   
 
C- The effect of changing file type for cryptography 
algorithm on power consumption.  
 
In the previous section, the comparison between 
encryption algorithms has been conducted at text and 
document data files. We found that Blowfish has a 
performance greater than other the other five types .Now 
we will make a comparison between other types of data 
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(Images) to check which one can perform better in this 
case.  Simulation results for image data type (JPEG 
images) are shown Fig. 6 and Fig 7 at encryption and 
decryption respectively. 

 

 
Fig. 6 Time consumption for encrypt different images 

 

Fig. 7  Time consumption for decrypt different images 
 

From those results, it is easy to observe that RC2 still has 
disadvantage in encryption process over other algorithms 
in terms of time consumption and serially in throughput. 
On the other hand, it is easy to observe that RC6 and 
Blowfish have disadvantage in decryption process over 
other algorithms in terms of time consumption and 
serially in throughput. We find that 3DES still has low 
performance when compared to DES.  
 
D- The effect of changing key size of AES on power 
consumption. 
 
The last performance comparison point is the changing 
different key sizes for AES and RC6 algorithm. In case of 
AES, We consider the three different key sizes possible 

i.e., 128 bit, 192 bits and 256 bit keys. The simulation 
results are shown in Fig. 8 and Fig. 9.  

 
 

Fig. 8  Time consumption for different key size for AES  
 

In case of AES it can be seen that higher key size leads to 
clear change in the battery and time consumption. It can 
be seen that going from 128 bits key to 192 bits causes 
increase in power and time consumption about 8% and to 
256 bit key causes an increase of 16% [9].  
Also in case of RC6, We consider the three different key 
sizes possible i.e., 128 bit, 192 bits and 256 bit keys. The 
result is close to the one shown in the following figure  

 
Fig. 9 Time consumption for different key size for RC6 

 
In case of RC6 it can be seen that higher key size leads to 
clear change in the battery and time consumption. 

5. Conclusions 

This paper presents a performance evaluation of selected 
symmetric encryption algorithms. The selected algorithms 



IJCSNS International Journal of Computer Science and Network Security, VOL.8 No.12, December 2008 
 

   

285

are AES, DES, 3DES, RC6, Blowfish and RC2. Several 
points can be concluded from the simulation results. First; 
there is no significant difference when the results are 
displayed either in hexadecimal base encoding or in base 
64 encoding. Secondly; in the case of changing packet 
size, it was concluded that Blowfish has better 
performance than other common encryption algorithms 
used, followed by RC6. Third; in the case of changing 
data type such as image instead of text, it was found that 
RC2, RC6 and Blowfish has disadvantage over other 
algorithms in terms of time consumption. Also, we find 
that 3DES still has low performance compared to 
algorithm DES. Finally -in the case of changing key size – 
it can be seen that higher key size leads to clear change in 
the battery and time consumption.  
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