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Summary 
 

In the Metical sector doctors, patient and nurses need to have 
access to the medical records efficiently and in a secure 
manner. As information technology gets increasingly deployed 
in the medical sectors it becomes eminent that the medical 
records are stored electronically. Secure Electronic Medical 
Records (SEMR), which aims at providing a set of services 
which will provide secure and efficient access of the EMRs to 
the patients, doctors, nurses and insurance agents. The set of 
services that are provided by SEMR include Authentication, 
Authorization and Secure communication. In this paper, we 
suggest a implementation of a digital envelope that combines 
the hashing algorithm of MD5, the symmetric key algorithm 
of AES and the asymmetric key algorithm of Hyper Elliptic 
Curve Cryptography (HECC). The result illustrates that the 
best alternative digital envelope hybrid cryptosystem for EMR. 
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1. Introduction 

In the medical sector the EMRs are of utmost importance. 
It is  important that apart from the patients no one else 
should have complete control over the EMR of a particular 
patient. Also, such EMRs should be readily accessible to 
the doctors and patients. In order to create a secure 
environment for such a sector the minimum set of services 
that need to be implemented should provide 
Authentication, Authorization and Secure Communication. 
 
i) Authentication involves identifying whether the user is a 
valid entity of the system. In order to access any resource 
in the system the user has to first authenticate himself first. 
One of the ways to implement the authentication service 
would be to ask for user identification in terms of 

username and password. Additional factors like an RSA 
token or fingerprint reading can be used to improve the 
security. 
 
ii) Authorization involves identifying the rights of the 
users.  Authenticated users should access only those 
resources to which they have access to. Also, the type of 
access (read, write, execute) determine the capability of 
the user to access that resource. This functionality can be 
implemented by creating access control list for the 
resources. These ACLs identify the type of access the user 
has to the resource. 
 
iii) In a system like the medical sector which is a 
distributed in nature messages and data needs to be 
communicated amongst the different services. Thus it is 
important that the communication takes place in a securely. 
Such secure communications can be implemented by 
encrypting the data that is sent over the wire. 
 
Apart from these basic services, auditing of all the events 
that take place at each of the servers forms an important 
component of the system. This auditing of events provides 
the administrators to analyze the past events and make 
changes to the system if required. They can also be used to 
trace an user’s activity in the case of some intrusive 
activity performed by the user. 
 
In the SEMR project we have used two-factor 
authentication method for authenticating the users. Further, 
each user has roles assigned to him which are used to 
identify the privileges he has for the resources. We have 
implemented a role-based access control for implementing 
the authorization function. For implementing the secure 
communications amongst the services we are using the 
OpenSSL library. In section 2 we describe the architecture 
used in our system. In section 3 we discuss the 
implementation details.  
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2. Architecture 

Our proposed Digital Envelop system has 3 major 
components – 
 
i. MD5 Hashing Algorithm for secret key integrity 
checking. 
 
ii. Encrypt the Patient History using AES Algorithm 
(Symmetric Cryptography)  
 
iii. Encrypt the AES key using HECC Algorithm  
( Asymmetric Cryptography) 
 
As can be seen from the diagram, there are basically six 
interactions that take place in the system for one complete 
cycle from authentication to accessing an EMR, which is 
stored as a file. These interactions are  
 
i. Doctor’s Machine to generate the secret key for encrypt 
the Patient history. 
 
ii. Doctor’s Machine to digest the secret key using MD5. 
 
iii. Doctor’s Machine to encrypt the AES key using the 
doctor’s private key and patient’s public key (Asymmetric 
Encryption). The Doctor’s send the Digital Envelop 
include the Cipher text of patient history, Cipher message 
of AES key and Message digest of the AES key to the 
patient.  
 
iv. Patient Machine to decrypt the digital envelop using 
the patient’s private key and Doctor’s public key for the 
AES key. 
 
v. The Patient Machine decrypt the cipher text of patient 
history using the AES key. 
 
vi. Find the message digest of the AES key and compare 
to digital envelop message digest, both are equal the 
patient history is correct otherwise reject. 
 
Additionally, on all the other events are logged into log 
files which can be further analyzed by the administrator.  
 

3. Implementation 

 
We have used Java for implementing the architecture 
described above. For the communication channels we have 
used the Java extensions to provide the encryption and 
Message digest. Also, for implementing the encryption 

and decryption of tokens we have used the Java 
Cryptography Extensions (JCE). Each of the service is 
described below in more detail . 

AES Algorithm 

 
Advanced Encryption Standard (AES) is an approved 
symmetric key cryptographic algorithm that is a block 
cipher. The AES algorithm is capable of using 
cryptographic keys of 128,192, and 256 bits. 

 
The algorithm consists of four stages that make up a round 
which is iterated 10 times for a 128-bit length key, 12 
times for a 192-bit key, and 14 times for a 256-bit key. 
The first stage "SubBytes" transformation is a non-linear 
byte substitution for each byte of the block. The second 
stage "ShiftRows" transformation cyclically shifts 
(permutes) the bytes within the block. The third stage 
"MixColumns" transformation groups 4-bytes together 
forming 4-term polynomials and multiplies the 
polynomials with a fixed polynomial mod (x^4+1). The 
fourth stage "AddRoundKey" transformation adds the 
round key with the block of data.  
 
Details on AES can be had from (FIPS) and (AES 2001).  

Hashing and Message Digest 

 
A hash function takes a message of any length as input 
and produces a fixed length string as output, sometimes 
termed a message digest (Ilya M 2005). 
The characteristics of a good hash function are:  

Should avoid collisions.  
Should try to spread keys evenly in the array.  
Should be easy to compute.  

The two most-commonly used hash functions are MD5 
and SHA-1. 



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.1, January 2009 
 

 

3

Patient History 
Message 

MD5 

Message Digest 

1

AES Encryption 
(Patient History) 

Doctor’s 
Secret Key  

Encrypted Patient 
History  

2 

HECC Encryption 

Patient’s Public 
Key 

Encrypted Secret 
Key  

3 

DIGITAL ENVELOPE ( Secure Electronic Medical Record) 

Patient’s 
Private 

HECC 
Decryption 

3

Doctor’s 
Secret Key 

2 

AES Decryption 
(Patient History) 

Patient History 
Message 

MD5 Message Digest  

1

Compare 
if same  
ACCEP
T,else 
reject 

Doctor’s Side 

Patient’s 
Side

Doctor’s Private 
Key 

Doctor’s 
Public Key 

Fig 1: Architecture of SEMR 



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.1, January 2009 
 

 

4

Basics of  MD5 
MD5 (Message-Digest algorithm 5), is an Internet 
standard (RFC1321)  and is one of the widely used 
cryptographic hash function with a 128-bit message digest. 
This has been employed in a wide variety of security 
applications. The main MD5 algorithm operates on a 128-
bit, divided into four 32-bit words. These are initialized to 
certain fixed constants. The main algorithm then operates 
on each 512-bit message block in turn, each block 
modifying the state. The processing of a message block 
consists of four similar stages, termed rounds; each round 
is composed of 16 similar operations based on a non-linear 
function, modular addition, and left rotation. 

Hyper-Elliptic Curve Cryptosystems (HECC) 

Overview of Hyper-elliptic Curve  

 
The equation for a hyper-elliptic curve ( C )is given as 
(Menezes, Wu & Zuccherato 1996):  
C : y2+ h(x)y =f(x), h,f ∈ K[x],deg(f)=2g+1, deg(h) ≤ g, 
 f is monic       
where genus g = (deg(f)-1)/2   
 
Unlike elliptic curves, points on hyper-elliptic curves do 
not form a group. Hence, a group law is defined via the 
Jacobian variety of C over a field K, which is a finite 
abelian group.  
 
Thus, a Hyper- Elliptic Curve (HEC) over Finite Field Fp 
is defined as:  
C:y2 + h(x)y = f(x)(mod p), 
 h,f ∈ K[x], deg(f)=2g+1,deg(h)≤g, 
 f is monic,  
where genus (g) = (deg(f)-1)/2  

Jacobian of Hyper Elliptic Curve 

The Jacobian of the curve C is the quotient group J=D°/P, 
where D° is the set of divisors of degree zero, and P is the 
set of divisors of rational functions. The equivalence 
classes of the Jacobian are represented by a unique 
reduced divisor (which is represented using Mumford 
representation) upon which we perform the group law.  

Mumford representation 

Let g be the genus of a hyper elliptic curve  C:y2 + h(x)y 
= f(x) . Each nontrivial divisor class over the field K can 
be represented via Mumford representation (u(x), v(x)), 
where u(x) and v(x), u,v ∈K[x], are unique pair of 
polynomials satisfying the constraints of   

u is monic 
deg v < deg u ≤ g 
u | v2 + vh - f  

Various mathematical operations can be carried out on 
these hyper-elliptic curves. Details can be had from can be 
had from (Duquesne & Lange 2006), (Eigeartaigh) , 
(Lange 2002) , (Menezes, Wu & Zuccherato 1996) , 
(Sakai & Sakurai 2000) , (Weng 2003).  

Algorithm for a Hyper-Elliptic Curve 
Cryptosystem (HECC) 

 
The basis for the Hyper-elliptic curve cryptosystem is the 
Discrete Logarithm Problem which is described as 
follows: 
 
“Let Fq be a finite field with q elements. Given 2 divisors, 
D1 and D2 in the Jacobian, determine m ∈ Z, such that 
D2=mD1 .” 
 
The following section describes the proposed HECC 
algorithm which exploits ElGamal technique for key 
generation process, encryption and decryption process 
which is named as HEC-ElG Algorithm (HEC-ElGA). 
 

Algorithm for Public Key & Private Key 
generation  

 
Input:   The public parameters are hyper elliptic curve C, 
prime p and divisor D 
 
Output: The Public key PA and Private key aA  
aA  ∈R N [choose a prime (aA) at random in N] 

PA      [aA] D    
[The form of PA is (u(x),v(x)) representation which is 
referred to as Mumford representation] 
return PA and aA 
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For the random prime number generation in step 1, one 
can apply the probabilistic test of Robbin-Miller (Stallings 
2002) or the deterministic test of AKS (Jin 2005). 
However, various researches have proved that it takes 
exponential time to determine the given large number is 
prime or not using AKS algorithm. 

Encryption/Decryption Algorithm 

In this section, we present the methodology for encryption 
and decryption. The message ‘m’ that is to be sent will be 
encoded as a series of points represented as (u(x),v(x)). 
The encoded message is referred as Em . For the encryption 
and decryption process using HECC, we have used 
ElGamal method to design HEC-ElG Algorithm (HEC-
ElGA). Details on ElGamal method can be had from 
(Avanzi & Lange 2006). The algorithm works as follows: 
To encrypt and send a message to B, A performs the 
following steps. 
 

k ∈R N  (choose k as a random positive prime 
number in N) 

Q     [k]D  (D is the Divisor of the HEC & 
The form of Q is (u(x),v(x))) 

Pk        [k]PB  (PB:(u(x),v(x)) is receiver’s(B’s) 
public key) 

Cm               { Q , Em + Pk } (Cm :(u(x),v(x)) is the 
Cipher Text to be sent) 

 
To decrypt Ciphertext message, the Decryption algorithm 
works as follows: 
To decrypt the Cipher Text Cm , B extracts the first 
coordinate ‘Q’ from the cipher text then multiply with its 
Private Key (aB) and subtract the result from the second 
coordinate. This can be written as follows, 
Em +kPB –aB (Q) = Em + kPB – aB (kD) = Em +kPB – k(aB D) 
= Em +kPB – kPB = Em 
In the above process, ‘A’ has masked the message Em by 
adding kPB to it. Nobody but ‘A’ know the value of k, so 
even though PB is a public key, nobody can remove the 
mask kPB. For an attacker to remove message, the attacker 
would have to compute k from the given D and [k]D i.e. Q, 
which is assumed very hard. 
  (Avanzi M 2003) has proved that HECC over 
prime field is satisfactory enough to be considered as a 
valid alternative to elliptic curves, especially when large 
point groups are desired.  (Fan & Gong 2007) also proved 
that HECC provides greater efficiency than either integer 
factorization systems or discrete logarithm systems, in 
terms of computational overheads, key sizes, and 
bandwidth. In this work, we have adopted hyper-elliptic 
curve for genus 2 over GF(p) and have implemented the 
system.  

4. Further Improvements 

At this moment, all the certificates that are used in the 
SEMR system are assumed to be trusted. There is no 
central Certifying Authority (CA) in 
place. One of the further improvements would be to 
provide a CA so that the certificates of users can also be 
trusted. 

5. Conclusion 

The SEMR system implementation provides a secure way 
to access the EMR. Additional security has been provided 
by using a two-factor authentication method which also 
takes into consideration the location of the user. The 
implementation of the system provided us with an insight 
in developing a distributed system which is secure, robust 
and user friendly. It has also provided us a deeper 
understanding of the role based access control model. 
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