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ABSTRACT: 

A data is subjected to variety of attacks. Some attacks 
are passive in nature in that information is only monitored. 
Other attacks are active and information is altered with 
intent to corrupt or destroy the data or the network itself. 
In the absence of security schemes, both public and 
private networks are susceptible to unauthorized 
monitoring and access and can result in system downtime 
and public exposure to confidential information. At the 
same time theoretical development in information theory 
and computer science show promise of providing 
provably secure cryptosystem. In this context, the 
objective of this paper is to analyze and implement highly 
secure cryptography scheme using the properties of 
quaternion Farey fractions. A cryptography model that 
can provide high level of confusion and thereby create 
more diffusion (desirable effect) is proposed in this paper. 
Use of quaternions has been reported in computer 
graphics, control theory and signal processing. For 
example, spacecraft attitude control systems are reported 
to be commanded in terms of quaternion. The techniques 
proposed in this paper can help in increasing the accuracy 
and completeness of network topology discovery and can 
leverage existing protocol and hardware features, and also 
can be implemented easily. Key words: Number theory, 
Computer network Security, Cryptography, resource 
management 
 
1. INTRODUCTION 

 
A network is a collection of shared resources and as a 

result, resource exhaustion can occur due to inefficiently 
scaling systems, selfish [1,3] resource consumption and 
malicious attack. Basic services of information security 
include verification, preserving data integrity, providing 
non-repudiation and ensuring secrecy. Similarly, integrity 
threat includes Interception of data, Modification of 
message, Replay of message, Masquerading and 
Repudiation. In this context, cryptography can be used to 
provide confidentiality using encryption methods and can 
also provide data integrity, authentication and non-
repudiation. The purpose of this paper is to deploy 
number systems [2,3] based cryptography schemes for 
secure sharing of network resources. The three distinct 
notions of security models namely cooperative, selfish 
and malicious users are uniformly taken care in this work. 

By using the proposed encryption models, it is possible to 
provide a defense against network attacks and protect the 
contents of IP packets.  

2. QUATERNIONS AND FAREY 
FRACTIONS 
 
2.1 QUATERNIONS 

 
The quaternion number system was discovered by 

Hamilton. Quaternions form an extension in the field of 
complex numbers having the property that the 
commutative law fails for multiplication, despite the fact 
that every non-zero element has a multiplicative inverse. 
Quaternions are expressions of the form a+bi+cj+dk 
where a, b, c and d are ordinary real numbers. Quaternions 
have developed a wide-spread use in computer graphics 
and robotics research because they can be used to control 
rotations in three dimensional spaces. The order in which 
quaternions are multiplied is important. The independent 
co-efficient of the super complex number that has a free 
rotation in a three dimensional space is taken as the 
parameter. 

 
2.2 FAREY FRACTIONS 

 
Farey sequences are named after the British geologist 

John Farey, Sr. Farey conjectured that each term in a 
Farey sequence[5] is the mediant of its neighbors. The 
Farey fraction sequence of order i, F(i) consists of all 
fractions with values between 0 and 1, whose 
denominators does not exceed i, expressed in lowest terms 
and arranged in order of increasing magnitude. For 
example, F(6) is written as,  

 

 
 

The length of Farey sequences increases only modestly 
with i. and is approximately given as 
  

3(i/π)2 ≈ 0.304 x i2 
 
The above approximation is good as i gets larger. The 
lengths of f(i) for 4 ≤ i ≤ 32 in is shown in figure 1. The 
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use of quaternionic Farey fractions is preferred in this 
work, since they have the proven advantage that, 
combining many quaternion transformations is more 
numerically stable than combining many matrix 
transformations. A novel feature of this work is that the 
encrypted text can be represented in numbers instead of 
the conventional alphabets. Also, the number of secondary 
keys (which are used for transforming the given plain text 
into cipher text) that can be generated using the primary 
key is large and hence more is the confusion. All these 
effects, prevents the hackers from breaking the encryption 
using the conventional approach of letter frequencies. 
 

0

50

100

150

200

250

300

350

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

i

Le
ng

th

 
Figure 1 Variation of Farey length for different i 

3. EXPERIMENTATION 
 
Cryptographic attacks are designed to subvert the security 
of cryptographic algorithms, and they are used to decrypt 
data without prior access to a key. To take care of 
common crypto attacks present on a data, a quaternionic 
[6] Farey fraction based encryption process is proposed in 
this work. The proposed encryption scheme has the ability 
to specify a ‘key’ or ‘password’ of some kind, and have 
the encryption method alter itself such that each key or 
password produces a different encrypted output, which 
requires a unique ‘key’ or ‘password’ to decrypt. The 
block diagram of the proposed Encryption process used in 
generating the cipher text is shown in appendix 1. The 
first step involves the generation of key/coefficient of 
quaternion using Farey fractions. The Farey fraction 
sequence of order ‘i’, F(i), consists of all fractions with 
values between ‘0’ and ‘1’ whose denominators do not 
exceed ‘i’, expressed in lowest terms and arranged in 
order of increasing magnitude. All the fundamental 
properties of quaternions are made use of in this step and a 
Farey sequence (represented by a sequence of completely 
reduced fractions between ‘0’ and ‘1’) of order ‘n’ is used. 
Since, homogenous matrices are the standard 3D 
representations the equivalent rotation matrix representing 
a quaternion is performed as shown in figure 1.  Following 
this step, a number of secondary keys are generated and 

the final form of cipher text is produced. Farey sequence 
can be used to generate the co-efficient for the quaternion 
and the same can be used as a main key for generating the 
sequence of secondary keys.  
 
3.1 ENCRYPTION PROCESS 

 
The encryption process can be illustrated as follows: 
Step 1: 

Let n1 is an integer. Then the Farey sequence is 
represented as F(n1). Let a1/b1 be the kth element, the 
same will be used as the first coefficient of the quaternion. 
Similarly, the Farey sequence can be generated for the 
integer numbers n2, n3, and n4 and kth element for all 
these sequence can be determined.  Let assume that the kth 
element of n2 is a2/b2, the kth element for n3 is a3/b3 and 
the kth element of n4 is a4/b4. 
Step 2: 

Let w, x, y and z are the co-efficients of the quaternion 
generated as follows: 
w = ASCII value of (numerator(a1) + denominator(b1) 
x = ASCII value of (numerator(a2) + denominator(b2) 
y = ASCII value of (numerator(a3) + denominator(b3)  
z = ASCII value of (numerator(a4) + denominator(b4) 
This process increases the confusion.  
Step 3: 
Key Generation: 

• In order to create more confusion, a 16 key is 
created using the combination of alpha numeric 
characters or Farey fractions. These 
combinations enable to create millions of key 
combinations, which certainly make it 
impossible for the hackers to guess the key 
combinations. 

Step 4: 
• Once the key is created, a random number is 

generated in the range 1 and 16 and the 
corresponding character is selected and the same 
is used as the first co-efficient of the quaternion. 
This process is repeated four times to generate 
four random numbers between 1 and 16 and the 
corresponding characters are selected and used as 
quaternion or the co-efficient of the super 
complex number.  

Step 5: 
Assume that q is the primary key consisting of four 
alphanumeric characters or Farey fractions (q = 
( w,x,y.z) ). These quaternion can be converted into 
rotational matrix as in equation (1). Equation (1) can be 
used for manipulation in both encryption and decryption 
process. 
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  ------(1) 
 

Step 6: 
Initial key or primary key is generated as q = (w,x,y,z) 
where w,x,y,z are the independent co-efficient of the 
quaternion. Using the primary key ‘q’, series of   
secondary keys are generated with the help of rotation 
matrix. These sequences of secondary keys are used for 
encryption process. 
 
3.2 THE DECRYPTION PROCESS 

 
The decryption process is reverse of the Encryption 

process. 
Key Generation 
Key KB: This key is of size N, where ‘N’ represents 
number of Plain text blocks 
Keys K1, K2, K3, K4 ………… KN: These keys are 
generated using the natural numbers with modulo 
arithmetic, by taking right shift (or left shift) of specified 
digits. 
Key Kc: This key is used to join the blocks. Hacking 
difficult by randomly selecting the cipher blocks to obtain 
the final plain text. 
 
4. RESULTS AND DISCUSSION 
 
4.1 Result 
4.1.1 Encrypted result 
The input plain text and its encrypted data using the steps 
illustrated in section is shown in figure 2 and 3 
respectively. 
 

 
Figure 2 Input file with plain text 

 
Figure 3 Encrypted file with Cipher text 

 
4.1.2 Decryption result 
 
The Decrypted text obtained using the decryption 
algorithm is shown in figure 4.  Performance analysis is 
done by comparing the resultant decrypted data with the 
original data. 
 

 
Figure 4 Output of Decryption 

 
4.2 Discussion 
 
The Proposed method implements a simple cryptosystem 
and is also observed to be highly secure. In this work, the 
properties of Farey fractions are used to  

1. Generate the specified number of Farey fractions 
of specified length.  

2. Determine the kth Farey fraction 
This, in turn, is used as the coefficient of the quaternion or 
the key to the encryption process. The implemented 
crypto technique has the following advantages: 

I. The transmitted key (when 
interrupted/intercepted) does not give any 
opportunity for the hackers to guess. The very 
reason for the same is that, the key may be 
numerals or even the name of a person whose 
date of birth can be used as a key. 

II. The primary Key is not used for the encryption/ 
Decryption, but series of secondary keys are 
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generated and the same is used in sequence for 
encryption. Similarly at the receiving end the 
series of Inverse keys are generated using the 
primary key and the same is used in sequence for 
the decryption process. 

III. Farey fractions are used to generate the primary 
key, which makes more confusion for the 
hackers to break or interpret the code 

IV. Quaternion is the super –complex number which 
gives multi-fold security. This work generates 
quaternion valued security code with the help of 
quaternion Farey fractions and offers the security 
at multi-level. 

V. Quaternion provides the multiple and the 
variable key’s length which are the essential 
factors for determining the degree of the security. 

VI. The crypto system is highly appropriate for 
asymmetric–key encryption. Quaternion has the 
capacity to provide encryption system for the 
transmission of text and images. 

VII. The coding process is simple enough.  
VIII. The frequency analysis is almost zero and hence, 

it is impossible for the hackers to guess the key.  
 
5. CONCLUSION 
 
In this research work, the applications of Farey fractions 
are used to generate the specified number of Farey 
fractions for a specified length and the kth Farey fraction 
is determined. This, in turn, is used as the coefficient of 
the quaternion or the key to the encryption process. The 
encrypted code is represented in the form of floating point 
numbers, which makes it almost impossible to break the 
code using the frequency analysis. This gives high degree 
of confusion to the hackers and a very high provable 
security to the information. Further more, the key 
distribution problem is significantly reduced: there is no 
longer a need for exchanging secret keys.  
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APPENDIX I 
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APPENDIX 2 
 
 

 


