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Abstract

XML signature technology is the major approach for
ensuring XML data authentication. An XML signature
should satisfy multiple data authentication requirements
for XML data which pass a hierarchical network of
responsibilities. Through investigation, existing XML
multisignature schemes can not satisfy this requirement.
This paper presents a series-parallel XML multisignature
scheme based on Lu’s XML multisignature scheme. In the
scheme presented, signers are divided into series or
parallel subgroups according to their relationship, making
the multisignature process closer to a natural signature-
generation process. The scheme builds an XML data
integrity-checking pool to provide integrity-checking for
decomposed XML data. With this integrity-checking pool,
signers can check integrity without the cooperation of
others checkers. Testing shows that the scheme presented
has a higher efficiency than repeated DSA or RSA, and
satisfies application requirements in practice.
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1. Introduction

The wide spread of XML applications has presented
significant need for XML security. XML data
authentication is major research area related to XML
security [1]. General applications of data integrity could
exist in many domains, including e-government, e-
commerce, e-financial services, e-business, e-banking, e-
healthcare, mobile communications and heterogeneous
networks [2-13]. For example, a user contacting a mitror
site would need to cryptographically validate the
information as genuine, that is, as being the same
information as if the response had come directly from the
source [13]. Another example has been given by Karl. The
MIS department of a company would like to renovate its
computer room so as to meet the contemporary hardware
requirements. The department needs approval from the
Financial Controller and the Estate Department. This
requirement first has to be approved by the Financial
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Controller, and the subsequent approval from the Estate
Office will depend on the approval signature of the
Financial Controller [2].

Generally, documents pass a hierarchical network of
responsibilities (e.g. employees, supervisors) with
different roles and access rights. Previous data formats for
digital signatures concentrated on signing the entire
document, and the XML signature standard is infeasible to
make complex workflows secure on a document with
multiple signatures. Under this situation, it is necessary to
build an XML multi-signature scheme compatible with a
natural signing process.

Two XML multisignature schemes have been proposed.
The first is based on repeat DSA or RSA scheme. This
approach is deployed by W3C in the XML signature
specification [14, 15]. It has the drawbacks that the size of
a multisignature grows with the increasing of the number
of signers and the time for verifying the multisignature is
equal to the total time for verifying all personal signature
individually.

The second approach is based on a discrete logarithm
problem, presented by Lu in 2004. In this scheme, Lu first
presented signing rules instead of the message itself. In
Lu’s scheme, a path expression in XPath is used to
transform an XML document into subdocument [16]. For
example, let M be the XML data to be cooperatively
signed by the signers. XML data M can be divided into
set of subdocuments {W,,W,,...,W_} by using XPath

expression, and then signers only need to sign the XPath
instead of message itself. This scheme decreased the
communication overhead, although it has three major
disadvantages. Firstly, by division,

M ={w,,W,,...,W, }, the integrity checking for each
subdocument depends on the
h(M)=h(w, | w, |...|[w,) . This
document must be delegated entirely, otherwise the
integrity checking will be invalid. For example, a

document consists of five parts, and the signers only need
to sign three of them. The other two parts have not been

formula
means the
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delegated, thus the integrity check will be failed. Secondly,
the subdocument integrity check needs the signers to
check cooperatively online. When the group of signers is
small, this is possible, but it is impractical when the group
of signers is very large. Thirdly, the scheme only provides
broadcast (parallel) signature-generation scenarios. It can
not satisfy the natural signing process under a dependent
multisignature situation. For example, the company policy
is set up in a way that the sequence of approval is
important and has to be respected: before launching a
project, the financial department has to approve the project.
Lu’s scheme can not deal with the problem under this
application scenario.

Motivated by the problem above, this paper presents a
series-parallel XML multisignature scheme. In this scheme,
signers are divided into series or parallel subgroups and
the members in the signer group can be flexibly managed.
The signing order is generated before the signature
without a relationship to multisignature scheme. This
scheme uses XPath expression to transform XML data,
and generates an XML data integrity-checking pool to
provide integrity-checking for decomposed XML data.
With an integrity checking pool, a signer can check
integrity without cooperation from other signers. XML
data does not need to be delegated entirely, and signers
can complete integrity verification off-line. The series-
parallel XML multisignature scheme presented is a mixed-
signing order including both series and parallel. If there is
a single signer, the scheme is compatible with single XML
signature. When each subgroup has a single signer, the
scheme is compatible with a series multisignature scheme.
When all signers in the same subgroup, the scheme is
compatible with a broadcast multisignature scheme. Thus,
the scheme presented is closer to a natural application
process in practice. Testing shows that the scheme
presented has a higher efficiency than repeated DSA or
RSA.

1.1 Contribution

The major contribution of the paper presented is an XML

multisignature scheme considering a natural signing

process, making signing rules more practicable. The detail
is as follows.

e The paper presents a series-parallel XML
multisignature scheme according to a natural signing
process. This scheme is compatible with single XML
signatures, sequential and broadcast multisignature
schemes.

e The paper presents an XML data integrity-checking
pool to provide integrity-checking for decomposed
XML data. Only this approach makes signing rules
practicable.

1.2 Structure of the paper

The remainder of this paper is organized in sections.
Section 2 describes the related work of multisignature
scheme and section 3 introduces theory guidance of this
research and review of Lu’s XML multisignature scheme.
Section 4 describes series-parallel XML multisignature
scheme, and section 5 presents the experimental results.
Section 6 discusses and analyzes efficiency of the scheme
presented, and section 7 concludes the paper.

2 Related works

This section introduces the existing multisignature
schemes of native approach: extended DSA, RSA, or
ElGamal schemes, signing sequence, broadcast signing
architecture, distinguished signing authorities, order
specify, and XML multisignature schemes.

A native approach, widely used to construct a
multisignature for a document, is to repeat the scheme of
DSA, RSA, or ElGamal. Such an approach has the
drawbacks that the size of a multisignature grows with the
increasing of the number of signers and the time for
verifying the multisignature is equal to the total time for
verifying all personal signature individually.

In order to overcome the drawbacks mentioned above,
Italura and Nakamura first proposed a multisignature
scheme based on the extended RSA scheme [17]. In this
scheme, the size of a multisignature is independent of the
number of signers. However, the signers should follow the
predefined signing sequence to sign the document, and
verify the signature with the knowledge of signing
sequence. Similar schemes also can be found in [18, 19,
20, 21], which are based on extended RSA, DSA, or
ElGamal schemes with sequential multisignature.

Later, based on a modified ElGamal digital signature
scheme, Harn proposed the first multisignature scheme in
which the signature-generation and verification does not
have to be restricted to the signing sequence [22, 23]. This
scheme is known as multisignature scheme based on
broadcast architecture, similar to that found in [24, 25].
However, in the schemes mentioned above, all signers
sign the same message, and Harn called these schemes
multisignature schemes with undistinguished signing
authorities. In other words, all signers hold the same
responsibility for signing the document. In fact, some
applications need to use multisignatures with distinguished
signing authorities. For example, a company releases a
document that may involve the financial department and
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engineering department signing a particular section of the
document.

Harn first presented a multisignature scheme with
distinguished signing authorities in 1999 [26]. In this
scheme, signers can only sign the message for which he or
she is responsible. However, Li discovered an efficient
insider attack on Harn multisignature scheme with
distinguished signing authorities in 2000 [27]. Wu
presented a delegated multisignature scheme with
document decomposition in 2001 [28]. Wu’s scheme is
more efficient in  multisignature-generation  and
verification. However, Wu’s balanced strategy to delegate
subdocuments to qualified signers is problematic, because
each signer should sign the portions of the document that
they are responsible for rather than the portions of the
documents based on some balanced strategy. Mitomi
proposed a general model for multisignature with message
flexibility in 2000 [29]. Yamamoto improved Mitomi’s
scheme in 2007 [30]. Wu proposed an ID-based
multisignature  scheme with  distinguished signing
authorities for sequential and broadcasting architectures in
2002 [31]. Huang presented multisignatures with
distinguished signing authorities for sequential and
broadcasting architectures in 2005 [32]. Although these
models considered message flexibility, they have not
considered the signing order in a natural way.

To date, signing order specified multisignature schemes
are Doi’s model in 2000, Tada’s model in 2002,
Burmester’s model in 2004, Wang’s model in 2005, and
Yang’s model in 2006 [33, 34, 35, 36, 37]. There are two
different major approaches to dealing with this directed
series-parallel signing graph. Tada and Yang adopt a
series-parallel group defined by [34, 37], which are
directed graphs with some characteristic properties.
Another approach presented by Burmester, who also
represents the group of signers by a graph, and then
decomposes the graph to a tree [35]. There are two
obvious disadvantages in these schemes. Firstly, the
scheme makes the signer order as a signature parameter,
increasing the complexity of multisignature algorithm.
Secondly, each signer needs to verify the signing order
before signing, and update the signing graph or
decomposition tree after signing. These disadvantages will
lead to inflexibility in adding or deleting signer group
members.

As for the XML multisignature scheme, two schemes have
been presented. The first is based on a repeat DSA or RSA
scheme. This approach is deployed by W3C in XML
signature specification [15]. This method has the
drawback as mentioned in the native approach for a
multisignature scheme. Based on Wu’s delegated

multisignature scheme, Lu presented XML multisignature
in 2004 [16]. In this scheme, he first presented signing
rules instead of the message itself. But the integrity check
approach will lead to failed integrity verification for
decomposed XML data. Furthermore, it is only satisfies
the broadcast multisignature application scenario.

3 Theory guidance

3.1 Types of data authentication mechanisms

There are two mechanisms to ensure data authentication as

follows:

e  Message authentication code
MAC, a cryptographic check wvalue, is used to
provide data origin authentication and data integrity
[38]. Both data integrity and data origin
authentication can only be provided for the receiving
entity. A third party cannot verify these properties, as
both sender and receiver are capable to create the
MAC (or HMAC).

e  Digital signature
Data is appended, or a cryptographic transformation
of a data unit allows a recipient of the data unit to
prove the source and integrity of the data unit and
protect against forgery, e.g. by the recipient [39].
More specifically the use of asymmetric encryption
provides a means to assure the authentication, also
known as non-repudiation.

In this paper, data authentication is ensured by using
digital signature. The reasons for adopting digital
signature as the data authentication method are used to
support requirements for non-repudiation. This is because
access to the private key is usually restricted to the owner
of the key, which makes it easier to verify proof of
ownership. This is the reason for adopting digital signature
as data authentication mechanism in this paper.

3.2 Review of Lu’s scheme

The scheme in this paper is based on Lu’s XML
multisignature scheme. This subsection briefly introduces
Lu’s scheme. In Lu’s scheme, there are four components:

a group of signer G, a system authority (SA), document
decomposition (DD), and a signature collector (SC). DD
decompose a document M into a set of

subdocuments I" = {W,,W,,...,W,_} by using a set of

rules T ={t,,t,,...,T} . Via XPath expression t; one
can easily obtain a subdocument M. The procedure for

generating a multi-signature of M for G is as follows.



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.2, February 2009 239

Step 1: DD sends {th(M),M ;,T;} and {h(T),h(M) to
U; and SC, respectively.
Step 2: All U; € G extracts W; from M j delegated to

them and then cooperatively checks the integrity

of M by verifying
h(M) =h(W, || W, ||...[[W,) where “|" is
the concatenation symbol.

Step3: Every U; € G extracts t; from Tj ,

computesW; = C, (M), and verifies whether or
not every newly computed W; is identical to the
received W, . If all W; are successfully verified,
each u; randomly selects an integer Z i € Zq ,
computes both

r; =a” modp,and
R, =r"" mod R

i= mod p , and sends R; to other
participant signers and SC.

Step 4: EachU; € G computes both
R=]]R modp.and (1)

u, G

s; =(z;h(T; [Ir)R+x;h(h(M || R)))mod g

and sends {T S;} to SC. (r;,s;) is the

il i

personal signature of M foru i

Step 5: SC checks the integrity of T by extractingt; from
the received T j and verifying whether or not
h(T) =ht, ||t, |...t, } holds.

Step 6: To verify (I;,S;) for everyU;, SC computes
R by Eq.l1 and checks whether or not the
following equation holds.

rjh(TjHrj)R _ (asj )(y;‘(h(M)HR))(mod p).

Step 7: If all personal signatures generated in the previous
steps are successfully verified, then SC computes
S = Zsi mod(
u;=G

and publishes (R,S) as the multi-signature of
M forG .

4 Series-parallel XML multisignature scheme

4.1 Series-parallel signing group

e Signing order graph

In order to represent signing orders, among N signers,
series-parallel graphs has been deployed, which are
directed graphs. In this paper, we only deal with graphs
with directed (labelled) edges. For an edge labelled i, the

initial vertex of the edge is denoted by |, , and the terminal

vertex is denoted by T,. Thus a directed graph ¢ can be
denoted

as
Gy (L(@) = {iiy,...0 }: E(p) ={E|.E,,....E..})
, where each ij is a label of an edge included in the
graph @, and where each E jis the vertices in the graph.

The signers correspond to the vertices in the graph ¢ . For
example, figure 1 shows the signing order in a natural way.

u, u,

Q—bzti ¢ u6

u, U, Us

Figure 1 Signing order graph

e  The rules for series-parallel signing group
Given signers group SG = {U,,U,,...,U,}, it can be

divided into several ordered subgroups according to the
following rules.

1. Given signer group SG , it can be defined
as SG=G,uG,u...uG, , and

G NG,Nn...nG, =¢ .
G,,G,,....G,.

2. For 3(u;))eGy , 3(u;)eC
U;,U; € G, (=G,,), and U;,U; can sign parallel. In

The signing order is

if K=m , then

m °

other words, the signers which are in the same
subgroup can sign in parallel.
3. For 3(U;) €G, , I(u;)eG, , if k<m, then

m
Ui, U; should sign sequentially, and U; should sign
before U -
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4. For 3(U;)eGy , I(u;)eG
Ui, U; should sign sequentially, and U i should sign

if K>m , then

m °

before U; .

5. Only the groups obtained by the rules (1), (2), (3), and
(4) are series-parallel signing groups.

e  Sign order graph conversion to series-parallel
signing group

The following algorithm describes how to covert a sign

order graph to a series-parallel signing group.

Assume G =G,,G,,...,G and letG, =g(k =1...n).

Step 1: Get labelled edgei € ¢ . The initial vertex is |,
and the terminal vertex is T, .

Step 2: If |, ¢ 3(G), then let |, € G,. If T, ¢ 3(G),
then letT; € G, .

Step 3: If |, €3(G,) , and T, ¢ 3(G) , then let
T, € G,,, . Otherwise, assume T, €(G,) . If

M<Kk, then move T, from G, to G

untilm > K .
Step 4: Go to step 1 until each edge in ¢ has been handled.

m+l

According to above algorithm, signing order graph figure
1 can be converted to the following series-parallel signing
group.

G, ={u,,u,},G, ={u;},G; ={u,,us},G, ={ug}
This means signers can generate a parallel signature in
each subgroup, where every subgroup signing is
sequential. Thus, the converted signing order is as shown
in figure 2.

Uy, Uy "5

A 4

A 4

U }

Figure 2 Converted series-parallel signing order

Uy, Us

4.2 XML data decomposition (XDD)

XML data has a simple data model based on trees. DOM
is a standard interface (API) that defines how XML data
are to be accessed. DOM is naturally a tree-like
representation; as such, it admits a bottom-up hashing
procedure. The full details of DOM-HASH are available
in [40]. For our integrity verification purpose, the
important properties of DOM-HASH are as follows.

If the root hash of an XML document X p is known to a

signer U;, it is possible to provide evidence toU, that any

subtree St;, of the XML data occurs under X 5 without
revealing all of X p and online verification. First, note that
U; can DOM-HASH the subtree St; to get the root hash of
St; . Now U, can be given just the hash value of the
siblings of St; and the sibling of all its parents, and U; can
recompute the root hash of X p - Since the hash function is
assumed to be one-way, signer U; can be reasonably sure
that the hash values could not have been forged, and that
St; really did occur in X ;. The same process can be used

to prove that one subtree SI; occurred under another

subtree S'[j within the same XML data, using the hash
values along the XPath from St; to St i without revealing

any other subtree under St ; .

It is given an XML data X, a DTD conforming to the

XML data, and a pool 7 with a finite number of entries, for
each possible Xpath in DTD. Thus, the integrity checking
pool can be defined as follows.

Definition 1 XML data integrity checking pool7, Tis a

tuple as (P, N(P),c(p),N(c(p))). here
e P is the possible XPath in the DTD.

e h(p)is the digest value of each P , and his a secure
one-way hash function.
e C(p)denotes the content according to XPath p ,

e h(c(p))is the digest value of C(P).

The process for XML data integrity checking pool T
generation is as follows.

1. Generate a possible Xpath Vp, e p,i € N inthe
DTD, and related digest value (P, ) .Insert p; ,

P, related content C( P, ), and (P, ) into pool 7
2. Build DOM-HASH associates a secure hash
value h(C(p;)) with each p;, and letm, = h(c(p,)).
3. There could be many sub-trees St;,i € N associated
with each P, in the Xpath table 7 . These are digested

together using the concatenation hash
function, M, = h(st, || st, || ...]|| st,) to give a digest

value each entry ;.
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For integrity verification, there is the pool 7 with Xpath
entries [0; , an integrity verification request ( from a

signer.
1. Match Q against each entry in 7 .

2. Ifg matches the entry, retrieve the hash value M,

related to the entry ], . If there is no corresponding

entry matched to , reject, otherwise, go to step 3.

3. Build digest value mi' with step 3, check
?
that m; =m; . If not reject, otherwise, accept. After

accepting, if signer does not believe in this result, the
verification process can be extended to parent
verification as shown in step 4.

Assume q' is the Xpath of (] parent, let( = q' , g0 to step

1. Finally, signer can generate the hash value of the whole
?

XML data X5, check that mi' #mi . If it is not equal,

reject, otherwise accept. This is a convincing result,
because the integrity of whole XML data has been
checked.

4.3 XML multisignature scheme

The system has the following roles: a group of signers, a
system authority (SA), an XDD, and a signature collector
(SC). The services provided by SA are to initialize system
parameters, and to generate the secret keys and public
keys for the group and the signer. The services provided
by XDD are to decompose the XML data to be signed into
a set of sub-data. The services provided by SC are to
collect and verify the personal signatures generated by the
signers, and to construct a multisignature for the XML
data from these verified personal signature. For simplicity,
it is assumed that all signers trust SA and SC. The
proposed scheme operates through the following three
stages: the secret key/public key generation stage, the
multisignature generation stage, and the multisignature
verification stage.
1. Common parameters

The common parameters are similar to those defined in

[41] for DSA standard to which the group dimension

has been added. Assuming a group of N signers, where

S, is the group manager GM , the following

parameters are defined:
. P, q : Two large prime numbers such that

g | (p—1) as defined in digital signature
algorithm [41].

o 0 : Generator of the cyclic group of

order (| in Z ; (selects an element h € Z ; and

computes § = h®™"'9 mod psuch thatg # 1).

. Xy Xy,..., X, :Group members’ private keys.

. Vi Yss--.5 Y, - Group members’ public keys
such that Y, = g mod p is computed.

e  SA generates a secret key/public key pair
(X;,Y;) for each subgroup G, , where

X = in mod( (2)

uji€Gy
Yi=]]y;modp@)
u;eGy
e h(.): A cryptographic strong hash function (one-

way function) such as SHA-1, SHA-2.
2. Signature generation and verification

The procedure for generating a multisignature of X p for

G is described as follows.

Step 1: XDD sends {z,X,T;} to U; , and

TJ = {pls p23"'5 pj}

Step 2: Every U; € G extracts Xé from X  using T i
and then checks the integrity of X[j) by 7 and
the integrity verification process.

Step 3: If integrity of XS is successfully verified, each

u; €Gy, j,k €[l,N] randomly selects an
integer Z; € Zq , computes
rr=g" modp, @)
and sends {T ior j} to other participant signers in
the same subgroup and SC.
Step 4: After receiving {T,r;}, U;(i # j)and SC can
compute R, = p i

i =T mod p (5)
Step 5: Each U; € Gy, ],k €[1,N] computes both

R, = HRJ. mod p (6),

u;jeGy
$; = (zh(T; R +x;h(h(z) || R,))mod g (7).
and sends {S;} to SC. (r;,S;) is the personal

signature of X, by signer U .
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Step  6:  To  verify (r;,s;) for every
u; €Gy, j,k €[1,N], SC computes R, by Eq.
(6) and checks whether or not the following
equation holds.

h(TjlIrpR 5j h(h()IR
rj illfi )R :(g J)(yj( @l k))modp ®)
Step 7: If all personal signatures generated in the previous
steps are successfully verified, then SC computes

S, = Y.s;modq (9)

u;eGy
and publishes (R, ,S,) as the multisignature of
X by subgroup G, .

Signature verification for subgroup:
For verifying the subgroup multisignature (R, ,S, ), the
verifier checks the following equality:

Re* =(g>)(Y """ )(mod p) (10)
If Eq. (10) holds, then
multisignature (R, , S, ) is successfully verified.

subgroup

The signature of the whole group (this signature is used to
ensure signing order):
Step 1: SC verifies each subgroup multisignature

(Ry,Sy), if any of them are invalid, then reject,

otherwise, go to step 2.
Step 2: SC computes S =h(S, [|S,|...|ISy)

here S;,i €[1.K]is each subgroup signature.
Step 3: The signature for subgroup G1 :
o, = g mod p (11)
pr =S X, — ok modq(12),
and sends (07, p, ) to next subgroup.

Step 4: For subgroup Gi , first verifying the signature by
G

i-1

i-1 i1
97 [Io7 =Y. modp (13)
j=1

i=1

through

If this generates a failed verification, then reject the
signature fromGF1 , otherwise, compute

o, =g mod p, (14)

Pi = Piy + S X; —oik;modq (15)
Then (o, p;) is the final multisignature for group
SG.

Step 5: Verification for final multisignature:

g” ﬁaf" = ﬁYiSG mod p(16)

j=1 j=1
4.3 Correctness proofs

Since proposed scheme for subgroup signature is based on
Lu’s scheme. Thus, correctness of the single signature and
subgroup signature is as their scheme. Here, this paper just
provides the proofs of sequential signature for subgroup.

Theorem 1 If equation (13) is true, then the subgroup

signature (07, 0;) is valid
Proofs: From (15), for 3(i),

Zajkj + 0 :Z:O'jkj + 0, + S, X; —rk;modq

=l =l
i1

= Zo-jkj + 0, +Se(X; + X))~ 0,k modg
i1

= > S X, modq
j=1
ZI:SGYJ mod g

= g i=l
=] (@)% mod p
j=1

i
Z:<;-ka+,oJ mod g

Then, g mod p

i
=T (¥ modp
j=1
Thus, the Eq. (13) is correct.

Theorem 2 If equation (16) is true, then the final signature
for group is valid.

Proofs: Because Eq. (16) is a special expression from Eq.
(13), fori = K, then Eq. (13) is equal to Eq. (16). Thus,
the Eq. (16) is correct, and the sequential signature for
group is valid.

4.4 Security analysis

The security of the proposed scheme is based on the
following well-known cryptographic problems, which are
also frequently used as the basics for analyzing the
security strength of the contemporary crypto-schemes or
algorithms. The security of the proposed scheme is as
secure as Wu’s scheme which is based on the discrete
logarithm and one-way hash function problems. Note that
there are two particular issues that need to be addressed.
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The security problem related to presented scheme is as
follows:

o Issue 1: Forging an integrity verification table 7
Assume (given an XML data and a conforming DTD)
that the decomposition process is executed correctly.
Now the signer will always reject an incorrect answer
and accept a correct one, unless a collision in the hash
function used in decomposition process.

Analysis of issue 1: Assume here that the signer uses
the DTD to compute the precise set of table entries
which matches his XML data to be signed. The
argument that the signer will accept correct XML data
is straightforward, based on the fact that he simply
repeats the computation done by the decomposition
process and results in the same digest value. Now we
argue that the signer will reject any incorrect XML
data to be signed. It is sufficient to establish that the
signer will not accept the wrong set of subtrees from
any table entry. If an adversary sends an incorrect
subtree, then the corresponding DOM-HASH will be
different from that used in the process of computing
the digest for that table entry. So the adversary has to
have found a second pre-image that hashes to the same
value in some steps in the process of computing the
digest for an entry; alternatively the adversary has to
have found a hash collision in some steps of the
process of computing the digest for the entire table. In
either case, the publisher has to engineer collisions in
the hash functions that produce a specific output. For a

secure one-way hash function h, given y = h(X) , it

is computationally unfeasible to find X; # X, , such

thath(X,) = h(Xx,)

e Issue 2: Forging a multi-signature
The signature generated by the last subgroup is the

multisignature (S5, 05, p;) , the verification equation is

Eq. (16). The security of Eq. (16) is expressed by theorem
3.
Theorem 3 It is a DLP problem to

calculate p; through (Sg,0;) , or to calculate O,
through (S, p;) in Eq. (16).

Proofs: From Eq. (16), it is easy to understand that it is a
DLP problem to calculate p; via(Sg,0,) .

Given (Sg,0;) , then " and ﬂYjSG are constants.
j=1

LetC, =g”,C, =ﬁYjSG , then Eq. (16) can be
j=1

c°C, =C;J mod p

(6C;")? =C;'mod p (17)

We can getC, =C, ', andC, =C,' inGF(p). Then

Eq. (17) can be written as:

(cC,)” =C, mod p , thus,

(GC4)0C4 = (Cs)C4 mod p (18),

Assume oC, = X, and(C3)C4 = C, then Eq. (18) can

be written as:

X* =Cmodp (19)

Thus, given (Sg, p;) to calculate &

rewritten  as: , then has

i 1s equal to get
X from Eq. (19). It is easy to identify it is a DLP problem
to get X from Eq. (19).

5 Performance evaluation

5.1 Evaluation environment

All the testing was performed on a PC with a 2.39 GHz
Pentium (R) 4 processor, 0.99GB of RAM, and the MS
Windows XP operating system. The algorithms have been
coded in C#.net. The evaluation has taken into account
two parameters: the number of signers, and the number of
bits used to generate the common parameters.

5.2 Evaluation results

Figures 3 and 4 show the execution time overhead
corresponding to the signing process, while figures 5 and
6 show the execution time overhead corresponding to the
verifying process.

Figure 3 and 4 show that the superiority of the scheme
presented in this paper and Lu’s scheme over RDSA
increasing with the signers size. Although all signers
should sign specific XML data, the scheme in this paper
and scheme by Lu have almost 50% higher efficiency. The
major reason for this result is that these two schemes only
sign the rules, instead of the XML data itself. Compared to
sign XML data itself, the rules are significantly smaller.
This will decrease the time taken to generate the digital
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value. Compared to Lu’s scheme, the two have almost the
same efficiency, however, the scheme presented has more
functionality and is more practicable in applications.

Signing Time Overhead (160 bits)
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Figure 3 Execution time comparison (160 bits signing)
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Figure 4 Execution time comparison (256 bits signing)

Figure 5 and 6 show the superiority of scheme presented
in this paper and scheme presented by Lu over RDSA in
terms of execution times. The figures show that increasing
the size group has less impact on schemes both in this
paper and by Lu. When a signature is verified, RDSA
should check each signature generated by signers, and this
leads to a line of increasing verification time. But the
schemes presented both in this paper and by Lu only need
to verify the signature generated by SC, thus, the
verification time almost is a constant of about 1.2 seconds.

Verification Time Overhead (160 bits)
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Figure 5 Execution time comparison (160 bits verification)
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Figure 6 Execution time comparison (256 bits verification)

6 Discussion & Analysis

6.1 Efficiency analysis

The performance of the proposed scheme depends on the
requirement of time complexity (measured by the
multisignature generation stage and the multisignature

verification stage, respectively). Let T, ,T,, and T be the
time required to perform a modular multiplication, a
modular exponential, and the one-way hash function h:

respectively.  The following symbols are used for
evaluating the performance of the proposed scheme: Nis

the number of signers in G ; K is the number of divided
subgroup for G ; and i is the signer’s number in
subgroup G, .

The time complexities for generating and verifying a
personal signature (I, S; ) are identical to Lu’s scheme; the



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.2, February 2009 245

time complexities of both stages

are O((n+2)T,, +2T, +3T,) and
O, +3T,+2T,)

complexities for generating and verifying a subgroup
signature are different from the signers in the subgroup,

both stages are O((I—1)T,, +iT, +(i+2)T,) and
O(T,, +3T, + 2T,)) ; respectively. The worst situation is

respectively.  The  time

where all the signers are in the same group, that isi = n.
The time complexities for construct multisignature from
subgroup are

O(k+2)T,, +3T, +T,)andO(T,, +3T, +T,).

The time complexities for integrity verification table 7
consist of the following two factors: the node size and the
depth size. In ak —ary tree with a depth of M, in the
worst situation, then number of nodes that could be hashed

u k™ -1
is N =ka71 = o1 and the number of hash

x=1

m k+1 m
required\W = Z xk* ! = mk™ —(m+Dk™ +1 )
x=1 (k - 1)2

The time complexity of an iterative hash function h can be

described as a function of its input size I by the

I
function, T (I) = ¢, ([BJ +1)+c,, where Dis constant

[42]. If Vis a vertex of XML data X, indeg(V)
denotes the depth of vertex V, that is the number of
predecessors of V in XD. LetS be a subtree of X o- The
two components of the integrity cost for S are defined as
follows. The node size S, of S is the number of its
vertices. The depth size S, of S is the sum of the depth
of its vertices, that is Sy = ZVES indeg(V). Then, the
rehashing overhead is given by a linear combination of the
node size and the depth size of S , that
is c|v]+c )  indeg(V)=cS,+CS, ., where

both C and C are constants. The verification time is a
quantity of the formC | V | +C’ ZVES indeg(v).

6.2 Compatibility with XML Signature Specification

The “XML signature Syntax and Processing”
recommendation is an internet standard which defines a
syntax and processing model of a special format for digital
signatures. XML signature based on XML technology was

standardized in February, 2002, through the efforts of
W3C and IETF [15]. Standardized contents describe clear
statement of the regulations on XML signature to
maximize the security and the extent of the standardized
contents, integrity, message and user authentication and
non-repudiation. These signatures are represented in an
XML format and can sign arbitrary resources, including
XML and parts thereof.

The structure and processing of XML signatures
introduces some interesting concepts which will be
explained briefly. The primary elements of XML
signatures are digital signature information and digest
value information (The presentation of XML schema is as
shown in figure 7). Signature elements consist of
“SignedInfo” with digital signature information,
“SignatureValue” with actual digital signature value and
“KeyInfo” with digital signature key information. In
particular, “SignedInfo” describes how signature
information is standardized, the algorithm for the signature
and the subordinate algorithm. “Reference” consists
“DigestMethod”, the algorithm summarizing signature
data, and the element “DigestValue” showing the result.
“KeyInfo” described in XML security is used to illustrate
key information in XML digital signature.

<Signature>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
<Reference>
<DigestMethod/>
<DigestValue/>
</Reference>
</SignedInfo>
<SignatureValue>
<KeyInfo>
<Signature>

Figure 7 XML digital signature elements

As described in our proposed scheme, each signer
U; € G extracts rules P; from the set of rules T delegated
to him. Therefore, we can use “Transforms” elements to

describe P; ’s content need to be signed. Other

information can also be defined in an XML Signature. For
example, the hashing function N can be described in the
“DigestMethod” element and the signature value can be
written into the “SignatureValue”. Therefore, the proposed
XML multisignature scheme is compatible with the XML
Signature standard.
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7 Conclusion & future work

XML data authentication is a major research area related
to XML security, and it has a wide range of applications in
practice. This paper presents a series-parallel XML
multisignature scheme. In the scheme presented, the signer
group is divided into series or parallel subgroups. The
scheme uses XPath expression to transform XML data,
and generates an XML data integrity checking pool to
provide integrity checking for decomposed XML data.
Through testing, the scheme is compatible with XML
signature specification. The performance evaluation shows
that the scheme presented has a higher efficiency than
repeated DSA or RSA. The new scheme can be used
directly in many applications, for example, in e-business
for a joint signature of a contract between two or more
organizations, or in e-government to sign an electronic
document with different department under different roles.
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