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Abstract 
XML signature technology is the major approach for 
ensuring XML data authentication. An XML signature 
should satisfy multiple data authentication requirements 
for XML data which pass a hierarchical network of 
responsibilities. Through investigation, existing XML 
multisignature schemes can not satisfy this requirement. 
This paper presents a series-parallel XML multisignature 
scheme based on Lu’s XML multisignature scheme. In the 
scheme presented, signers are divided into series or 
parallel subgroups according to their relationship, making 
the multisignature process closer to a natural signature-
generation process. The scheme builds an XML data 
integrity-checking pool to provide integrity-checking for 
decomposed XML data. With this integrity-checking pool, 
signers can check integrity without the cooperation of 
others checkers. Testing shows that the scheme presented 
has a higher efficiency than repeated DSA or RSA, and 
satisfies application requirements in practice. 
 
Key words: 
XML security, XML data authentication, XML 
multisignature, DSA, RSA 

1. Introduction 

The wide spread of XML applications has presented 
significant need for XML security. XML data 
authentication is major research area related to XML 
security [1]. General applications of data integrity could 
exist in many domains, including e-government, e-
commerce, e-financial services, e-business, e-banking, e-
healthcare, mobile communications and heterogeneous 
networks [2-13]. For example, a user contacting a mirror 
site would need to cryptographically validate the 
information as genuine, that is, as being the same 
information as if the response had come directly from the 
source [13]. Another example has been given by Karl. The 
MIS department of a company would like to renovate its 
computer room so as to meet the contemporary hardware 
requirements. The department needs approval from the 
Financial Controller and the Estate Department. This 
requirement first has to be approved by the Financial 

Controller, and the subsequent approval from the Estate 
Office will depend on the approval signature of the 
Financial Controller [2]. 
 
Generally, documents pass a hierarchical network of 
responsibilities (e.g. employees, supervisors) with 
different roles and access rights. Previous data formats for 
digital signatures concentrated on signing the entire 
document, and the XML signature standard is infeasible to 
make complex workflows secure on a document with 
multiple signatures. Under this situation, it is necessary to 
build an XML multi-signature scheme compatible with a 
natural signing process. 
 
Two XML multisignature schemes have been proposed. 
The first is based on repeat DSA or RSA scheme. This 
approach is deployed by W3C in the XML signature 
specification [14, 15]. It has the drawbacks that the size of 
a multisignature grows with the increasing of the number 
of signers and the time for verifying the multisignature is 
equal to the total time for verifying all personal signature 
individually. 
 
The second approach is based on a discrete logarithm 
problem, presented by Lu in 2004. In this scheme, Lu first 
presented signing rules instead of the message itself. In 
Lu’s scheme, a path expression in XPath is used to 
transform an XML document into subdocument [16]. For 
example, let M be the XML data to be cooperatively 
signed by the signers. XML data M can be divided into 
set of subdocuments },,,{ 21 mwww K  by using XPath 
expression, and then signers only need to sign the XPath 
instead of message itself. This scheme decreased the 
communication overhead, although it has three major 
disadvantages. Firstly, by division, 

},,,{ 21 mwwwM K= , the integrity checking for each 
subdocument depends on the formula 

)||||||()( 21 mwwwhMh K= . This means the 
document must be delegated entirely, otherwise the 
integrity checking will be invalid. For example, a 
document consists of five parts, and the signers only need 
to sign three of them. The other two parts have not been 
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delegated, thus the integrity check will be failed. Secondly, 
the subdocument integrity check needs the signers to 
check cooperatively online. When the group of signers is 
small, this is possible, but it is impractical when the group 
of signers is very large. Thirdly, the scheme only provides 
broadcast (parallel) signature-generation scenarios. It can 
not satisfy the natural signing process under a dependent 
multisignature situation. For example, the company policy 
is set up in a way that the sequence of approval is 
important and has to be respected: before launching a 
project, the financial department has to approve the project. 
Lu’s scheme can not deal with the problem under this 
application scenario.  
 
Motivated by the problem above, this paper presents a 
series-parallel XML multisignature scheme. In this scheme, 
signers are divided into series or parallel subgroups and 
the members in the signer group can be flexibly managed. 
The signing order is generated before the signature 
without a relationship to multisignature scheme.  This 
scheme uses XPath expression to transform XML data, 
and generates an XML data integrity-checking pool to 
provide integrity-checking for decomposed XML data. 
With an integrity checking pool, a signer can check 
integrity without cooperation from other signers. XML 
data does not need to be delegated entirely, and signers 
can complete integrity verification off-line. The series-
parallel XML multisignature scheme presented is a mixed-
signing order including both series and parallel. If there is 
a single signer, the scheme is compatible with single XML 
signature. When each subgroup has a single signer, the 
scheme is compatible with a series multisignature scheme. 
When all signers in the same subgroup, the scheme is 
compatible with a broadcast multisignature scheme. Thus, 
the scheme presented is closer to a natural application 
process in practice. Testing shows that the scheme 
presented has a higher efficiency than repeated DSA or 
RSA. 

1.1 Contribution 

The major contribution of the paper presented is an XML 
multisignature scheme considering a natural signing 
process, making signing rules more practicable. The detail 
is as follows. 
• The paper presents a series-parallel XML 

multisignature scheme according to a natural signing 
process. This scheme is compatible with single XML 
signatures, sequential and broadcast multisignature 
schemes. 

• The paper presents an XML data integrity-checking 
pool to provide integrity-checking for decomposed 
XML data. Only this approach makes signing rules 
practicable. 

1.2 Structure of the paper 

The remainder of this paper is organized in sections. 
Section 2 describes the related work of multisignature 
scheme and section 3 introduces theory guidance of this 
research and review of Lu’s XML multisignature scheme. 
Section 4 describes series-parallel XML multisignature 
scheme, and section 5 presents the experimental results. 
Section 6 discusses and analyzes efficiency of the scheme 
presented, and section 7 concludes the paper. 

2 Related works 

This section introduces the existing multisignature 
schemes of native approach: extended DSA, RSA, or 
ElGamal schemes, signing sequence, broadcast signing 
architecture, distinguished signing authorities, order 
specify, and XML multisignature schemes. 
 
A native approach, widely used to construct a 
multisignature for a document, is to repeat the scheme of 
DSA, RSA, or ElGamal. Such an approach has the 
drawbacks that the size of a multisignature grows with the 
increasing of the number of signers and the time for 
verifying the multisignature is equal to the total time for 
verifying all personal signature individually. 
 
In order to overcome the drawbacks mentioned above, 
Italura and Nakamura first proposed a multisignature 
scheme based on the extended RSA scheme [17]. In this 
scheme, the size of a multisignature is independent of the 
number of signers. However, the signers should follow the 
predefined signing sequence to sign the document, and 
verify the signature with the knowledge of signing 
sequence. Similar schemes also can be found in [18, 19, 
20, 21], which are based on extended RSA, DSA, or 
ElGamal schemes with sequential multisignature. 
 
Later, based on a modified ElGamal digital signature 
scheme, Harn proposed the first multisignature scheme in 
which the signature-generation and verification does not 
have to be restricted to the signing sequence [22, 23]. This 
scheme is known as multisignature scheme based on 
broadcast architecture, similar to that found in [24, 25]. 
However, in the schemes mentioned above, all signers 
sign the same message, and Harn called these schemes 
multisignature schemes with undistinguished signing 
authorities. In other words, all signers hold the same 
responsibility for signing the document. In fact, some 
applications need to use multisignatures with distinguished 
signing authorities. For example, a company releases a 
document that may involve the financial department and 



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.2, February 2009 
 

 

238

engineering department signing a particular section of the 
document.  
 
Harn first presented a multisignature scheme with 
distinguished signing authorities in 1999 [26]. In this 
scheme, signers can only sign the message for which he or 
she is responsible. However, Li discovered an efficient 
insider attack on Harn multisignature scheme with 
distinguished signing authorities in 2000 [27]. Wu 
presented a delegated multisignature scheme with 
document decomposition in 2001 [28]. Wu’s scheme is 
more efficient in multisignature-generation and 
verification. However, Wu’s balanced strategy to delegate 
subdocuments to qualified signers is problematic, because 
each signer should sign the portions of the document that 
they are responsible for rather than the portions of the 
documents based on some balanced strategy. Mitomi 
proposed a general model for multisignature with message 
flexibility in 2000 [29]. Yamamoto improved Mitomi’s 
scheme in 2007 [30]. Wu proposed an ID-based 
multisignature scheme with distinguished signing 
authorities for sequential and broadcasting architectures in 
2002 [31]. Huang presented multisignatures with 
distinguished signing authorities for sequential and 
broadcasting architectures in 2005 [32]. Although these 
models considered message flexibility, they have not 
considered the signing order in a natural way. 
 
To date, signing order specified multisignature schemes 
are Doi’s model in 2000, Tada’s model in 2002, 
Burmester’s model in 2004, Wang’s model in 2005, and 
Yang’s model in 2006 [33, 34, 35, 36, 37]. There are two 
different major approaches to dealing with this directed 
series-parallel signing graph. Tada and Yang adopt a 
series-parallel group defined by [34, 37], which are 
directed graphs with some characteristic properties. 
Another approach presented by Burmester, who also 
represents the group of signers by a graph, and then 
decomposes the graph to a tree [35]. There are two 
obvious disadvantages in these schemes. Firstly, the 
scheme makes the signer order as a signature parameter, 
increasing the complexity of multisignature algorithm. 
Secondly, each signer needs to verify the signing order 
before signing, and update the signing graph or 
decomposition tree after signing. These disadvantages will 
lead to inflexibility in adding or deleting signer group 
members. 
 
As for the XML multisignature scheme, two schemes have 
been presented. The first is based on a repeat DSA or RSA 
scheme. This approach is deployed by W3C in XML 
signature specification [15]. This method has the 
drawback as mentioned in the native approach for a 
multisignature scheme. Based on Wu’s delegated 

multisignature scheme, Lu presented XML multisignature 
in 2004 [16]. In this scheme, he first presented signing 
rules instead of the message itself. But the integrity check 
approach will lead to failed integrity verification for 
decomposed XML data. Furthermore, it is only satisfies 
the broadcast multisignature application scenario. 

3 Theory guidance 

3.1 Types of data authentication mechanisms 

There are two mechanisms to ensure data authentication as 
follows: 
• Message authentication code 

MAC, a cryptographic check value, is used to 
provide data origin authentication and data integrity 
[38]. Both data integrity and data origin 
authentication can only be provided for the receiving 
entity. A third party cannot verify these properties, as 
both sender and receiver are capable to create the 
MAC (or HMAC). 

• Digital signature 
Data is appended, or a cryptographic transformation 
of a data unit allows a recipient of the data unit to 
prove the source and integrity of the data unit and 
protect against forgery, e.g. by the recipient [39]. 
More specifically the use of asymmetric encryption 
provides a means to assure the authentication, also 
known as non-repudiation. 

 
In this paper, data authentication is ensured by using 
digital signature. The reasons for adopting digital 
signature as the data authentication method are used to 
support requirements for non-repudiation. This is because 
access to the private key is usually restricted to the owner 
of the key, which makes it easier to verify proof of 
ownership. This is the reason for adopting digital signature 
as data authentication mechanism in this paper. 

3.2 Review of Lu’s scheme 

The scheme in this paper is based on Lu’s XML 
multisignature scheme. This subsection briefly introduces 
Lu’s scheme. In Lu’s scheme, there are four components: 
a group of signer G , a system authority (SA), document 
decomposition (DD), and a signature collector (SC). DD 
decompose a document M into a set of 
subdocuments },,,{ 21 mwww K=Γ by using a set of 

rules },,,{ 21 mtttT K= . Via XPath expression it one 

can easily obtain a subdocument iM . The procedure for 

generating a multi-signature of M for G is as follows. 
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Step 1: DD sends },),({ jj TMMh
 
and )(),({ MhTh  to 

ju
 
and   SC, respectively. 

Step 2: All Gu j ∈ extracts iw  from jM delegated to 

them and then cooperatively checks the integrity 
of M by verifying  

)||||||()( 21 mwwwhMh K=  where “||” is 
the concatenation symbol. 

Step3: Every Gu j ∈  extracts it  from jT , 

computes )(MCw
iti = , and verifies whether or 

not every newly computed iw  is identical to the 

received iw . If all iw are successfully verified, 

each ju randomly selects an integer qj Zz ∈ , 

computes both 
pr jz

j modα= , and 

prR jj rTh
jj mod)||(= , and sends jR to other 

participant signers and SC. 
Step 4: Each Gu j ∈  computes both 

∏
∈

=
Gu

k
k

pRR mod , and      (1) 

qRMhhxRrThzs jjjjj mod)))||(()||(( +=
 

and sends },,{ jjj srT to SC. ),( jj sr is the 

personal signature of M for ju . 

Step 5: SC checks the integrity ofT by extracting it  from 

the received jT  and verifying whether or not 

}||||()( 21 mttthTh K= holds. 

Step 6: To verify ),( jj sr  for every ju , SC computes 

R by Eq.1 and checks whether or not the 
following equation holds. 

))(mod)(( ))||(()||( pyr RMhh
j

sRrTh
j

jjj α= . 
Step 7: If all personal signatures generated in the previous 

steps are successfully verified, then SC computes 

∑
=

=
Gu

j
j

qsS mod  

and publishes ),( SR as the multi-signature of 
M for G . 

4 Series-parallel XML multisignature scheme 

4.1 Series-parallel signing group 

• Signing order graph 
In order to represent signing orders, among n signers, 
series-parallel graphs has been deployed, which are 
directed graphs. In this paper, we only deal with graphs 
with directed (labelled) edges. For an edge labelled i , the 
initial vertex of the edge is denoted by iI , and the terminal 

vertex is denoted by iT . Thus a directed graphϕ can be 
denoted as 

}),,,{)(};,,,{)(( 2121 mkd EEEEiiiLG KK == ϕϕ
, where each ji is a label of an edge included in the 

graphϕ , and where each jE is the vertices in the graph. 

The signers correspond to the vertices in the graphϕ . For 
example, figure 1 shows the signing order in a natural way. 

 
• The rules for series-parallel signing group 
Given signers group },,,{ 21 nuuuSG K= , it can be 
divided into several ordered subgroups according to the 
following rules. 
1. Given signer group SG , it can be defined 

as nGGGSG ∪∪∪= K21 , and 

φ=∩∩∩ nGGG K21 . The signing order is 

nGGG ,,, 21 K . 

2. For ki Gu ∈∃ )( , mj Gu ∈∃ )( , if mk = , then 

kji Guu ∈, (= mG ), and ji uu , can sign parallel. In 
other words, the signers which are in the same 
subgroup can sign in parallel. 

3. For ki Gu ∈∃ )( , mj Gu ∈∃ )( , if mk < , then 

ji uu , should sign sequentially, and iu should sign 

before ju . 

●

●

●

● ●
●

1u

2u 3u

4u

5u
6u

Figure 1 Signing order graph 
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4. For ki Gu ∈∃ )( , mj Gu ∈∃ )( , if mk > , then 

ji uu , should sign sequentially, and ju should sign 

before iu . 
5.  Only the groups obtained by the rules (1), (2), (3), and 

(4) are series-parallel signing groups. 
 

• Sign order graph conversion to series-parallel 
signing group 

The following algorithm describes how to covert a sign 
order graph to a series-parallel signing group. 
Assume nGGGG ,,, 21 K= and let )1( nkGk K== φ . 

Step 1: Get labelled edge ϕ∈i . The initial vertex is iI , 

and the terminal vertex is iT . 

Step 2: If )(GIi ∃∉ , then let 1GIi ∈ . If )(GTi ∃∉ , 

then let 2GTi ∈ . 

Step 3: If )( ki GI ∃∈ , and )(GTi ∃∉ , then let 

1+∈ ki GT . Otherwise, assume )( mi GT ∈ . If 

km ≤ , then move iT from mG to 1+mG , 

until km > . 
Step 4: Go to step 1 until each edge inϕ has been handled. 
 
According to above algorithm, signing order graph figure 
1 can be converted to the following series-parallel signing 
group.  

}{},,{},{},,{ 6454332211 uGuuGuGuuG ====  
This means signers can generate a parallel signature in 
each subgroup, where every subgroup signing is 
sequential. Thus, the converted signing order is as shown 
in figure 2. 

4.2 XML data decomposition (XDD) 

XML data has a simple data model based on trees. DOM 
is a standard interface (API) that defines how XML data 
are to be accessed. DOM is naturally a tree-like 
representation; as such, it admits a bottom-up hashing 
procedure. The full details of DOM-HASH are available 
in [40]. For our integrity verification purpose, the 
important properties of DOM-HASH are as follows. 
 
If the root hash of an XML document DX  is known to a 

signer iu , it is possible to provide evidence to iu  that any 

subtree ist  of the XML data occurs under DX  without 

revealing all of DX and online verification. First, note that 

iu can DOM-HASH the subtree ist to get the root hash of 

ist . Now iu can be given just the hash value of the 

siblings of ist and the sibling of all its parents, and iu  can 

recompute the root hash of DX . Since the hash function is 

assumed to be one-way, signer iu  can be reasonably sure 
that the hash values could not have been forged, and that 

ist really did occur in DX . The same process can be used 

to prove that one subtree ist  occurred under another 

subtree jst within the same XML data, using the hash 

values along the XPath from ist to jst , without revealing 

any other subtree under jst .  

 
It is given an XML data DX , a DTD conforming to the 
XML data, and a poolτ with a finite number of entries, for 
each possible Xpath in DTD. Thus, the integrity checking 
pool can be defined as follows. 
 
Definition 1 XML data integrity checking poolτ , τ is a 
tuple as )))((),(),(,( pchpcphp , here 
• p is the possible XPath in the DTD. 
• )( ph is the digest value of each p , and h is a secure 

one-way hash function. 
• )( pc denotes the content according to XPath p , 
• ))(( pch is the digest value of )( pc . 
 
The process for XML data integrity checking pool τ  
generation is as follows. 
1. Generate a possible Xpath Nippi ∈∈∀ ,  in the 

DTD, and related digest value )( iph .Insert ip  , 

ip related content )( ipc , and )( iph into pool τ  
2. Build DOM-HASH associates a secure hash 

value ))(( ipch  with each ip , and let ))(( ii pchm = . 

3. There could be many sub-trees Nisti ∈,  associated 

with each ip in the Xpath tableτ . These are digested 
together using the concatenation hash 
function, )||||||( 21 ni stststhm K= to give a digest 

value each entry ip . 

},{ 21 uu }{ 3u },{ 54 uu }{ 6u

Figure 2 Converted series-parallel signing order 
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For integrity verification, there is the pool τ with Xpath 
entries ip , an integrity verification request q from a 
signer. 
1. Match q against each entry inτ . 

2. If q matches the entry, retrieve the hash value im  

related to the entry ip . If there is no corresponding 
entry matched to q , reject, otherwise, go to step 3. 

3. Build digest value '
im  with step 3, check 

that ii mm
?

' = . If not reject, otherwise, accept. After 
accepting, if signer does not believe in this result, the 
verification process can be extended to parent 
verification as shown in step 4. 

Assume 'q is the Xpath of q parent, let 'qq = , go to step 
1. Finally, signer can generate the hash value of the whole 

XML data DX , check that ii mm
?

' = . If it is not equal, 
reject, otherwise accept. This is a convincing result, 
because the integrity of whole XML data has been 
checked. 

4.3 XML multisignature scheme 

The system has the following roles: a group of signers, a 
system authority (SA), an XDD, and a signature collector 
(SC). The services provided by SA are to initialize system 
parameters, and to generate the secret keys and public 
keys for the group and the signer. The services provided 
by XDD are to decompose the XML data to be signed into 
a set of sub-data. The services provided by SC are to 
collect and verify the personal signatures generated by the 
signers, and to construct a multisignature for the XML 
data from these verified personal signature. For simplicity, 
it is assumed that all signers trust SA and SC. The 
proposed scheme operates through the following three 
stages: the secret key/public key generation stage, the 
multisignature generation stage, and the multisignature 
verification stage.  
1. Common parameters 

The common parameters are similar to those defined in 
[41] for DSA standard to which the group dimension 
has been added. Assuming a group of n signers, where 

1s is the group manager GM , the following 
parameters are defined: 
• :, qp Two large prime numbers such that 

)1(| −pq as defined in digital signature 
algorithm [41]. 

• :g Generator of the cyclic group of 

order q in *
pZ (selects an element *

pZh∈ and 

computes phg qp mod/)1( −= such that 1≠g ). 

• :,,, 21 nxxx K Group members’ private keys. 

• :,,, 21 nyyy K Group members’ public keys 

such that pgy ix
i mod= is computed. 

• SA generates a secret key/public key pair 
),( ii YX for each subgroup kG , where 

      ∑
∈

=
kji Gu

ji qxX mod  (2) 

       ∏
∈

=
kj Gu

ji pyY mod (3) 

• :(.)h A cryptographic strong hash function (one-
way function) such as SHA-1, SHA-2. 

2. Signature generation and verification 
The procedure for generating a multisignature of DX  for 
G   is described as follows. 
 Step 1: XDD sends },,{ jD TXτ to ju , and   

},,,{ 21 jj pppT K=  

 Step 2: Every Gu j ∈  extracts j
DX from DX using jT , 

and then checks the integrity of j
DX  byτ  and 

the integrity verification process. 
Step 3: If integrity of j

DX  is successfully verified, each 

],1[,, NkjGu kj ∈∈ randomly selects an 

integer qj Zz ∈ , computes 

pgr jz
i mod= , (4) 

and sends },{ jj rT  to other participant signers in 

the same subgroup and SC. 
Step 4: After receiving },{ jj rT , )( jiui ≠ and SC can 

compute prR jj rTh
jj mod)||(=  (5) 

Step 5: Each ],1[,, NkjGu kj ∈∈  computes both 

             
∏
∈

=
kj Gu

jk pRR mod (6), 

    
qRhhxRrThzs kjkijij mod))||)(()||(( τ+= (7),  

and sends }{ js to SC. ),( jj sr is the personal 

signature of DX  by signer ju . 
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Step 6: To verify ),( jj sr for every 

],1[,, NkjGu kj ∈∈ , SC computes kR by Eq. 
(6) and checks whether or not the following 
equation holds. 

             
pygr kjkjj Rhh

j
sRrTh

j mod))(( ))||(()||( τ=  (8) 
Step 7: If all personal signatures generated in the previous 

steps are successfully verified, then SC computes 

∑
∈

=
kj Gu

jk qsS mod  (9) 

and publishes ),( kk SR as the multisignature of 

DX  by subgroup kG . 
            
Signature verification for subgroup: 
For verifying the subgroup multisignature ),( kk SR , the 
verifier checks the following equality: 

))(mod)(( ))||(( pYgR kkk RhhSR
k

τ=  (10) 
If Eq. (10) holds, then subgroup 
multisignature ),( kk SR is successfully verified. 
 
The signature of the whole group (this signature is used to 
ensure signing order): 
Step 1: SC verifies each subgroup multisignature 

),( kk SR , if any of them are invalid, then reject, 
otherwise, go to step 2. 

Step 2: SC computes )||||||( 21 kG SSShS K= , 

here ]..1[, kiSi ∈ is each subgroup signature. 

Step 3: The signature for subgroup 1G : 

           pg k mod1
1 =σ  (11) 

          qkXSG mod1111 σρ −= (12), 

          and sends ),( 11 ρσ to next subgroup. 

Step 4: For subgroup iG , first verifying the signature by 

1−iG   through  

               
∏ ∏
−

=

−

=

=−

1

1

1

1

mod1

i

j

i

j

SG
ij pYg ji σρ σ  (13) 

If this generates a failed verification, then reject the 
signature from 1−iG , otherwise, compute 

pg ik
i mod=σ , (14) 

qkXS iiiGii mod1 σρρ −+= −  (15) 

Then ),( ii ρσ is the final multisignature for group 

SG . 
 Step 5: Verification for final multisignature: 

                ∏ ∏
= =

=
k

j

k

j

S
ij pYg Gji

1 1

modσρ σ (16) 

4.3 Correctness proofs 

Since proposed scheme for subgroup signature is based on 
Lu’s scheme. Thus, correctness of the single signature and 
subgroup signature is as their scheme. Here, this paper just 
provides the proofs of sequential signature for subgroup. 
Theorem 1 If equation (13) is true, then the subgroup 
signature ),( ii ρσ  is valid 

Proofs: From (15), for )(i∃ , 

qkrXSkk iiigi

i

j

i

j
jjijj mod1

1 1

−++=+ −
= =
∑ ∑ ρσρσ

 

∑
−

=
−−−− −+++=

1

1
1112 mod)(

i

j
iiiiGijj qkXXSk σρσ

 

∑
=

=
i

j
iG qXS

1

mod  

Then, pgg

i

j
jG

i

j
jjj qYSqk

mod11

modmod ∑
=

∑
==

+ρσ

 

pg
i

j

SX Gi mod)(
1
∏
=

=  

∏
=

=
i

j

S
i pY G

1

mod)(  

Thus, the Eq. (13) is correct. 
 
Theorem 2 If equation (16) is true, then the final signature 
for group is valid. 
Proofs: Because Eq. (16) is a special expression from Eq. 
(13), for ki = , then Eq. (13) is equal to Eq. (16). Thus, 
the Eq. (16) is correct, and the sequential signature for 
group is valid. 
 

4.4 Security analysis 

The security of the proposed scheme is based on the 
following well-known cryptographic problems, which are 
also frequently used as the basics for analyzing the 
security strength of the contemporary crypto-schemes or 
algorithms. The security of the proposed scheme is as 
secure as Wu’s scheme which is based on the discrete 
logarithm and one-way hash function problems. Note that 
there are two particular issues that need to be addressed. 
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The security problem related to presented scheme is as 
follows: 
 
• Issue 1: Forging an integrity verification tableτ  

Assume (given an XML data and a conforming DTD) 
that the decomposition process is executed correctly. 
Now the signer will always reject an incorrect answer 
and accept a correct one, unless a collision in the hash 
function used in decomposition process. 
 
Analysis of issue 1: Assume here that the signer uses 
the DTD to compute the precise set of table entries 
which matches his XML data to be signed. The 
argument that the signer will accept correct XML data 
is straightforward, based on the fact that he simply 
repeats the computation done by the decomposition 
process and results in the same digest value. Now we 
argue that the signer will reject any incorrect XML 
data to be signed. It is sufficient to establish that the 
signer will not accept the wrong set of subtrees from 
any table entry. If an adversary sends an incorrect 
subtree, then the corresponding DOM-HASH will be 
different from that used in the process of computing 
the digest for that table entry. So the adversary has to 
have found a second pre-image that hashes to the same 
value in some steps in the process of computing the 
digest for an entry; alternatively the adversary has to 
have found a hash collision in some steps of the 
process of computing the digest for the entire table. In 
either case, the publisher has to engineer collisions in 
the hash functions that produce a specific output. For a 
secure one-way hash function h , given )(xhy =  , it 

is computationally unfeasible to find 21 xx ≠ , such 

that )()( 21 xhxh =  
 

• Issue 2: Forging a multi-signature 
The signature generated by the last subgroup is the 
multisignature ),,( iiGS ρσ , the verification equation is 
Eq. (16). The security of Eq. (16) is expressed by theorem 
3. 
Theorem 3 It is a DLP problem to 
calculate iρ through ),( iGS σ , or to calculate iσ  

through ),( iGS ρ  in Eq. (16). 
Proofs: From Eq. (16), it is easy to understand that it is a 
DLP problem to calculate iρ via ),( iGS σ . 

Given ),( iGS ρ , then ig ρ
 and ∏

=

i

j

S
j

GY
1

are constants. 

Let igC ρ=1 , ∏
=

=
i

j

S
j

GYC
1

2 , then Eq. (16) can be 

rewritten as: pCC mod21
σσσ = , then has 

pCC mod)( 1
1

1
2

−− =σσ  (17) 

 We can get 1
13
−= CC , and 1

24
−= CC  in )( pGF . Then 

Eq. (17) can be written as: 
pCC mod)( 34 =σσ , thus, 

pCC CC mod)()( 44
34 =σσ   (18),  

Assume XC =4σ , and CC C =4)( 3 , then Eq. (18) can 
be written as: 

pCX X mod=  (19) 

Thus, given ),( iGS ρ  to calculate iσ  is equal to get 

X from Eq. (19). It is easy to identify it is a DLP problem 
to get X from Eq. (19). 
              

5 Performance evaluation 

5.1 Evaluation environment 

All the testing was performed on a PC with a 2.39 GHz 
Pentium (R) 4 processor, 0.99GB of RAM, and the MS 
Windows XP operating system. The algorithms have been 
coded in C#.net. The evaluation has taken into account 
two parameters: the number of signers, and the number of 
bits used to generate the common parameters. 
 

5.2 Evaluation results 

Figures 3 and 4 show the execution time overhead 
corresponding to the signing process, while figures 5 and 
6 show the execution time overhead corresponding to the 
verifying process. 
 
Figure 3 and 4 show that the superiority of the scheme 
presented in this paper and Lu’s scheme over RDSA 
increasing with the signers size. Although all signers 
should sign specific XML data, the scheme in this paper 
and scheme by Lu have almost 50% higher efficiency. The 
major reason for this result is that these two schemes only 
sign the rules, instead of the XML data itself. Compared to 
sign XML data itself, the rules are significantly smaller. 
This will decrease the time taken to generate the digital 
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value. Compared to Lu’s scheme, the two have almost the 
same efficiency, however, the scheme presented has more 
functionality and is more practicable in applications. 

 
Figure 5 and 6 show the superiority of scheme presented 
in this paper and scheme presented by Lu over RDSA in 
terms of execution times. The figures show that increasing 
the size group has less impact on schemes both in this 
paper and by Lu. When a signature is verified, RDSA 
should check each signature generated by signers, and this 
leads to a line of increasing verification time. But the 
schemes presented both in this paper and by Lu only need 
to verify the signature generated by SC, thus, the 
verification time almost is a constant of about 1.2 seconds. 
 

6 Discussion & Analysis 

6.1 Efficiency analysis 

The performance of the proposed scheme depends on the 
requirement of time complexity (measured by the 
multisignature generation stage and the multisignature 
verification stage, respectively). Let mT , eT , and hT be the 
time required to perform a modular multiplication, a 
modular exponential, and the one-way hash function h ; 
respectively.  The following symbols are used for 
evaluating the performance of the proposed scheme: n is 
the number of signers in G ; k is the number of divided 
subgroup for G ; and i is the signer’s number in 
subgroup kG . 
 
The time complexities for generating and verifying a 
personal signature ),( ii sr are identical to Lu’s scheme; the 

Figure 3 Execution time comparison (160 bits signing) 
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Figure 4 Execution time comparison (256 bits signing) 
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Figure 5 Execution time comparison (160 bits verification) 
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Figure 6 Execution time comparison (256 bits verification) 
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time complexities of both stages 
are )32)2(( hem TTTnO +++ and

)23( hem TTTO ++ ; respectively. The time 
complexities for generating and verifying a subgroup 
signature are different from the signers in the subgroup, 
both stages are ))2()1(( hem TiiTTiO +++−  and 

)23( hem TTTO ++ ; respectively. The worst situation is 
where all the signers are in the same group, that is ni = . 
The time complexities for construct multisignature from 
subgroup are 

)3)2(( hem TTTkO +++ and )3( hem TTTO ++ . 
 
The time complexities for integrity verification tableτ  
consist of the following two factors: the node size and the 
depth size. In a aryk − tree with a depth of m , in the 
worst situation, then number of nodes that could be hashed 

is
1
1

1

1

−
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x , and the number of hash 
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The time complexity of an iterative hash function h can be 

described as a function of its input size l  by the 

function, 21 )1()( c
D
lclT ++⎥⎦
⎥

⎢⎣
⎢= , where D is constant 

[42]. If v is a vertex of XML data DX , )deg(vin  
denotes the depth of vertex v , that is the number of 
predecessors of v  in DX . Let S  be a subtree of DX . The 
two components of the integrity cost for S are defined as 
follows. The node size nS  of S  is the number of its 

vertices. The depth size dS  of S  is the sum of the depth 

of its vertices, that is ∑ ∈
=

Svd vinS )deg( . Then, the 

rehashing overhead is given by a linear combination of the 
node size and the depth size of S , that 
is dnSv

SccSvincvc '' )deg(|| +=+ ∑ ∈
, where 

both c and 'c  are constants. The verification time is a 
quantity of the form ∑ ∈

+
Sv

vincvc )deg(|| ' . 

6.2 Compatibility with XML Signature Specification 

The “XML signature Syntax and Processing” 
recommendation is an internet standard which defines a 
syntax and processing model of a special format for digital 
signatures. XML signature based on XML technology was 

standardized in February, 2002, through the efforts of 
W3C and IETF [15]. Standardized contents describe clear 
statement of the regulations on XML signature to 
maximize the security and the extent of the standardized 
contents, integrity, message and user authentication and 
non-repudiation. These signatures are represented in an 
XML format and can sign arbitrary resources, including 
XML and parts thereof. 

The structure and processing of XML signatures 
introduces some interesting concepts which will be 
explained briefly. The primary elements of XML 
signatures are digital signature information and digest 
value information (The presentation of XML schema is as 
shown in figure 7). Signature elements consist of 
“SignedInfo” with digital signature information, 
“SignatureValue” with actual digital signature value and 
“KeyInfo” with digital signature key information. In 
particular, “SignedInfo” describes how signature 
information is standardized, the algorithm for the signature 
and the subordinate algorithm. “Reference” consists 
“DigestMethod”, the algorithm summarizing signature 
data, and the element “DigestValue” showing the result. 
“KeyInfo” described in XML security is used to illustrate 
key information in XML digital signature. 

 
As described in our proposed scheme, each signer 

Gui ∈ extracts rules ip from the set of rules T delegated 
to him. Therefore, we can use “Transforms” elements to 
describe ip ’s content need to be signed. Other 
information can also be defined in an XML Signature. For 
example, the hashing function h can be described in the 
“DigestMethod” element and the signature value can be 
written into the “SignatureValue”. Therefore, the proposed 
XML multisignature scheme is compatible with the XML 
Signature standard. 

<Signature> 
  <SignedInfo> 
     <CanonicalizationMethod/>
     <SignatureMethod/> 
     <Reference>   
       <DigestMethod/>  
       <DigestValue/> 
    </Reference> 
  </SignedInfo> 
  <SignatureValue> 
  <KeyInfo> 
<Signature> 

Figure 7 XML digital signature elements
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7 Conclusion & future work 

XML data authentication is a major research area related 
to XML security, and it has a wide range of applications in 
practice. This paper presents a series-parallel XML 
multisignature scheme. In the scheme presented, the signer 
group is divided into series or parallel subgroups. The 
scheme uses XPath expression to transform XML data, 
and generates an XML data integrity checking pool to 
provide integrity checking for decomposed XML data. 
Through testing, the scheme is compatible with XML 
signature specification. The performance evaluation shows 
that the scheme presented has a higher efficiency than 
repeated DSA or RSA. The new scheme can be used 
directly in many applications, for example, in e-business 
for a joint signature of a contract between two or more 
organizations, or in e-government to sign an electronic 
document with different department under different roles. 
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