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Summary 
Recently, there arose a necessity to distribute computing 
applications frequently across grids. Ever more these 
applications depend on services like data transfer or data 
portal services and submission of jobs. Owing to the fact 
that the distribution of services and resources in wide-area 
networks are heterogeneous, dynamic, and multi-domain, 
security is of vital significance in grid computing. 
Authorization and access control; the significant aspects of 
security, have attracted increased attention in grid 
computing. Role Based Access Control (RBAC) is an 
emerging access control mechanism in grid computing. 
RBAC was afforded in the Globus toolkit with the support 
of Community Authorization Service (CAS) and this CAS 
was employed by several researchers in providing access 
control. The major problem with the CAS is that the user 
credentials are revealed to the virtual organization (VO) 
thereby leaving them in jeopardy. Moreover, once the user 
credentials are hacked, both the user and VO resources 
become vulnerable. In this paper, we have proposed a 
novel architecture for Role Based Access Control in Grid 
computing where user credential and security are regarded 
as a prime concerns while sharing data and computational 
resources in a grid problem. The evaluation mechanism 
detailed in this paper is highly resistant for both the users 
as well as for the VO resources. In the proposed 
mechanism, the user credentials are not revealed to the 
VOs, thus protecting the users from hacking possibilities. 
Since the hacking possibilities of user credentials are 
reduced the proposed system also prevents VO resources 
being hacked by some adversary users of the organization. 
This makes our model more efficient when compared to 
other models. 
Key Words: Grid computing, Grid security, Authorization and 
Access Control, Role Based Access Control (RBAC), Community 
Authorization Server (CAS), Virtual Organization (VO), User 
credentials. 

1. Introduction 

 

 

Grid computing is considered as a budding technology of 
enormous potential in the industry as well as in academia 
[1]. Resource sharing with scalability and heterogeneity is 
facilitated by a grid environment [2], [3]. Security gains 
chief significance while distributing data and 
computational resources in a grid. Being a computing 
environment which facilitates resource sharing with 
scalability and heterogeneity, the security system in grids 
engrosses authentication and authorization [4], [5]. The 
problem of grid authentication has been under research for 
quite sometime now. The authorization based on the 
collective security policy from the resource provider and 
virtual organization (VO) and the authentication of the 
user are essential for security [6]. In grid computing, the 
concept of virtual organization can be put forward as a set 
of participants with various relationships that intend to 
perform a task by sharing resources. Data, computers, 
scientific instruments, software and more comprise the 
resources [2]. The highly dynamic availability of users and 
resources in VOs make it difficult to predict them. 
Moreover, it is necessary to define and enforce some sort 
of VO-wide access control, usage and related management 
policies [7]. 

The number of users and applications inside a majority of 
the grid environment and virtual organizations is on a 
steady rise. This has resulted in the requisite of scalable 
solution to administer authorized access. One of the vital 
components of security services is the access control [8]. 
The sensitive information and resources in information 
systems are shielded from illegitimate access using the 
access control that is broadly employed as a security 
mechanism. Only the privileged entities with a business 
requiring to access are permitted by the access control. 
Several models that have been recently presented in 
relation to access control which include Role Based 
Access Control (RBAC), Discretionary Access Control 
(DAC), Mandatory Access Control (MAC), Context Based 
Access Control, most recently the RBAC model [9]. The 
researchers were inspired to think of ways in which RBAC 
could be integrated into grid environment owing to its 
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evolution as a reliable standard for single enterprises. In 
comparison to other access control mechanisms, RBAC 
has several advantages. 

RBAC permits permissions to be handled in terms of user 
job roles, thus simplifying the access control 
administration and presenting better manageability in 
enterprise environments [10].  Any user, even the security 
administrator does not have the discretionary rights to 
allocate access rights. Rather than updating privileges for 
every user on an individual basis, barely the access 
privileges of the users essential to perform their duties or 
role and updates that can be done to roles are given to the 
users [11]. Database management systems, operating 
systems and middleware architectures extensively use 
RBAC to offer access control. Access rights (permissions) 
in RBAC are associated with roles and a set of roles in 
RBAC include the users as members. A user gains all the 
permissions of a role in the system, when it is a member of 
that role. Thus the permission to model the security 
infrastructure of that organization in proportion to its 
business use cases, to assign a role to a set of use cases and 
to assign users to the roles associated with the use cases 
they need to perform is granted to the organization [12], 
[13]. 

In case of grid computing, the Virtual Organizations (VOs) 
[2] proffer the coordination essential to make the 
geographically-diverse heterogeneous resources possessed 
by a multitude of institutions accessible to the members of 
the organization. The members of the virtual organization 
are the proprietors of these resources and the members 
desire to sustain a local control over their resources. This 
has necessitated the need for access control mechanisms in 
virtual organizations. A range of requirements for the grid 
security in VOs have resulted in the recognition of RBAC 
as a potential mechanism among the wide variety of access 
control mechanisms available in the literature. Users 
require globally defined names that are acknowledged at 
all sites they access. It is necessary for the user’s identity 
to pass securely and transparently amid sites while the jobs 
progress [4]. It must be possible for the users to access 
resources in a dynamic fashion devoid of any 
administrator intervention. These resources need to be 
synchronized appropriately and must interrelate securely 
with other services. Therefore it is essential for the 
resources to possess global identities and they need to be 
accessed without any local policy violation [15].  

RBAC displays apparent advantages over conventional 
discretionary and mandatory access control models in such 
environments since it facilitates the uniform representation 
of diverse security policies and guarantees that no security 
violations take place during inter-domain access [16]. 
Additionally, RBAC is renowned by its innate support for 
the Principle of Least Privilege [17]. A number of 

researchers have employed RBAC for offering controls in 
grid computing [13, 10, 15, 18-22]. The contemporary 
standard in effect for security in grid computing is the 
security component constituted in the Globus toolkit [14]. 
RBAC was afforded in the Globus toolkit with the support 
of Community Authorization Service (CAS). The CAS 
records user groups and their corresponding permissions 
on resources besides targeting access control for resources. 

Of late, the Community Authorization Service (CAS) 
offered by the Globus Toolkit was used to support the 
RBAC within the Open Grid Services Architecture-Data 
Access and Integration (OGSA-DAI) framework by Anil L. 
Pereira et al. [15]. In their approach, a proxy credential 
which is signed by user’s own credential is created by the 
user. The CAS server is offered with the proxy credential, 
which returns the CAS proxy credential, a novel credential 
in which the CAS policy assertions representing the user’s 
capabilities and restrictions in the form of extension are 
included. The resource provider is offered the CAS proxy 
credential. The validity of the proxy credential is 
established by the resource provider who then obtains the 
restrictions imposed by the CAS server by parsing the 
CAS policy assertions, based on which the resource 
provider will provide access. Owing to the fact that all 
CAS credential contains information that identifies the 
user, their method does not provide privacy protection for 
the users, even though they provide security in terms of 
access control. In addition, the adversary user will be able 
to effortlessly exploit the resources belonging to the 
provider by hacking the user’s credentials in that resource 
provider. 

In this paper, we have proposed a novel architecture for 
grid computing role based access controlled VOs sharing 
their resources where security is considered as an issue for 
both the organizations as well as the users of different 
organizations. The concept of securing and providing 
access to the shared resources for the authorized users as 
well as securing the user credentials so that it is not 
revealed to the VO is discussed in this paper. In our model, 
we have implemented an analysis based on evaluating the 
keys that are generated by the user, CAS and VO. The key 
that is generated by the user is changed for every access it 
requests to the VO. The keys for CAS as well as VO are 
generated and maintained periodically depending on the 
nature of the organization. This concept is implemented 
and checked successfully. 

The design flow of this paper is as follows: A brief review 
of the researches related to RBAC in grid computing is 
detailed in Section 2. The proposed architecture and the 
steps are given in Section 3. In Section 4 the proof for our 
implemented architecture is being discussed. The 
experimental results are provided in Section 5, and finally 
we conclude in Section 6.  
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2. Review Of Related Works 

Several prior works correlated with providing security in 
grid computing employing role based access control are 
the motivation behind or work. The following section 
provides a brief assessment of some of the works: 

A RBAC method for Grid database services in Open Grid 
Services Architecture-Data Access and Integration 
(OGSA-DAI) was projected by Anil L. Pereira et al. [15]. 
In case of OGSA-DAI, access control results in 
considerable administration overhead for resource 
providers in virtual organizations (VOs) since each of 
them have to deal with a role-map file comprising of 
authorization information for individual Grid users. In 
order to solve the aforesaid problem, they employed the 
Community Authorization Service (CAS) proffered by the 
Globus Toolkit to assist the RBAC within the OGSA-DAI 
framework. The access control technique presented 
enhanced the manageability for a huge number of users 
and condensed day-to-day administration tasks of the 
resource providers besides the fact that they uphold the 
ultimate authority over their resources. Assessment of the 
performance revealed that the method includes negligible 
overhead to the existing security infrastructure of OGSA-
DAI. 

Architecture for the integration of authentication and 
authorization schemes for constructing a secure Grid 
system was presented by Jongil Jeong et al. [18]. SAML 
(Security Assertion Markup Language) and XACML 
(eXtensible Access Control Markup Language) play 
significant solution roles in incorporating single sign-on 
and authorization in their method. However, they 
suggested SAML as a substitute to the existing standard 
that suggested by IBM and Microsoft. Therefore the 
architecture paved way for the possibility of implementing 
a variety of single sign-on technologies in building secure 
Grid computing. Furthermore, they as well suggested 
XACML that provides Grid computing with an efficient 
way to implement role-based access control. 

An advanced model for RBAC policies was presented by 
Benjamin Aziz et al [13]. They also defined a risk measure 
for the model, which conveys elements of the operational, 
combinatorial and conflict of interest risks existing in a 
particular policy example. The model comprises of risk-
reducing mechanisms analogous to practical mechanisms 
such as firewalls, stack checking, redundancy, and event 
tracking which are commonly employed to bring down 
risks in real systems. Besides, they as well described 
policy transformation operators that generate fresh policies 
that permit the behaviors of the old policy besides 
potentially decreasing the risk measure. 

The issues concerned with the design and rapid operation 
of large scale secure information sharing (SIS) systems for 
coordination involved with multiple agencies was explored 
by Ganesh Godavari et al [10]. Procedures and tools were 
built in order to swiftly set up the public key infrastructure 
(PKI) and privilege management infrastructure (PMI) for 
the multi-agency SIS systems. A multi-agency SIS testbed 
works on basis of the LDAP servers and web servers were 
created to discover the utilization of the attribute 
certificate, public key digital certificate, and role-based 
access control for safe access and efficient authorization. 
The key contribution of their work was the building of 
framework that employs PKI, RBAC, PMI, and web-
services for information sharing on basis of authentication, 
authorization, and access. 

Lorenzo Cirio et al [19] demonstrated the manner in which 
Semantic Web technologies can be employed to create an 
access control system. They pursued the RBAC approach 
and enhanced it with contextual attributes. The 
methodology provides for the dynamic association of roles 
with users. Classification of both users and resources and 
the verification of the consistency of the access control 
policies were carried out with the aid of a Description 
Logic (DL) reasoner. They reduced the restricted 
expressive power of the DL formalism by cleansing the 
output of the DL reasoner with SPARQL queries. 

The trust management and RBAC were combined by Chen 
Ying et al [20] to build a dynamic-role based access 
control framework. The framework was found to 
successfully improve the function of access control in grid 
environment, and provide appropriate punishing methods 
to vicious entities. Furthermore, it abridges the 
management, proffers probabilities to find trust relations 
amongst entities and enhances the scalability of the system. 

The resemblances between trust management and 
distributed access control systems were illustrated by 
Nathan Dimmock et al. [21] through a demonstration on 
how the OASIS access control system and its role-based 
policy language can be enhanced to arrive at  decisions on 
the basis of trust and risk assessment other than solely on 
the basis of credentials. They applied the model to the 
prototypical instance of a file storage and publication 
service for the Grid, and assessed it with the aid of the 
Prolog based OASIS implementation. 

An architectural framework for adaptation and 
implementation of RBAC for grid access control was 
proposed by Geethakumari et al [22]. The methodology 
comprises of solutions for allocation and revocation in a 
single domain grid enterprise. The conventional Role 
Based Access Control, despite being an effective access 
control standard, does not deal with the issue of resolving 
a local role into a global role. Hence, they as well provided 
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an architecture on basis of RBAC that is capable of 
establishing role equivalence among the domains by 
mapping a local domain role to its corresponding global 
role. The ultimate authorization decision was taken on 
basis of the mapped global role ranking and the resource 
access policies as well.  

3. Novel And Efficient Security Architecture 
For Role-Based Access Control In Virtual 
Organizations 

 
Recently, many researches are conducted on the basis of 
improving the security of shared resources between the 
organizations in a VO, but the security of the users is 
being left under a threat since the organizations in a VO 
are changing dynamically. For joining a VO an 
organization should possess the identity certificate for the 
corresponding VOs. Access to the VO resources is 
provided to the users of those organizations who possess 
the certificate provided by CA. In case of the models in 
existence, it is mandatory for the user to reveal the 
credentials while attempting to access the VO resources 
which increases the probability the credentials being 
hacked. When the organizations encompassed in a VO are 
dynamic in nature and VO in itself is created in a dynamic 
manner, there arises a threat for the credentials of the user 
being exploited illegally. It is possible for an adversary 
user who has already hacked the user credential to easily 
misuse the resources of VO with the known credential that 
is revealed to the VOs. As a consequence, such systems 
are devoid of ensured security. Thus it is illustrated that 
the application of the existing models leaves the security 
of both the user and VO resources under constant threat. 

In the proposed architecture we have attempted to access 
the resources with some keys and a token that are 
generated dynamically instead of signing in with its 
credentials for every access of the resources by the users. 
Since only request ids are passed to the VO there is no 
possibility of the user credentials being revealed to the VO. 
Also the model is designed in a way such that when a user 
tries to use the request id send by another user to access 
the resource, it is evaluated and rejected since the request 
id for each user is generated dynamically for every request. 
Thus the proposed architecture is simple and obviously 
more secure than previous approaches.  

 

Fig. 1. Flow diagram of the proposed architecture 

The concept of maintaining the user credentials as well as 
maintaining the organizational details in a role based grid 
computing VO organization is explained in this paper. The 
step by step flow of this process is as follows: 

Step 1: 
For every session or a particular period of time, CAS 
generates an arbitrary value kp  and its secret key sk  that 
is maintained by CAS to derive an intermediate key 

ik which is given by  
sk

ki pk =   

On basis of this, a VO key named as vok  is calculated by 

multiplying sk with the arbitrary value to the power of sk  
- 1. This is represented by the equation 
 vok  =  *1−sk

kp  sk           (I) 

CAS now sends vok  to VO for further calculation that is 
to be performed later in this architecture. 
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Step 2: 
VO stores sk as the VO key through out the particular 

session. It then generates a confirmation id idC  in 

response to vok  which will acknowledge the receipt of sk . 

For every VO the idC can be updated periodically. VO 

now sends its own VO id idV and its corresponding idC   
to CAS for validating the user, so that the CAS will hold 

idV s for different VOs and its corresponding idC s. 

Step 3: 
When a user from an organization in the VO needs to 
access the resources of the VO it sends a Request id idR  
which is nothing but an arbitrary integer to CAS along 
with the certificate provided by CA. 

Step 4: 
After receiving the request from the user in terms of idR , 
the CAS validates the identity certificate issued by the CA 
in order to determine if the user is valid one or not. Once 
the validation is done, CAS generates a validation token 

TV  for the respective user which also contains the role 

mentioned for the user by CAS. The value of  TV  is 
provided by 

TV  = ⎥
⎦

⎤
⎢
⎣

⎡
−⎥

⎦

⎤
⎢
⎣

⎡
++

id

id

k

i

id

id
s R

A
p
k

R
C

k 11   (II) 

This TI  is multiplied with the sk  by the admin module of 

CAS and thus the final TV  is calculated. The value of  TV  
is provided by  

TV  = Ts Ik *                                (III) 
The admin sends this to the user directly since it does not 
want to reveal its private key to the proposed architecture 
module. 

Step 5: 
The user receives the TV  from the CAS and then sends it 

to the VO along with the idR  that was generated in step 4. 

Step 6: 
The Eventual Token validation process begins here. After 
the reception of the TV and idR from the user, the VO 
performs the Token validation as follows 

[ ] 0loglog =⎥
⎦

⎤
⎢
⎣

⎡
− vo

id

id
T k

R
CV  

 
 

When the above condition is satisfied, the VO will allow 
the user to access the resources. Otherwise a word of 
warning will be given to the adversary user.  

4. Proof Of The Proposed Architecture 

The entire flow of mechanism is validated by the 
following proof.     

Let us assume that the aggregated id (Aid) is equal to the 
summation of Request id and Confirmation id. 

ididid ACR =+ )(                                                    (1)                         

Multiply with kp  on both sides of (1) 

kidkidid pApCR =+ )(                                              (2) 

Add iid kC  on both sides of (2) 

iidkidiidkidid kCpAkCpCR +=++ )(                 (3) 

Substitute sk
ki pk =  on both sides of (3) 

ss k
kidkid

k
kidkidid pCpApCpCR +=++ )(        (4) 

Divide by kp on both sides of  (4) 
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Apply log on both sides of (11) 

0log11log =⎥
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R
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s  (12) 

When the aforesaid condition is satisfied we conclude that 
the details provided by the user are valid and access to the 
shared resources is provided to the user. 

5. Experimental Results 

The experimental results of the proposed approach are 
presented in this section. Our approach is programmed in 
JAVA V1.6. We have tested the proposed approach with a 

set of valid users and adversary users. Initially the user 
transmits a request id to CAS and CAS verifies this key 
with the confirmation key obtained from VO. CAS then 
provides Validation token which is used to validate the 
user. The inputs from two different user classifications are 
evaluated and the respective results at every stage are 
represented in the tabular column provided below. 

The tabular column given below shows the validation of 
the users by verifying the validation code and thus it 
identifies whether the user is valid or not. Some examples 
for valid users are given below in this table. 
 

 
ValidationSl.

No. 
 

Arbitrary 
Value 
 pk 

Secret 
Key 
ks 

V O Key 
kvo 

Interme
diate 
Key 
ks 

Request 
Id  
Rid 

Confirmation 
Id   
Cid 

Aggregated 
Id 
Aid 

 
log TV  ⎥

⎦

⎤
⎢
⎣

⎡
vo

id

id k
R
Clog  

Is User 
Valid 

1 
 
 

2 
 
 

3 
 
 
 
 

4 
 
 

5 

2.0 
 
 
1.0 
 
 
7.0 
 
 
 
 
1.0 
 
 
6.0 

9.0 
 
 
145.0 
 
 
149.0 
 
 
 
 
237.0 
 
 
66.0 

512.0 
 
 
1.0 
 
 
8.31013276
2606204E1
25 
 
 
 
1.0 
 

2304.0 
 
 
145.0 
 
 
1.76887
111661
1892E1
27 
 
237.0 
 
 
2.50827
535185
37416E
52 

84.0 
 
 
11.0 
 
 
53.0 
 
 
 
 
70.0 
 
 
74.0 

34.0 
 
 
13.0 
 
 
14.0 
 
 
 
 
87.0 
 
 
25.0 

118.0 
 
 
24.0 
 
 
67.0 
 
 
 
 
157.0 
 
 
99.0 

6.837946 
 
 
5.143788 
 
 
291.66742 
 
 
 
 
5.685473 
 
 
119.56883 

6.837946 
 
 
5.143788 
 
 
291.66742 
 
 
 
 
5.685473 
 
 
119.56883 
 

Valid User
 
 
Valid User
 
 
Valid User
 
 
 
 
Valid User
 
 
Valid User
 
 
 
 

A user is identified to be invalid when the validation fails. The table provided below clearly shows that the validation code 
has not been balanced and thus the user is evaluated as an invalid user. Two examples for invalid users are given in this 
table. 
 

Validation Sl.
No 

Arbitrary 
Value 
 pk 

Secret 
Key 
ks 

V O Key 
kvo 

Interme
diate 
Key 
ki 

Request 
Id  
Rid 

Confirmation 
Id   
Cid 

Validation 
Id 
Vid 

 
 log TV  ⎥

⎦

⎤
⎢
⎣

⎡
vo

id

id k
R
Clog  

Is User 
Valid 

 
1 
 
 
 
 
2. 

 
7.0 
 
 
 
 
1.0 

 
35.0 
 
 
 
 
151.0 

 
3.7881869
22656648
E29 
 
 
1.0 

 
1.89409
346132
83236E
30 
 
151.0 

 
66.0 
 
 
 
 
12.0 

 
87.0 
 
 
 
 
40.0 

 
153.0 
 
 
 
 
52.0 

 
69.85147 
 
 
 
 
3.8233573 

 
69.992546 
 
 
 
 
6.2212524 

 
Invalid User
 
 
 
Invalid User
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6. Conclusion 

Role based access control in grid computing for VOs is 
beneficial since the organizations possess a dynamic 
computing process. In this paper we have presented a 
novel security framework, for role based access controlled 
organizations, that makes a secure environment for this 
computing process. As the user, the CAS and the VO hold 
all the evaluation mechanisms within themselves and only 
very few values are exchanged between them, the 
possibilities for hacking any of these values are very 
tedious. Dynamic generation of all the evaluation 
mechanisms adds additional advantage.  Moreover it is not 
necessary for the user to provide any of its credentials to 
VOs which are involved in the access control and this 
makes our framework strong. Thus credential details about 
the user are maintained in a secured manner. This 
framework had been implemented in JAVA V1.6 and we 
have visualized its performance by employing some valid 
users and adversary users. Hence this well-built frame 
work offers a secure atmosphere for role based control in 
grid computing without taking any of the credential of the 
user into consideration thereby avoiding the menacing 
effects caused by the accessing of resources by adversary 
users besides maintaining the user’s credentials 
confidentially. 
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