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Summary

In this paper, Quaternion Julia set is used to generate real-time
based symmetric keys for cryptography. The number of
iterations, complex number and control value are the determining
parameters of dynamically varying quaternion Julia image
structure. The considered parameters are initialised in the
proposed model of symmetric key generation during the
establishment of communication between hosts. The model
generates variable length, dynamic, one time usable key from
quaternion Julia image to encrypt or decrypt data without
involving the exchange of key. The time stamp used during the
initialization process makes the quaternion Julia image to be
different in real-time. The instantaneous key is generated at the
hosts independently in a synchronous fashion to enhance the
complexity in cryptanalysis. The proposed model has wide range
of applications from low confidential to high confidential data
transfer in two party and multi-party scenarios.
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1. Introduction

In  cryptosystems, symmetric and asymmetric key
algorithms are used. Symmetric or secret key algorithm
uses one key whereas asymmetric or public key algorithm
uses two different keys [1] [2]. Keys are generated by
numerous ways in cryptography [3]. Most of the
symmetric key generations are based on the pseudo
random number theory [4] [5]. Fractals are also used in the
key generation for cryptography [6]. In general, the
symmetric key algorithms use unique key to be shared
between the communicating hosts for data transfer. The
methods used to share the unique key through the
communication channel by the hosts are always insecure
even though they are encrypted [7] [8]. This makes the
symmetric key algorithms more vulnerable during attacks.
The possible way to protect from such attacks is by
avoiding the secret key exchange through communication
channels and negotiating for the selection of common key
by the communicating hosts through a secure and suitable
technique. This paper proposes a model to generate real-
time based key by using quaternion Julia fractal images.
Quaternion Julia fractal image is considered for its
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complex image structure and chaotic behaviour. Small
variations in the Julia parameters will result in a drastic
change of image structure due to the chaotic nature of the
mathematical function. The instantaneous symmetric key
is generated by the hosts simultaneously without third
party intervention and the exchange of key between hosts
is barred to protect from attacks against the key during key
exchange. The model produces different symmetric keys
during the process of data transfer to enhance the
complexity in cryptanalysis.

Further, this paper is organised into six sections. Section 2
covers the introduction to quaternion Julia sets, section 3
describes about the proposed model, section 4 shows the
complexity in cryptanalysis, section 5 highlights the
advantages along with applications of the proposed model
and section 6 presents the conclusion.

2. Quaternion Julia Set

Julia sets are produced by a procedure of repeated iteration
[9] [10]. The polynomial used in the process of iteration is
quadratic, cubic, quartic or any higher order degree [11].
The parameters required to produce Julia set are Z, C, n
and m. The Julia function is given as:

f(z)=2"+C @)

Here, Z is a complex number consisting of two
components, which are independent of each other called
real and imaginary part as in equation (2), C is a constant,
n is the degree of polynomial and m denotes the number of
iterations.

Z=a+ib (2)

When the value for C is a hyper complex number, there
exist four components called Hamiltonian Quaternion [12]
[13]. Quaternion Julia set also called as 4D Julia set as
they allow four dimensional image structures. Quaternion
consists of one real part and three imaginary parts which
are denoted as 1, i, j, k respectively.

C=jc+kd ®)
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A quaternion € H is a wider numerical extension of a
complex value and consists of four components
a, b, c,d e R . The quaternion q is given as:

g=a+ib+jc+kd 4)

where, i?=j*’=k*=-1 (5)
Quaternion multiplication is non-commutative and hence
quaternion is not an abelian group. Quaternion Julia set of
the quadratic iteration for fixed hyper complex C value
[14] is given as

Z.=Z2%+C (6)

n+1l n

3. Proposed Model

A new way of generating real-time symmetric key used for
cryptography is shown in the proposed model. Instead of
one key used in symmetric key cryptography, the
proposed model uses multiple symmetric keys during the
complete session of the data transfer. Fig. 1 shows the
detailed structure of the model. Plain text (M) is encrypted
by the instantaneously generated real-time symmetric key
(K;) to produce the cipher text (C;). The cipher text is then
transmitted from the transmitting host through the
communication channel.

D (C)=M ©)

The operation of the model is divided into four phases as
follows:

3.1 Connection Establishment Phase

The transmitting host should establish the connection with
the receiving host through SSL handshake. During the
connection establishment, the transmitting host should
send the date and time stamp which is calculated from its
database such that the new time stamp can be calculated
by the receiving host for verifying the authentication. The
transmitting host should calculate from the new time
stamp for the value of sending time stamp. The proposed
model assumes that the connection establishment is made
in real-time to avoid the time differences in calculation.

Sending time stamp = New time stamp -
Host machine current time stamp (10)

Once the time stamp is shared, both the hosts will perform
the next phase simultaneously as shown in Fig. 2.

3.2 Key Generation Phase

Real-time Symmetric key generator uses quaternion Julia
set to generate different symmetric keys of variable
lengths. The key generator is initialized by time stamp as
shown in Fig. 3. When the connection establishment phase
is over, the received date and time stamp is given to the
key generator where a new time stamp is produced by

EKi M) = C () adding the received time stamp and the current time stamp
from the host machine for the purpose of authentication.
where, 1 =1,23,.....00 (8) . o
New time stamp = Received time stamp +
The received cipher text (C;) is then decrypted with the Host machine current time stamp 1D
real time symmetric key (K;) generated at the receiving
host independently to get back the plain text (M).
Real-Time Exchange of Time Stamp Real-Time
Symmetric Symmetric
Key Generstor [~ T TTTTTTTTTTTTTTTTTTTTTTTTT Key Generator
(K3) (K
1 Y
Plain Text (M) - Encryption (E) » Cip}tz‘r)Texl —P@ (.‘ipf;g]'l'm #{ Decryption (D) = Plain Text (M)
Channel

Fig. 1 Proposed Real-time symmetric key cryptography
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The new time stamp is available in the database as an
authentication of the transmitting host. This is to avoid
random time stamp attack for studying the key generation
algorithm. Once a new time stamp is calculated, it is
checked from the database for initializing the Julia
parameters. Attackers cannot repeat the same date and
time stamp for hosting attack at later time as the new time
stamp uses the current time of the host machine. The
initialized Julia parameters generate quaternion Julia
image. A 3D plane is considered with angle initialized
during the initialization of the Julia parameters. The
intersection points of the 3D plane and the Julia image are
plotted. Real-time symmetric key of required size is
obtained from the plotted image.

3.3 Encryption and Decryption of Data

The symmetric key obtained from the key generator is
used for encryption and decryption of data by the hosts
respectively. The proposed model uses two types of
encryption techniques. First encryption technique is by
using XOR operation. This is for the low confidential and
high speed data transfer. The encryption and decryption
schemes are give in equations (12) and (13):

M@K, =C, (12)

C, @K,

M

(13)
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The second encryption technique is for the high
confidential data where AES symmetric encryption
algorithm [15] is used but with different keys from the
real-time symmetric key generator for each block of data
to be transferred. The wide range of keys generated from
the model is used for one-time pad to enhance the security.

3.4 Acknowledgment Phase

In order to change the key, the model avoids sending time
stamps every time. Instead, the receiving host will send a
positive or negative acknowledgment for each block in
case of block cipher and per session for stream cipher. At
the initial stage, the new time stamp generated is tested
with a dummy data block and once the attempt is
successful, the receiving host will send a positive
acknowledgment. When a positive acknowledgment is
received, both the hosts simultaneously update the new
time stamp by adding the number of iterations used in the
last Julia set with the previous new time stamp.

New time stamp = Previous new time stamp +

Number of iterations in the last Julia set (14)
If a receiving host is unable to decrypt the dummy data
block, it will send the negative acknowledgment. Once the
negative acknowledgment is received by the transmitting
host, it will calculate a fresh time stamp to start with a new
session.
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Transmitting host
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Reeceiving host

@ Establishment of connection between hosts

@ Transmitting host sends the time stamp to the receiving host

@ Transmitting host and receiving host generates the real-lime symmetric key by using the time stamp

@ Transmitting host sends the dummy encrypted data

@ Receiving host decrypts with its generated key and sends the positive / negative acknowledgement

If negative acknowledgment is received, the transmitting host sends the newly ealculated time stamp
otherwise the parameters are updated for new key generation

Fig. 2 Time sequence operation of the proposed model
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Fig. 3 Real-time Symmetric key generator

3.5 Quaternion Julia Images

Quad 1.20 is a 3D fractal generator [16]. We have used
the software to render the 3D image structure of the 4D
Quaternion Julia set by making one of the dimension to be
constant [17]. Additionally 3D intersection plane is
defined for slicing the image. A part of the proposed
model is tested by generating various quaternion Julia
images and slicing them through 3D planes. Some of the
results are given below in Fig. 4, Fig. 5, Fig. 6 and Fig. 7.

Fig. 6 Intersection of Quaternion Julia set associated with
C= -05+ 06i+ 04j+ 0.5k
with intersection plane w = 0.09457, Q-space normal vector=i+j,
iterations = 10

Fig. 4 Quaternion Julia set associated with
C= 0727 +-0.256i+ 0.4+ 0.02k

without intersection plane, iterations = 14

Fig. 7 Intersection of Quaternion Julia set associated with
C= 07+ 05i+ 0.2j+ 0k
with intersection plane w = 0.00012, Q-space normal
vector=0.2+0.025i+0.1j, iterations = 50

A small variation in the Julia parameter shows an entirely

Fig. 5 Intersection of Quaternion Julia set associated with different Julia fractal images. These dynamically varying
C= 0727 +-0.256i+ 0.4j+ 002k images after slicing represent the instantaneous symmetric
with intersection plane w = 0.542, Q-space normal keys.

vector=0.2+0.025i+0.1j, iterations = 14
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4. Complexity in Cryptanalysis

The main highlight of the proposed model is that the keys
are not exchanged through the communication channel.
This gives a very little information for security to be
breached. The only way to get the plain text from the
cipher text is by brute-force attack [18]. As the keys are
changing in real-time for each block of data, the process of
cryptanalysis will be a time and energy consuming. The
real-time symmetric key in the proposed model undergoes
three degrees of randomness along with the property of
one-time pad. This makes the cryptanalysis a difficult

process [19] compared to the life time of the message used.

Due to the three degrees of randomness, the key prediction
and cryptanalysis is a complex task. The three degrees of
randomness exist in the generated key are as follows:

4.1 Quaternion Julia Set

Due to the chaotic behavior, a minor variation in the
quaternion Julia parameters produces an entirely different
image fractal. As there are infinite combinations of these
parameters, the proposed model results with a nearly
infinite number of new quaternion Julia images between
intervals of time. The generation of quaternion Julia set is
an irreversible process making it impossible to predict the
parameters from the image structure and vice versa.

4.2 Slicing by 3D plane

The second degree of randomness is made by slicing the
generated quaternion Julia image structure. The proposed
model considers only the intersection points of quaternion
Julia image with the 3D plane at a random angle to
overcome the problem of self-similarity in the structure of
the Julia fractal images. This makes the same quaternion
Julia image with the 3D plane of different slicing angle
results in entirely different points of intersection.

4.3 Variable key size

The third degree of randomness is obtained by selecting
some random points from the full set of intersection points
depending upon the size of key needed. The similar way
of point’s selection is employed at the encryption and
decryption ends. The generated variable length key has
high degree of anonymity for the process of
encryption/decryption by stream cipher and block cipher
of variable block size.

5. Advantages and Applications
Any efficient cryptography should satisfy the following

properties [19] [20] and the proposed model is addressing
them with positive remarks. Table 1 shows the comparison

between general cryptographic algorithms and the
proposed model [21]. The proposed model supports the
four main properties of efficient cryptography.

Table 1: Comparison of different cryptographic algorithms

Cryptographic S

Algorithms | 2 §| 2§ o 3 e

=S X = = DS (5]
EFEEER IR
Property ES| S5 55 2€8| 63
A &0 05| =<8 | &3
Confidentiality Yes | Yes | No No Yes
Authentication No No Yes Yes Yes
Integrity No No | Yes Yes Yes
Non-repudiation No No | Yes Yes Yes

5.1 Confidentiality

In the proposed model, each block of data is encrypted
with different keys of variable length for one-time pad.
The message of more blocks uses dynamic key for each
block making the entire data transfer a highly confidential.

5.2 Authentication

The proposed model works in real-time using time-stamps
that are calculated from the database. The receiving host
verifies with its database for authentication. If a
cryptanalyst performs the random time-stamp attack, the
dynamic variation in the encryption/decryption key,
acknowledgment process for each block of data can
identify the unauthenticated users.

5.3 Integrity

Though there is a problem of modifying the data in
symmetric key encryptions, the number of keys used in the
proposed model is huge to make a cross verify of the
received data. If an attacker knows the encryption scheme,
it is not possible to generate every quaternion Julia image
used in the encryption process without the knowledge of
the parameter values that is available in the database. The
data to be transmitted is compressed and fragmented into
pieces with individual hash codes protect the data from
being modified.

5.4 Non-repudiation

The sender cannot deny the sending of message as the
model uses real-time cryptography along with the time
stamp from the sender. The handshake process during the
connection  establishment  verifies the  sender’s
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authentication through the time-stamp. As the time stamp
is not selected in random at the transmitting host, the
problem of repudiation is solved. The initialization
processes are hidden from the users and a log is stored at a
secure place for each attempt in establishing connection
serves a powerful non-repudiation of the transmitting host.

5.5 Applications

The proposed model can be used for low confidential -
high speed data transfer and high confidential - low speed
data transfer by selecting the appropriate encryption key
size and algorithm. This model supports data transfer
between two party and multi-party. Starting from any
secret number like credit card numbers to a very large data
file like video on demand can be secretly transferred. In
the multi-party data transfer scenario, the communicating
hosts should exchange individual time stamps for each
other party and can work simultaneously in data transfer
through different ports. The proposed model can be
securely implemented as software or dedicated customized
hardware in the communicating hosts without giving way
for compromising with the attackers.

6. Conclusion

Real-time cryptography is much demanded for network
and information security. This proposed mathematical
model has the advantage of generating instantaneous real-
time symmetric keys by the hosts simultaneously and are
not shared in the public channel. The dynamically varying
keys hold the unpredictability nature making the data
transfer secure. The quaternion Julia set has the chaotic
nature which gives entirely different image structure for a
small variation in the parameters. The proposed model
works with complex image structure of quaternion Julia
set instead of pseudo random number generation and the
three degree of randomness in the generated key makes it
difficult to predict the sequence. The proposed model has
applications from low confidential to high confidential
data transfer in two party and multi-party scenarios.
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