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Summary

The enormous development in digital technologies has
necessitated the owners to pay great attention in protecting their
digital contents. Recently, watermarking has been employed by
researchers for the protection of digital documents. However the
embedded watermark data can be easily hacked by the hackers
and thus result as a threat to protection of digital content. In this
paper, we have developed a novel scheme for protecting the
copyrights of digital images by utilizing both biometrics and
digital watermarking. In our scheme, the fingerprint biometric
feature of the owner is used to generate the watermark. The
minutiae points are extracted from the fingerprint and the
coordinates of the minutiae points are represented as a matrix and
are eventually utilized as watermark. The embedding and
extraction of watermark is performed in the DCT-SVD domain.
In case of any ownership dispute on the image, the watermark i.e.,
the coordinates of the minutiae points, is extracted from the
watermarked image and compared against the coordinates of
minutiae points extracted from the fingerprint of the person
claiming ownership. If they match, the claiming person is the
actual owner of the image. Thus the biometric feature utilized in
our scheme ascertains the information to be very secure. Besides
there is no necessity to carry the information and it cannot be
hacked by the hackers as well.
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1. Introduction

The security of intellectual property has always been a
concern and no perfect solution has been developed so far.
The problem is considered even complicated in the digital
world due to the fact that the copying data is being done
easily and quickly. The presence of internet has also
facilitated the rapid and effortless distribution of the files
and information. This along with the intricacy of tracking
distributors of the illegal content has lead to the
omnipresence of illegal file sharing. This necessitated the
need for managing the rights of digital content. Digital
Rights Management (DRM) refers to a range of access
control technologies used to limit or restrict usage of
digital content. The Digital Rights Management (DRM)
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technologies intend to enhance the kinds and/or scope of
control that rights-holders can affirm over their intellectual
property assets [28]. DRM refers to the protection of
intellectual property rights for multimedia content. These
days, the distribution of digital music, images, video,
books and games over the internet to the end-users has
become quite easy owing to the extensive utilization of
internet and the enhancements in streaming media and
compression technology. The protection and restricted
circulation of the expensive digital assets can be facilitated
through Digital Rights Management systems [37].

Digital Rights Management solutions assist the protection
of confidential information and premium content from
unauthorized use even by authorized users in the corporate
and government sectors [12]. The most vital function of
DRM system is the copyright protection. The copy
restriction such as permitting no or one or several
unlimited copies of the multimedia data, and with or
without rights to produce copies of these copies can be
enforced by the DRM system. [3]. Thus the use of digital
watermarking techniques that embed information
recognizing the copyright owner’s identity within the
content is regarded as a promising copyright protection
technique [15]. DRM consists of certain techniques which
includes encryption, copy control, digital watermarking,
fingerprinting, traitor tracing, authentication, integrity
checking, access control, tamper-resistant hard- and
software, key management and revocations as well as risk
management architectures [29].

The growing research area, Digital watermarking, has its
roots in computer science, cryptography, signal processing,
Image Processing and communications [10]. The primary
objective of digital watermarking is to embed small
amount of secret information, i.e., the watermark into the
host digital productions like the image and audio, thus
facilitating the extraction at a later stage for the purposes
of copyright assertion, authentication, and content integrity
verification and the like [11]. Owing to the good results
that were obtained, watermarking methodologies have
attracted attention [7, 8, 9].Digital watermarking
techniques can be utilized to protect the intellectual
property rights of the data by embedding the proprietary
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information, such as password and company logo, in the
host data [3], [13]. The determination of ownership and
the detection of tampering are the two purposes of
watermarks [17]. The Digital watermarks of ownership are
embedded onto digital content for copyright protection,
ownership affirmation, and integrity checks since digital
content can be employed to obtain the verification of
copyright violation after an attack [4]. The techniques like
watermarking assist in controlling the unauthorized

replication or exploitation of digital content [4], [13] , [14].

Although watermarking is used in many applications, still
there is a threat to security for the embedded watermark
against possible malicious attacks. Digital watermarking
embeds some information regarding the ownership into the
digital data, hence guaranteeing copyright protection.
Intended for variety of purposes like copyright protection,
access control, and broadcast monitoring, the extraction of
the embedded data in the future is possible [5]. The
information about ownership can be any privacy
information that exclusively identifies the owner during
ownership controversies, such as password, logo or the
like. The aforesaid information can possibly be hacked by
the hackers. There is a possibility of the owner losing or
forgetting the same as well. The hackers may at times
brute-force the information and claim the ownership
ultimately. In addition, the solution for the problem of
rightful ownership has not been properly solved. Therefore
the design of DRM system needs to address the above
mentioned security issues and also solve the ownership
dispute.

In this paper, we have focused on the prevention of
disputes that arise out of ownership claims on digital
images and a novel and efficient scheme to deal with it has
been developed. In the proposed scheme, we utilize both

watermarking and biometrics to protect the digital contents.

The main intention of utilizing biometrics is due to some
of its characteristics namely security and confidentiality.
Biometrics is a radically emergent technology that is
extensively applied in forensics like the criminal
identification and prison security and probably employed
by a wide diversity of application areas. In future,
biometrics will play a vital role in security [1]. Ultimately
if any ownership dispute arises, biometrics helps to solve
the situation because of the insertion of biometric feature
as the watermark. In the proposed scheme, the minutiae
points are extracted from the fingerprint of the owner.
Then the coordinates i.e., the location of the minutiae
points are determined and represented as a matrix. The
singular values of this matrix are calculated and used as
the watermark in the proposed scheme. The watermark
embedding and extraction is performed in DCT-SVD
domain using the method proposed by Alexander et al.
[30] with modifications to a certain extent so as to cater
our requirement. In case of any ownership dispute on the

image, the watermark is extracted i.e., the singular values
of the coordinates of the minutiae points, from the
watermarked image are extracted and compared against
the singular values of the coordinates of minutiae points
extracted from the finger print of the person claiming
ownership. If both are similar, then we can conclude that
the person claiming ownership is the actual owner of the
image.

The paper is organized as follows; Section 2 presents a
brief review of some of the works available in the
literature that combines biometrics and watermarking for
managing the rights of digital documents. In Section 3 the
proposed novel scheme for digital rights management of
images using biometrics is presented in detail. Section 4
describes the results of our experiments. Conclusions are
summed up in Section 5.

2. Related Works

Our work is inspired by a number of previous works
related to copyright protection of digital documents using
digital watermarking and biometrics. Such works are
reviewed below:

Justin Picard et al. [20] have presented a virtually fraud-
proof ID document that works on a merger of three
different data hiding technologies: digital watermarking,
2-D bar codes, and Copy Detection Pattern to be precise
along with additional biometric protection. They have
illustrated that the combination of data hiding technologies
guards the document from any kind of forgery, in principle
without any requirement for additional security features

Minerva M. Yeung et al [21], focused on the study of
watermarking on images employed in the automatic
personal identification technology based fingerprints. They
investigated the effects of watermarking fingerprint
images on the identification and extraction accuracy with
the aid of invisible fragile watermarking technique for
image verification applications on a particular fingerprint
recognition system.

A methodology for the recognition of fingerprints with the
aid of Artificial Neural networks was proposed by
Mohamed Mostafa Abd Allah [22]. A clustering algorithm
was employed by them for the identification of similar
feature groups from template images generated from the
same finger and a cluster core set was created. Their
proposed feature extraction scheme was based on the
diminution of information contents to the required
minimum besides defining a certain part of the image as
crucial in order to be omitted.

A user identification technique at H.264 streaming
utilizing watermarking with fingerprints was presented by
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Sooyeun Jung et al. [23]. The algorithm proposed by them
consists of enhancement of a fingerprint image, watermark
insertion using discrete wavelet transform and extraction
after restoring. Their algorithm was capable of achieving
robust watermark extraction against H.264 compressed
videos.

A multimedia content protection scheme that worked on
biometric data of the wusers and a layered
encryption/decryption scheme were presented by Umut
Uludag et al. Password-only encryption schemes are
frequently prone to illegitimate exchange issues. The
fraudulent usage of protected content can be reduced with
the aid of biometric data along in association with
hardware identifiers as keys. A combination of symmetric
and asymmetric key systems was utilized by them for this
purpose [24].

Mina Deng, et al., [25] have proposed a model for privacy
infrastructures intended towards the distribution channel
such that as soon as the picture is publicly available, the
exposed individual gets an opportunity to find it and take
appropriate action without any delay. Digital rights
management techniques were applied in their proposed
infrastructure, and data identification techniques like the
digital watermarking and robust perceptual hashing were
as well proposed to improve the distributed content
identification.

A remote multimodal biometric authentication framework
that worked on basis of fragile watermarking for the
transmission of multi-biometrics over networks to server

for authentication was proposed by Tuan Hoang, et al. [26].

Their proposed framework improves security and brings
down bandwidth. Besides they also proposed a technique
to compute bit priority level in a bit sequence denoting the
numerical information to be embedded and merge with the
existing amplitude modulation watermarking method.

Two distinct methodologies for the protection of on-line
signature biometric templates were proposed by Emanuele
Maiorana, et al., [27]. The first one deals with the
utilization of cryptographic techniques to guard signature
features, making it impossible to obtain the original
biometrics from the stored templates. The second
technique deals with the utilization of data hiding
techniques for the design of a security scalable
authentication system embedding some dynamic signature
characteristics into a fixed depiction of the signature itself.

3. Novel Scheme for Digital Rights
Management of Images Using Biometrics

A novel scheme for the digital rights management of
images with the aid of biometrics has been presented in
our research. The proposed work makes use of
watermarking for managing the digital rights and
ownership of images. The watermark data generated from
the biometric feature of the owner is embedded into the
original image. Owing to the fact that the fingerprint is the
most reasonable and the most extensively utilized
biometric feature, we have utilized the fingerprint of the
owner in our scheme. Initially, the minutiae points are
extracted from the fingerprint image. Then the locations
i.e., the coordinates of the minutiae points are determined
and its singular values are calculated using Singular Value
Decomposition (SVD). These singular values are
embedded into the original image using DCT-SVD
domain image watermarking proposed by Alexander et al.
[30]. In case of any claim of ownership on the image, the
embedded singular values of the coordinates of minutiae
points are extracted from the watermarked image and
compared against the singular values of coordinates of
fingerprint minutiae of the person claiming. This
comparison will solve the ownership disputes i.e.) if the
comparison becomes successful, the person claiming is the
actual owner of the image.

3.1. Fingerprint Miniatue Point Extraction

The extraction of minutiae points from the fingerprint
image is presented in this sub-section. The fingerprint of
an individual is distinct and does not change over the
lifetime. An impression of the pattern of the ridges present
in the finger creates a fingerprint. An individual curved
segment is referred to as a ridge and the area amidst two
adjacent ridges is known as a valley. Hence, the
distinctiveness of the local ridge features and their
associations define a fingerprint [32]. Local ridge features
that appear either at a ridge ending or a ridge bifurcation
are called Minutiae points. A ridge ending is formed out of
the abrupt ending of a ridge. Ridge bifurcation is a point
where the ridge splits into two or more branches [36]. The
extraction of minutiae points from the fingerprint image
involves three major steps:

(i) Preprocessing
(ii) Determination of Region of Interest (ROI)
(iii) Minutiae points extraction

3.1.1 Preprocessing

The fingerprint image is preprocessed before extracting
minutiae points. The preprocessing step enhances the
fingerprint image and involves the following: histogram
equalization, image enhancement and binarization. They
are described as follows:
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Histogram Equalization: In general, the local contrast of
many images is increased by this method, especially when
the close contrast values of the usable data are used to
represent the usable data of the image. The intensities can
be better distributed on the histogram owing to this
adjustment. The histogram equalization permits pixel
value to expand the distribution of an image to increase the
perceptional information of the image. The original
histogram of a fingerprint image has the bimodal type.
After the histogram equalization, the histogram obtained
covers all the ranges from 0 to 255 and there is an
improvement in the visualization effect [31].

Fig. 1. Original and Histogram Equalized Fingerprint Image

Image Enhancement: An enhancement process that
improves the clarity of the ridge structures is essential
owing to the fact that the ridge structures in fingerprint
images are not always well defined. [35]. Image
enhancement techniques are usually employed prior to
minutiae extraction to obtain a more consistent estimation
of minutiae locations. Also image enhancement techniques
are frequently used to decrease the noise and improve the
definition of ridges against valleys. In our work, for
enhancing the fingerprint image, Fast Fourier Transform
(FFT) is applied separately to each block of the image.

Fig. 2. Enhanced Fingerprint Image

Binarization: This process converts the enhanced image
into binary image. During this step, a particular threshold
is set, and the pixel values above this threshold are
assigned to 1 and pixel values below the threshold are
assigned to 0. Once the above mentioned process is carried
out, the values in the binary image will be either 0 or 1. In
our work, the adaptive threshold is chosen to be applied
for the binarization process. In adaptive thresholding, the
threshold for binarization is automatically set depending
upon the fingerprint image.

Fig. 3. Binarized Fingerprint image
3.1.2 Determination of ROI (Region of Interest)

In this step, the ROI of the fingerprint image is determined.
ROI is the region consisting of beneficial information. The
fingerprint image area without effective ridges and
furrows is first discarded since it only holds background
information. Then the bound of the remaining effective
area is sketched out since the minutiae in the bounded
region are confusing with those spurious minutias that are
generated when the ridges are out of the sensor [32].

&

Fig. 4. Determined ROI of the Fingerprint Image

3.1.3. Minutiae Points Extraction

After determining the ROI, binary morphological
operators are applied on the binarized fingerprint image.
These operators are applied mainly for the purpose of
removing any of the obstacles and noise from the image.
The morphological operators applied in the following
manner:

Clean Operator: Clean operator is applied to clean
distortions occurring in the image. It removes isolated
pixels i.e., individual 1’s that are surrounded by 0’s. For
example, the centre pixel in this pattern is removed.

o|o)o 0|00
oj1]0 I 0|00
o|o)o 0|00

Hbreak operator: The Hbreak operator removes H-
connected pixels. For example,
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Spur Operator: The Spur operator is used to remove spur
pixels. For example,

Ojojo]o0 ajojo]a0
0|0 {0]0 . O|o0fo]o0
0|0 1]0 . O|o0fo]o0
0 | 0|0 0 1 0of(a0

Fig. 5. Fingerprint Image after performing the morphological operations

A morphological operation that efficiently erodes away the
foreground pixels till they become one pixel wide is called
Thinning. As a result of the process, the thickness of each
line of pattern in minimized to a single pixel width [34].
Ridge thinning aids in the removal of redundant pixels till
the ridges become one pixel wide. The authors of [33]
make use of the Ridge thinning algorithm the one that is
utilized for Minutiae points’ extraction in our technique.
The image is parted into two different subfields
resembling a checkerboard pattern. In the first sub
iteration, pixel p from the first subfield is deleted only
when all three conditions, G1, G2, and G3 are fulfilled. In
the second sub iteration, pixel p from the first subfield is
deleted only when all three conditions, G1, G2, and G3’
are fulfilled

Condition G1:
X, (P)=1
Where

X (P)= b

b~ — 1”: XZi—l = oand (XZi =lOI’X2i+1 :l)
' |0 otherwise

X1 X5,000y Xg are the values of the eight neighbors of p

starting with the east neighbor and numbered in counter-
clockwise order.

Condition G2:

2 <min{n, (p),n,(p)}<3
where

4
n,(p) = Z Xok-1 Vv X
k=1

4

n,(p) = Z Xok V Xokaa
k=1

Condition G3:

(X, vXvX)AXx =0

Condition G3’:
(Xg VX, VX)A X, =0

Fig. 6. Fingerprint image with minutiae points

The two subiterations together make up one iteration of
the thinning algorithm.At the end of this process, the
minutiae points are extracted from the fingerprint image.
Then the locations i.e., coordinates of the minutiae points
are acquired. The extracted minutiae points’ location i.e.,
the coordinates are represented in a matrix A as follows:

Xl Yl
_ Xy Y O
X n Yn

Where ‘n’ is the number of minutiae points and X, Y
represents the coordinates of the minutiae points. This
coordinate matrix A is used to generate watermark in our
scheme. This watermark data serves as a proof for the
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ownership when ownership dispute arises. The embedding
of watermark into the original image is presented in the
following subsection.

3.2 Watermark Embedding

The original image and the minutiae’s coordinate matrix A,
extracted from the fingerprint image of the owner, are fed
as input to the embedding process. The embedding is
performed in the frequency domain. We have utilized the
core concept proposed by Alexander et al. [30] for the
embedding and have modified their approach to a certain
extent to cater our requirements. In [30], a combination of
Discrete Cosine Transform (DCT) and Singular Value
Decomposition (SVD) are employed for the watermark
embedding and extraction process. The DCT of the
original image is computed. The DCT coefficients are then
mapped into four quadrants using zig-zag sequence. The

SVD of all the four quadrants is computed and the
watermark is embedded only in the singular values of
SVD. A brief description of SVD is given as follows:

Singular Value Decomposition (SVD): The application
of SVD on any matrix results in three matrices namely U,
Z and V. The U and V are unitary matrices also known

as Singular Vectors and Z is the diagonal matrix which

contains singular values in its diagonal. The singular
value decomposition (SVD) of a matrix X is written as
follows:

X=U*y*yT

Figure 7 depicts the block diagram of watermark
embedding process. In the figure U y 'V represent the
singular vectors of original image.

Original Apply Map DCT coefficients Compute Singular values
Imace + D{?‘l: | into quadrants using Zig | SVD for all

= Zag sequence quadrants il
Watermark
Embedding

F 1

Computa
Watermark > VD
Singular values
W atermar kad B Apply Inverss zig Calculate
Image N Inverse DCT [* zag " x*ou bty v T
i

Fig. 7. Block diagram of Watermark Embedding process

The steps involved in watermark embedding are as
follows:

Input: Original Image (lo), Watermark data (A)
Output: Watermarked Image (lw)

1. DCT is applied to the whole original image.

2. Four quadrants are formed from DCT transformed
coefficients using zig-zag sequence.

3. SVD for all the four quadrants is computed. u,

and Vy are the singular vectors and %' is the
Singular value.

XK =Ug 3 vy k=1234
4. SVD for the watermark A is computed. U, and V,,
are the singular vectors and ZW is the Singular
value.

T
W=U,> Wy

5. Subsequently the singular values of both the

original image (z X ) and the watermark ( ZW) are

considered. The following mathematical operation is
performed to embed the watermark.

S =43 )x025, k=1234 @

The singular values of the watermark data are embedded
into the singular values of the quadrants until all the
watermark data are embedded. For instance, if one
quadrant is not sufficient to embed the watermark, then
other quadrants are used for embedding.

6. Then the modified DCT coefficients are obtained
with the aid of modified singular values and singular
vectors.
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* =K
X =kaz y VXkT
7. The modified DCT coefficients are mapped back to
their original positions
8. Inverse DCT is applied to get the watermarked
image.

3.3 Watermark Extraction
The extraction of watermark from the watermarked image

is detailed in this subsection. As the watermarking scheme
proposed by Alexander et al. [30] is non-blind, the

extraction of watermark requires both the original image
and the watermarked image. The DCT is applied to both
the original image and the watermarked image. Then the
DCT coefficients are mapped into four quadrants using
zig-zag sequence. The SVD of all the quadrants are
computed and the singular values of the watermark data
are extracted. These singular values serve as a proof for
solving the ownership dispute. Figure 8 portrays the block
diagram of the watermark extraction process.

Original

| APPLY
Imags "

DCT

ag sequence

Map DCT coefficiants
#| into quadrants using zig

w

Computz
SV D for all

quadrants

Singular values

k4

Watarmark
Extraction

Singular
Valuzs of the
watermark

.

Computs
SVD for all
quadrants

Singular values

Watermarkad
Image

Apply
DCT

pJ

Zag sequence

Map DCT coefficiants
into quadrants using zig

Fig.8. Block diagram of Watermark Extraction Process

The steps involved in the watermark extraction are as
follows:

Input: Watermarked Image (lw), Original Image (lo),
Watermark data Size
Output: Singular Values of Watermark data

1. DCT is applied to the whole original image

2. Four quadrants are formed from DCT
transformed image using Zig-zag sequence.

3. Singular Value Decomposition (SVD) of all the
four quadrants is computed. U, and Vy are the

singular vectors and Z « Is the Singular value.
X k :U ;(( z I§<V>l((T H k = 1121314-

4. DCT is applied to the whole watermarked image.
5. The DCT coefficients are mapped into four
quadrants using zig-zag sequence.

6. SVD is applied to all the four quadrants. U y and
Vy are the singular vectors and Z:( is the

Singular value.
X =Uk STV Where k=1, 2, 3, 4

7. The singular values of both the watermarked
image and the original image are considered and
the following mathematical operation is
performed.

=3 025, k1234  ©)

The above operation is performed until all the singular
values of the watermark data are extracted. The resultant

singular values (ZA) are the singular values of the
watermark. These singular values serve as a proof for

ownership verification when any sort of ownership dispute
arises.
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3.4. Ownership Verification

The verification of ownership from the watermarked
image is presented in this subsection. Ownership
verification is the process of assessing the rightful owner
of the digital data. If any ownership dispute arises, initially
the embedded watermark data, which identifies the owner,
is extracted from the watermarked image. The watermark
data that we have embedded is the singular values of the
coordinate of the minutiae points that are extracted from
the actual owner’s fingerprint image. Subsequently, the
minutiae points are extracted from the claiming person’s
fingerprint and its SVD is computed. If both the singular
values are equal, then the person who claims is the actual
owner of the image.

Let the singular values extracted from the watermarked
image be Z A and the singular values of the coordinate
of minutiae points extracted from the claiming person’s
fingerprint image bez Ac - If both of these values are

similar, then we conclude that the person who is claiming
is the rightful owner of the original image.

4. Experimental Results
In this section, we have presented the experimental results

of our proposed scheme. We have implemented our
proposed scheme in MATLAB. The minutiae points were

extracted from the fingerprint of the owner. The
coordinates of the minutiae points were determined and
represented in the form of a matrix as follows.

Fig 9. Fingerprint and its minutiae points

(171 17]]
204 17
234 17
144 39
145 46
83 48

The SVD of the above matrix is computed and singular
values alone are embedded into the original image. The
original image, watermarked image and PSNR values of
the watermarked image are given in Table 1.

Table 1: Original Image, Watermarked Image and its PSNR values

Original Image

Watermarked Image

PSNR (dB)

43.0216
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In order to verify the ownership, the embedded watermark
is extracted from the watermarked image. The embedded
watermark is the singular values of the coordinates of
minutiae points extracted from owner’s fingerprint.
Subsequently, the minutiae points are extracted from the
claiming person’s fingerprint and its coordinates are
determined and represented as a matrix using (1). Later,
the SVD of the matrix thus formed is calculated and the
singular values are compared against the extracted singular
values from the watermarked image. If both are similar,
then the person claiming ownership is the actual owner of
the image.

44.5467

42.9876

45.8234

5. Conclusion

The drastic advancements in the area of digital technology
have created the necessity to offer security for copyright
protection of digital contents. A DRM system needs to be
capable of providing relentless content protection against
illegal access to the digital content, restricting access to
only those with appropriate authorization. Watermarking
techniques are being employed for this purpose these days.
However the embedded watermark data can be easily
hacked by the hackers and thus result as a threat to
protection of digital content. To solve the security issues in
protecting the rights of digital content, in this paper, we
have presented a novel scheme, which uses watermarking
and biometrics, to enhance the security of copyright
protection. In the proposed scheme, the minutiae points
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were extracted from the fingerprint of the owner and the
coordinates of the minutiae points were determined and
represented as a matrix. The SVD of the matrix was
computed and the singular values were embedded into the
original image. The watermark embedding and extraction
were performed in DCT-SVD domain. The embedded
singular values of minutiae’s coordinates serve as a proof
for the rightful ownership verification of the image when
ownership dispute arises. Biometrics and Watermarking
are themselves powerful technologies for providing
security when used individually. The proposed scheme
combining these two techniques and thus is highly
efficient and secure.
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