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Abstract-- Traditional identity verification in computer systems 
are done based on Knowledge based and token based 
identification these are prone to fraud. Unfortunately, these may 
often be forgotten, disclosed or changed. A reliable and accurate 
identification/verification technique may be designed using 
biometric technologies. Biometric authentication employs 
unique combinations of measurable physical characteristics--
fingerprint, facial features, iris of the eye, voice print, hand 
geometry, vein patterns, and so on--that cannot be readily 
imitated or forged by others. Unimodal biometric systems have 
variety of problems such as noisy data, intra-class variations, 
restricted degree of freedom, non-universality, spoof attacks, and 
unacceptable error rates. Multimodal biometrics refers the 
combination of two or more biometric modalities in a single 
identification system. The purpose of this paper is to identify 
whether the integration of iris and fingerprint biometrics 
overcome the hurdles of unimodal biometric system. This paper 
discusses the various scenarios that are possible to improve the 
performance of multimodal biometric systems using the 
combined characteristics such as iris and fingerprint, the level of 
fusion (multimodal fusion) is applied to that are possible and the 
integration strategies that can be adopted in order to increase the 
overall system performance. Information from multiple sources 
can be consolidated in three distinct levels [1]: (i) feature 
extraction level;   (ii) match score level;   and   (iii) measurement 
level,      (iv) decision level.  
Index Terms--Cross over point, Decision fusion, Equal error 
rate, Face recognition, Fingerprint recognition, false 
acceptance rate, false rejection rate, Iris recognition, 
Multimodal biometric, Receiver operating characteristics, 
Result Analysis, Templates.  
 
1.     Introduction 
 
Multimodal biometric systems are those that employ more 
than one physiological or behavioral characteristic for 
enrollment, verification, or identification. In applications 
such as border entry/exit, access control, civil 
identification, and network security, multi-modal 
biometric systems are looked to as a means of (a) 
reducing false acceptance rates and false rejection rates, 
(b) providing a secondary means of enrollment, 
verification, and identification if sufficient data cannot be 
acquired from a given biometric sample, and (c) 

combating attempts to spoof biometric systems through 
non-live data sources such as fake fingers. Identifying a 
person is becoming critical in our immeasurably 
interconnected society. The need for reliable, legitimate 
method for determining an individual’s identity technique 
is essential to increase security level in the area where 
reliable authentication is needed. Most biometric systems 
deployed in real-world applications are unimodal, i.e., 
they rely on the evidence of a single source of information 
for authentication (e.g., single fingerprint or face or 
iris)[20]. These systems are subject to problems such as: 
(i) noisy data (due to dirty sensor or environment poorly 
illuminated) (ii) Intra-class variations (due to incorrect 
interaction with sensor ie: incorrect facial pose). (iii) 
Inter-class similarities (due to overlap ie: In a biometric 
system comprising of a large number of users, there may 
be inter-class similarities). (iv) Non-universality (due to 
incorrect data ie: the biometric system may not be able to 
acquire meaningful biometric data). (v) Spoof attacks: this 
type of attack is especially relevant when behavioral traits 
such as signature or voice are used. However, physical 
traits such as fingerprints are also susceptible to spoof 
attacks. In this paper, the limitations imposed by unimodal 
biometric systems is overcome by multimodal biometric 
systems which include multiple sources of information 
and are expected to be more reliable. The proposed 
system uses multiple biometric traits of an individual to 
establish identity. Brunelli et al. [24] use the face and 
voice traits of an individual for identification. Since, all 
the biometric technology has their own strengths and 
weaknesses and each are well suited for particular 
applications here no single Biometric technology will 
dominate every area of the Biometric industry. A 
biometric authentication system operates in two 
approaches: Enrollment and Authentication. During 
enrollment user’s biometric data are acquired using a 
biometric read and stored in a database. The stored 
biometric template is tagged with a user identity to 
facilitate authentication. In the authentication phase, a 
user’s biometric data is once again acquired and the 
system uses it to either verify the claimed identity of the 
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user or identify who the user is. While verification 
involves comparing the acquired biometric information 
with only those templates corresponding to the claimed 
identity, identification involve comparing the acquired 
biometric information against templates corresponding to 
all users in the database [22].The table - i Compares the  
Biometric Technologies fingerprint and iris based on five 
characteristics namely universality, uniqueness, 
permanence, performance and Collectability. Although 
there has been many researches on multimodal biometrics 
are on the venue by combining different biometrics 
technologies, however not much work is focused on the 
combination of fingerprint and iris. In this paper we 
examine the scenario for integrating fingerprint and iris 
using Decision level fusion  The evidence provided by the 
FRR & FAR minimizes the error rate and proven that the 
system performance is more reliable for future 
authentication. The rest of the paper is organized as 
follows: section 2 gives the brief overview of fingerprint 
and iris recognition systems, Section 3 suggest the 
overview of proposed technology. Section 4 discus the 
implementation parts, Section 5 provide the experimental 
result, Section 6 present the result analysis and Section 7 
concludes the document. 

Table i : Comparison based on Fingerprint & Iris characteristics 

 

2. Existing Methodology 

2.1  Biometric Identification System 

A generic biometric system has 4 important 
modules: (a) the sensor module which captures the trait in 
the form of raw biometric data; (b) the feature extraction 
module which processes the data to extract a feature set 
that is a compact representation of the trait; (c) the 
matching module which employs a classifier to compare 
the extracted feature set with the stored templates  to 
generate matching scores; (d) the decision module which 
uses the matching scores to either determine an identity or 
validate a claimed identity. Figure (i) is the representation 
of a conventional biometric system. The main operations 
that the system can perform are enrollment and testing. 
During enrollment biometric information of an individual 
are stored, during test biometric information are detected 

and compared with the stored ones. The first block 
(sensor) is the interface between the real world and our 
system; it has to acquire all the necessary data. Most of 
the times it is an image acquisition system, but it can 
change according to the characteristics we want to 
consider.The second block performs all the necessary pre-
processing: it has to remove artifacts from the sensor, to 
enhance the input (e.g. removing some noise), to use some 
kind of normalization, etc. In the third block we have to 
extract the features we need. This step is really important: 
we have to choose which features to extract and how to do 
it, with certain efficiency  to  create  a   template.  After   
that,  we are  matching  the 

 
 

 
 

Fig.  1  Block diagram represents a simple Biometric system 
 
 
input pattern and the Data base pattern using pattern 
matching technique. Finally Authentication occurs based 
on pattern matching.  
 
3. Proposed Approach 
 
The design of a multimodal biometric system is strongly 
dependent on the application scenario. A number of 
multimodal biometric systems have been proposed but 
they are differ from one another in terms of their 
architecture, the number and choice of biometric 
modalities, the level at which the evidence is accumulated, 
and the methods used for the integration or fusion of 
information. The proposed system adopts multiple 
biometric traits of an individual, to establish the identity. 
The system employs multiple sensors to acquire data 
pertaining to fingerprint and iris. The independence of the 
traits ensures the improvement in performance. The 
system operates on five stages. (a) Stage–1, the multiple 
Sensor captures the raw biometric data and can be 
processed and integrate to generate a new data from 
which features can be extracted, as shown in fig. (ii) (b) 
Stage–2, the preprocessor unit extract the necessary 
features that are subject to interest. (c) Stage–3, template 
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will be generated for the extracted features. (d) Stage–4, 
Decision fusion integrates multiple cues (e) Stage -5 the 
input data will be compared with database data for 
matching. Finally if matching is genuine authentication 
occurs if not authentication denied. 

 
3.1  Proposed System Performance 

 
The performance of the proposed system is 

determined by its accuracy.  False Accept Rate (FAR) and 
False Reject Rate (FRR) are two widely used standard 
metrics to determine the accuracy of a biometric system.  
The FAR is the percentage of imposters that are 
incorrectly granted access and FRR is the percentage of 
valid users who are incorrectly denied access. 

 
3.2  Purpose  

 
 The main purpose of the proposed system is to 
reduce the error rate as low as possible and improve the 
performance of the system by achieving good acceptable 
rate during identification and authentication. 
 
 
4.  Implementation 

 
The promise of biometric technology for 

countering security threats Biometric authentication 
employs unique combinations of measurable physical 
characteristics--fingerprint, facial features, iris of the eye, 
voice print, hand geometry, vein patterns, and so on--that 
cannot be readily imitated or forged by others to 
determine or verify a person's identity. Initially the raw 
biometric data pertaining to multiple sensors are obtained. 
In our proposed system since we are using multiple 
biometric characters of an individual to establish identity. 
Here, we employ multiple sensors to  

  

 
 

Fig. 2   Proposed system an overview 

acquire data pertaining to different characters. The 
independence of the characters ensures good and reliable 
performance. Provide high level security by integrating 
the patterns by Decision level fusion. 
 

 
4.1  Fingerprint Recognition 
 
Fingerprint recognition for identification acquires the 
initial image through live scan of the finger by direct 
contact with a reader device that can also check for 
validating attributes such as temperature and pulse.  Since 
the finger actually touches the scanning device, the 
surface can become oily and cloudy after repeated use and 
reduce the sensitivity and reliability of optical 
scanners.  Solid state sensors overcome this and other 
technical hurdles because the coated silicon chip itself is 
the sensor. Solid state devices use electrical capacitance to 
sense the ridges of the fingerprint and create a compact 
digital image. Once the image has been captured 
fingerprint image processing must be carried out: 
 
 

 
 

Fig.  3   Structure of  Fingerprint 
 

(a) Recognition of aspects – the finger print is represented 
as a series of ridges and valleys with local discontinuities 
in the ridge flow pattern called minutiae. (b)Ridge 
extraction - The ridges are extracted by eigen space 
representations using minimum distance 
classifier.(c)Matching fingerprints -  The matching is the 
process two fingerprint images are compared and the 
resemblance between the two geometrics are measured. 
 
 
4.2  Iris Recognition 

 
Fingerprint recognition is the technology that 

verifies the identity of a person based on the fact that 
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everyone has unique fingerprints. It is one of the most 
heavily used and actively studied biometric technologies. 
A   person's   iris   is   fully   developed   within   18 
months   after   birth,   and   is   protected   by eyelashes, 
eyelids and the retina.   Its shape hardly changes  so  that  
it  has  higher  consistency compared to other biometric 
characteristics. Its higher uniqueness in shape than a face 
or fingerprints   ensures   that   an   authentication   system   
using   the   iris   is   immensely    reliable.   Personal    
identification   using   iris  is  composed  of  two  parts:    
obtaining   the iris image and recognizing it. Firstly, the 
system performs the function of obtaining the iris image 
suitable to iris recognition. The second part is comprised 
of two stages: extracting the iris area from the image and 
creating an iris code, and perform a match based on the 
iris characteristics.  
(a) Recognition – occurs by obtaining an eye image from 
an input device is the first stage of personal identification 
using the iris. The device is comprised of a camera to 
capture the image and lighting & image sensors to grab 
correct iris patterns. In particular, the device is closely 
related to the system's overall performance. General iris 
input devices are using multi-wavelength infrared rays to 
prevent iris patterns from being affected by external light. 
Unlike face recognition, close-up photographing is 
required to obtain appropriate resolution of the eye image 
since an eye is smaller than a face. In the case of close-up 
photographing, it is difficult to set a clear focus due to low 
depth of field. To obtain  a  clear  image,  the  shutter  
speed  of  a  camera   and  

 

 
  

Fig.  4    Structure of Iris 
 
 
capture speed of an image sensor should be fast. The 
infrared rays used to capture the iris image have low 
intensity, and are known to be non-harmful to humans.(b) 
Iris Extraction - After capturing the eye image, the iris 
area should be correctly extracted from it. Detecting the 
inner boundary of the iris against the pupil and the outer 
border of the iris against the sclera finishes the process.  
Both borders of the iris are determined by approximating 
them into a circle based on the premise that they are 
circle-shaped. For the circle detection, extract the 
inner/outer boundaries of the iris after performing the 

preprocessing on the eye image, or change "hoop 
transformation" that is widely used for the detection of the 
same-shape line. In general, a Circular Edge Detector is 
commonly used. However, the outer boundary of the iris 
could have a non-circular shape. The feature extraction 
method using the Gabor Wavelet transformation, which is 
commercialized and recognized for its good performance, 
is introduced here. After the iris area is extracted, the area 
is divided into 8 small ring areas. The gray values of the 
iris patterns are calculated clockwise or counter-clockwise 
and the iris feature data in actual use can be obtained 
through the Gabor Wavelet transformation of the value.  
 
4.3  Level  of  fusion 
 
In  multimodal biometric system there are Four possible 
levels of information fusion. They are fusion at the sensor 
level, feature extraction level, matching score level and 
decision level. Sensor level fusion is unusual because 
fusion at this level requires that the data obtained must be 
compatible, which is rare in case of biometric sensors. 
Fusion at the feature level is also not always possible 
because the feature sets of multiple modalities may be 
incompatible or inaccessible. Fusion at matching score 
level is generally complex in logic and requires lengthy 
enrolment time Fusion at the decision level is generally 
preferred because Decision fusion  integrates multiple 
cues  improve the accuracy of a recognition system 
 
 
4.3.1  Decision fusion 
 
Decision fusion integrates multiple cues of fingerprint and 
iris  inorder to improve the accuracy of  recognition 
system [25], [24], [10]. Generally, multiple cues may be 
integrated at one of the following three different levels 
[24]: i) Abstract level; the output from each module is 
only a set of possible labels without any confidence 
associated with the labels; in this case, the simple majority 
rule may be employed to reach a more reliable decision. 
ii) Rank level; the output from each module is a set of 
possible labels ranked by decreasing confidence values, 
but the confidence values themselves are not specified; iii) 
Measurement level; the output from each module is a set 
of possible labels with associated confidence values; in 
this case, more accurate decisions can be made by 
integrating different confidence measures to a more 
informative confidence measure. In our system, the 
decision fusion is designed to operate at the measurement 
level. Each of the top n possible identities established by 
the iris recognition module is verified by the fingerprint 
verification module. In order to carry out such a decision 
fusion scheme, we need to define a measure that indicates 
the confidence of the decision criterion and a decision 
fusion criterion. The confidence connected with different 
results may be characterized by the genuine distribution 
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and the impostor distribution, which are used to establish 
two error rates: i) false acceptance rate (FAR), which is 
defined as the probability of an impostor being accepted 
as a genuine individual and ii)  false reject rate (FRR), 
which is defined as the probability of a genuine individual 
being rejected as an impostor. The graph in fig 5 shows 
the relationship between these variables. The cross over 
error rate is the point at which the FRR and FAR are equal. 
In the context of personal identification, the required FAR 
value and FRR value should be less than the cross over 
error rate to obtain genuine authentication. 
 

 
Fig.   5   shows the relationship between FRR & FAR 

 
4.4  Decision Policy 

 
The decision subsystem implements system policy by 
directing the database search, determine "matches" or 
"non-matches" based on the distance measures received 
from the pattern matcher, and ultimately make an 
"accept/reject" decision based on the system policy. Such 
a policy could be to declare a match for any distance 
lower than a fixed threshold and "accept" a user on the 
basis of this single match, or the policy could be to 
declare a match for any distance lower than a user-
dependent, time-variant, or environmentally-linked 
threshold and require matches from multiple measures for 
an "accept" decision. The policy could decide the good-
guys and bad-guys alike. 
 
 
5.   Experimental Results 

 
A set of 10 iris images and fingerprint images were 
acquired from 60 users,  to evaluate the performance of 
the proposed technique. In this experiment the ROC curve 
that summarizes the matching performance by plotting the 
False Rejection Rate (FRR) against the False Accept Rate 

(FAR) at various thresholds. The Equal Error Rate (EER) 
using match score level fusion is 3.5  & 3.0  respectively 
with respect to Table ii & iii. The receiver operating 
characteristic (ROC) curves of the individual matchers 
and the likelihood ratio based on  fusion rule for these 
databases are shown in Fig.  6 & 7. As expected, 
likelihood ratio based fusion leads to significant 
improvement in the performance. At a false accept rate 
(FAR) of 0:001%, the improvement in the genuine 
Acceptance is achieved. FAR & FRR exits when the 
threshold level is  >0.1 
 
6.  Result Analysis 

 
Table ii   Result analysis of genuine acceptance 

 

 
 
 

 
Fig.  6    ROC in case of genuine acceptance 
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Table iii   Result analysis of imposter  
 

 

 
 

Fig 7 : ROC in case of imposter 
 

7.  Design Issues 
 

A variety of factors should be considered when designing 
a multimodal biometric system. First is the growing 
international threat to security. second reason for growing 
interest in biometrics is the increasing threat to security 
that comes with the ubiquitous information society. The 
third reason biometric techniques are attracting attention 
is the apparent need to replace conventional 
authentication methods with more robust biometric 
authentication. The Proposed system uses the 
Combination of Biometric technologies because all the 
biometric technology has their own strengths and 
weaknesses and each are well suited for particular 
applications here is no single Biometric technology will 
dominate every area of the Biometric industry. The 
system choose a Biometric by considering factors such  as   
(a)  the  choice  of   biometric  traits, (b) integration of 
multiple biometric traits, (c) the methodology adopted to 
integrate the information, (d) highest level of security & 

reliability, (e) mobility, (f) safe and user friendliness, and 
(g) the cost versus matching performance.       
 
8.  Conclusion 

There is no security system that is completely out 
of spoofing. Every system is subject to breakable. The 
techniques used to prevent the attacks help to increase the 
time, and cost. Fingerprints can be easily forged from 
touched surfaces and can be copied in a small amount of 
time using readily available materials. All the liveness 
detection mechanisms in fingerprint systems can be easily 
overwhelmed using wafer thin gelatin and silicon artificial 
fingerprints.  But it is very difficult to fake the iris 
systems because they use physiological reactions to 
changing illumination conditions for liveness detection. A 
physical modeling of iris device will be needed to defeat 
them which are very hard and expensive. Also a fake iris 
printed on a contact lens can be easily detected using a 
check to see special properties introduced by the printing. 
So iris systems can be used for high security applications 
and network security. But iris and retina systems are very 
expensive and their user acceptability is low compared to 
face and fingerprint recognition systems. This makes them 
a bad choice for common applications. Biometric systems 
using fingerprints and face are sufficiently robust to be 
used as an authentication system for time and attendance 
and access control for low security systems No biometric 
system is optimal. The decision to which biometric is to 
be used should be made on the basis of the type of 
application and the level of security. Multimodal 
biometric systems address several problems present in 
unimodal system. Multimodal biometric systems are those 
that utilize more than one physiological or behavioral 
characteristic for enrollment, verification, or identification. 
In applications such as border entry/exit, access control, 
civil identification, and network security, multi-modal 
biometric systems are looked to as a means of (a) 
reducing false acceptance and false rejection, (b) 
providing a secondary means of enrollment, verification, 
and identification if sufficient data cannot be acquired 
from a given biometric sample, and (c) combating 
attempts to spoof biometric systems through non-live data 
sources such as fake fingers. The performance of 
multimodal biometric system shows great promise to 
personal identity in the biometric authentication society. 
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