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Summary 
Nowadays, the issue of protecting copyrights of digital contents 
has become very much critical owing to the swift growth of the 
Internet. Protecting the high-value digital assets and controlling 
the distribution and usage of those digital assets are the tasks of 
the Digital Rights Management (DRM) system. Watermarking 
technologies are being looked upon as promising means to safe 
guard the copyrights of digital images. Digital watermarking 
conceals the secret or personal information in digital images in 
order to guard their copyrights. In this paper, we present a novel 
invisible and blind watermarking scheme for copyright protection 
against piracy of digital images. The proposed watermarking 
scheme embeds a binary watermark image invisibly into a host 
image for protecting its copyrights. For every 2x2 block of the 
host image, a watermark pixel is embedded using the proposed 
approach. As the proposed watermarking scheme is blind, the 
extraction of watermark requires only the watermarked image 
and it doesn’t demand the original image or any of its 
characteristics. The experimental results have demonstrated the 
efficacy of the proposed watermarking scheme. 
Key words:  
Digital Rights Management (DRM), Digital images, Copyright 
Protection, Digital image watermarking, Blind Scheme, Invisible 
watermarking. 

1. Introduction 

In recent years, digital content distribution is one of the 
rapidly up-and-coming fields owing to the latest 
progresses in digital technologies, in company with more 
and more interrelated high-speed networks and the 
reduction in costs of high-performance digital devices. 
There are immense prospects for business content 
suppliers owing to these developments in digital content 
distribution which however causes threats owing to the 
possibility of illegal copying and distribution of the digital 
data with great ease. Hence, in order to secure digital 
content from illegitimate utilization, business content 
suppliers necessitate technologies supported by the 
legislation [1]. Digital Rights Management (DRM) is one 
among the possible solutions for the abovementioned issue. 
The digital contents are protected with the aid of DRM, a 
collection of technologies that enforces the utilization of 
digital contents in accordance with the established 
privileges. DRM is a method of honoring copyright 

provisions ascertained by the proprietors of the intellectual 
assets, such as license terms and usage agreements [2].  

Securing valuable digital properties and restricting their 
distribution and utilization can be achieved with the aid of 
DRM systems. A DRM system needs to provide a 
relentless content protection against unauthorized access to 
the digital content, restricting access to only the ones with 
the appropriate authorization. It needs to be robust enough 
to administer usage rights for various types of digital 
content (for instance: music files, video streams, digital 
books, images) across different platforms (for instance: 
PCs, laptops, PDAs, mobile phones) [3]. DRM consists of 
two components. The first is a collection of technologies 
such as encryption, copy control, digital watermarking, 
fingerprinting, traitor tracing, authentication, integrity 
checking, access control, tamper-resistant hardware and 
software, key management, revocation and risk 
management architectures. Other technologies are 
employed to convey copyright permissions in ‘rights 
expression languages’ and additional kinds of metadata 
that make a DRM policy machine-readable [4].  

In addition to all the above mentioned technologies, 
copyright protection plays a significant role in DRM. 
Copyright protection mechanisms is a solution that 
particularly focuses on avoiding disputes that arise out of 
ownership claims through buying and selling digital 
documents. The problem requires a fool-proof mechanism 
to authenticate the ownership of document prior to its sale 
and an identical structure to attest authentic buyers [5]. 
The emergence of image processing tools has brought 
about the vulnerability of illegitimate replication, 
alterations and distribution of digital images. The 
protection of digital images is a primary concern owing to 
the omnipresent internet. The concern for potential loss of 
revenue resulting from digital media piracy is on a rise 
among media content owners [6]. Whilst identifying the 
genuine need of the copyright owners, together with the 
content industry, to protect their copyrights despite 
technological progression, digital rights management 
systems will offend the copyright balance amid copyright 
owners and users.  

In order to avoid copying or to restrict utilization of a 
digital file, several techniques are included in DRM. There 



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.4, April 2009 
 

 

72 

is a disagreement in such technology as the regular use of 
which is conventionally authorized is limited as well. 
Professed forensic techniques are not capable of 
preventing duplication, as an alternative, when 
unauthorized copies emerge, they facilitate the copyright 
holder to mark out the pirates and prosecute Owing to the 
fact that the forensic techniques are brought into action 
only when a crime is evident, and they are less 
controversial than DRM [7]. Even though there are 
numerous technological methods to encounter copyright 
piracy, there is abundant scope for innovative research as 
there is still no ideal or commonly established solution 
accessible. The attention paid towards digital 
watermarking, recommended as a method for copyright 
protection or ownership identification of digital images is 
rising. 

The digital images can be protected from illegal copying 
and manipulation through the digital watermarking 
technique. Watermarking is a process in which a data is 
embedded into a multimedia element like image, audio or 
video [8]. We can extract the embedded data in the future 
or perceive in, the multimedia element for various 
purposes which includes copyright protection, access 
control, and broadcast monitoring. On the basis of the 
application, the digital watermarking can be classified into 
image watermarking, video watermarking and audio 
watermarking. Image and video copyright protection is the 
prime objective of the existing digital watermarking 
methods [9]. It acts as a digital signature, offering the 
image with a sense of ownership or authenticity. The 
inseparability of the watermark from the content is the 
prime advantage of watermarking. A watermark consists 
of numerous vital characteristics. These encompasses that 
the watermark is hard to perceive, resists ordinary 
distortions, endures malevolent attacks, carries numerous 
bits of information, is capable of coexisting with other 
watermarks, and demands little computation to insert or 
identify [10]. 

Watermarks and watermarking techniques can be divided 
into various categories in a number of ways. On the basis 
of the necessities for watermark extraction or detection, 
the watermarking is categorized into Non-blind, Semi-
Blind and Blind schemes [11], [12]. Non-blind 
watermarking schemes employ the original image and 
secret keys to detect the watermark. The secret key(s) and 
the watermark bit sequence are essential for Semi-Blind 
schemes. Nevertheless, only the secret key(s) are 
employed for extraction in the blind schemes. The 
embedded data (watermark) might either be visible or 
invisible. In case of visible watermarking of images a 
secondary image (the watermark) is embedded in a 
primary image in such a manner that it is deliberately 
perceptible to a human observer while in case of invisible 
watermarking the embedded data is not detectable, 

nevertheless it is possible to extract it by a computer 
program [13]. Commonly, robust watermarking is built to 
endure un-malicious or malicious attacks like scaling, 
cropping, lossy compression, and so forth. Robust 
watermarking is chiefly intended towards copyright 
protection. On the contrary fragile watermarking is built to 
identify any minute alternation to the original digital 
content [14]. A visible watermark is restricted in more 
than one way. It symbolizes the image fidelity and is 
vulnerable to attack through direct image processing. 
Numerous researches on copyright protection of digital 
images through watermarking schemes have been 
proposed [15 – 20]. 

This research work discusses a novel invisible and blind 
watermarking scheme for copyright protection against 
piracy of digital images. The proposed watermarking 
scheme is blind, since it doesn’t require the original image 
or any of its characteristics for the extraction of watermark. 
This scheme makes use of a binary image as watermark 
data for protecting the copyrights of images. For every 2x2 
non-overlapping block of the host image, a binary 
watermark image pixel is embedded with the aid of 
embedding strength and signum function using the 
approach discussed. The embedded binary watermark is 
extracted from the watermarked image using watermark 
image size and the embedding strength.  The efficiency of 
the proposed scheme is demonstrated with the support of 
experimental results. 

The remaining sections of the paper are organized as 
follows. Section 2 presents a brief review of some of the 
recent works that employ digital watermarking for 
copyright protection of digital images. The proposed novel 
invisible and blind watermarking scheme is presented in 
Section 3. The experimental results are given in Section 4 
and conclusions are summed up in Section 5. 

2. Review of Related Works 

Our work has been inspired by a number of previous 
works available in the literature that employ digital image 
watermarking for copyright protection of digital images. 
Some of the recent significant researches are briefly 
described as follows: 

Shih-Hao Wang and Yuan-Pei Lin presented a wavelet-
based watermarking technique that quantizes the so-called 
super trees for copyright protection [15]. Embedding of 
each watermark bit is performed across diverse frequency 
bands. The information of the watermark bit is distributed 
all over the large spatial regions. This feature enables the 
watermarking technique to resist the attacks in both 
frequency and time domains in a robust manner. Their 
results in their paper established the resistance of their 
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system against attacks such as the removal of the high-
pass band in low-pass processing, and the removal of high-
pass details in JPEG compression, in a robust manner. 
Moreover, they demonstrated the robustness to time 
domain attacks such as pixel shifting and rotation. In 
addition to protection of copyrights, their proposed 
watermarking scheme backs data hiding or image 
authentication. 

Jengnan Tzeng et al. [16] presented an asymmetrical 
watermarking method for copyright protection that 
satisfies the zero knowledge principle with the intention to 
overcome the weaknesses of contemporary symmetric 
watermarking methods. The enhancement of the 
watermark space concept of their preceding symmetric 
watermarking method in their method made their 
asymmetric design a robust one. It is improbable to 
eradicate the watermark without visibly deforming the 
watermarked image owing to the significant dependence 
of their watermark on the original image.  

Ching-Sheng Hsu and Young-Chang Hou presented a 
novel copyright protection scheme for digital images 
based on visual cryptography and statistics [17]. They 
employed SDM to fulfill the requirements of robustness 
and unambiguousness, since many common attacks found 
it hard to alter the parameters of the statistics of an image. 
They demonstrated that their proposed scheme can defend 
against numerous familiar attacks, in particular, the 
lightening and darkening attacks through the results. 
Moreover, the host image is not modified by their scheme 
which does not need the original image to recognize the 
proprietorship. Consequently, the security of the digital 
images that cannot be modified, for instance medical 
images find their scheme to be appropriate.  

A novel method that embeds watermark into the angle 
parameter of polygonal lines or curves in a contour map 
after its parameterization was presented by Xu Zhou et al. 
[18]. The GIS data or contour maps and other kind of 
vector graphics composed of polygonal lines can apply 
their algorithm. Rather than correlation based algorithm, 
they adopt the hypothesis test detection algorithm based on 
likelihood ratio test as they embed watermark data by 
multiply operation. Their scheme defends against common 
geometric transform (attacks) owing to its geometric 
nature. The inability of their algorithm to resist vertex 
removal (polygonal line simplification) or addition 
operation in a robust manner is the drawback of their 
scheme. This issue can be resolved with ease when 
original data are involved; however the protection of the 
original data should be very much weakened. 

In order to achieve the copyright protection, a two-phase 
watermarking scheme which extracts both the grayscale 
watermark and the binary one from the protected images 

was presented by Ming-Chiang Hu et al [19]. Initially, 
their scheme employed the pixel values of the original 
image to construct a grayscale watermark image. Then, 
their scheme intends to retrieve a binary watermark image 
by employing the just-procured-permuted grayscale 
watermark from the first phase. The outcome of their 
scheme is the lossless embedding i.e. the protected images 
and the original ones are identical when viewed. The 
authentication process in general does not necessitate the 
original image. Only the possessors of original grayscale 
watermark and the corresponding secret keys can extract 
the grayscale and binary watermarks in sequence. Thus, 
the system is enhanced in terms of security and robustness. 
Their proposed system fulfills the common necessities of 
image watermarking and is superior in comparison with 
the existing system in terms of transparency and 
robustness, which is demonstrated by the acquired results.  

A novel watermarking scheme for copyright protection of 
color images was presented by Shang-Lin Hsieh et al. [20]. 
The prerequisite of imperceptibility and robustness for a 
reasonable watermarking scheme has been fulfilled by 
their proposed scheme. The resistance of their scheme 
against numerous attacks for instance cropping, scaling, 
and JPEG compression, etc was illustrated by the 
experimental results. In addition, the ability of the scheme 
to extract unique features from diverse images, which is a 
vital prerequisite for feature extraction, was demonstrated 
by the unique identification experiment. The ability of 
their scheme to calculate the scaling factor for different 
images whilst preserving the robustness and 
imperceptibility requirement, which is in contrast to other 
watermarking schemes that require manual adjustment in 
the embedding scaling factor, is an additional advantage of 
their scheme. 

Some scenarios in which many current watermarking 
schemes fail to resolve the rightful ownership of an image 
has been discussed by Zeng et al. [21]. Essentially, their 
watermarking scheme cannot resolve rightful ownership as 
the embedded watermark is detected without using the 
original image. Instead of protecting the ownership of 
digital images, the watermarking scheme in their algorithm 
protects the embedded watermark. Owing to the fact that 
watermark detection in their algorithm does not require 
original images, an attacker can always create his 
counterfeit original images and claim his/her ownership, 
this is a key problem. 

Lu et al. presented a digital watermarking technique and 
intended to solve some important issues in the digital 
world, such as copyright protection, copy protection, and 
content authentication through their extensive research 
[22]. They presented an efficient multipurpose 
watermarking algorithm based on mean-removed vector 
quantization (VQ). Ming-Shi Wang and Wei-Che Chen 
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[23] presented a digital image copyright protection scheme 
based on visual cryptography (VC) and singular value 
decomposition (SVD) techniques. Their scheme initially 
applies SVD to a host image to construct a master share. In 
the proposed scheme, the secret image is embedded with 
no modification of the host image. Besides, it is not 
necessary to employ the original host image and the 
assistance of computers to extract the hidden secret image. 

3. Novel Invisible and Blind Watermarking 
Scheme  

The proposed novel invisible and blind watermarking 
scheme for copyright protection of digital images is 
explained in this section. The proposed digital 
watermarking scheme is blind as it doesn’t require the 
original image or any of its characteristics in the extraction. 
A binary image is utilized as watermark data and its pixels 
are embedded invisibly into the host image for protecting 
the copyrights of the host image. The steps involved in the 
watermark embedding and extraction processes are 
described in the following subsections.   

3.1 Watermark Embedding 

The embedding process of the binary watermark image 
into the host image is presented in this sub-section. The 
host image’s size should be dyadic (2nx2n) and a binary 
image is used as watermark. Initially, the non-overlapping 
blocks of size 2x2 are extracted from the host image. A 
pixel of binary watermark image is embedded into a single 
block. The mean calculation, embedding strength (γ ) and 
signum function are employed in the process of 
embedding the watermark. Originally, each non-
overlapping block is converted into a vector, and the mean 
value of the vector is computed.  Afterwards, the mean 
value is divided by the embedding strength (γ ) and used 
in the embedding. As the watermark is a binary image, the 
embedding of watermark involves two cases: embedding 
pixel value ‘1’ and embedding pixel value ‘0’. Two 
distinct mathematical operations are performed for 
embedding pixel value ‘0’ and ‘1’. Fig: 1 shows the block 
diagram of the watermark embedding process. 

 

Fig. 1 Watermark Embedding Process 

Watermark Embedding Steps: 
Input: Host Image ( I ), Binary Watermark Image (W ), 

Embedding strength (γ ) 

Output: Watermarked Image ( WI ) 

1. The binary watermark image (W ) of size n x n 
consists of 2n  number of pixels. Extract 2n  
number of 2x2 non-overlapping blocks from the 
host image. The extracted non-overlapping blocks 
are stored in a vector B . 

            ],....,,,[ 321 NbbbbB = ;  20 nNwhere ≤<  

2.   Convert each matrix in the vector B  into a vector 

BV .  
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3. Calculate the mean value for all the converted 

vectors BV . 
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4. Divide the mean value BV  of all the vectors by 
embedding strength γ  and denote the        
resultant value as Q .   
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5. The binary watermark image pixels are embedded 
into the blocks in vector B  using the 
predetermined Q  and embedding strength γ  as 
follows: 

(i) Calculate the signum function of each block 
in vector B  and store it in another vector 
X  . The signum function is the real valued 

function defined for real x as follows [24] 
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 (ii) For pixel value ‘0’ perform the following 
mathematical operation  

       )*)2*)5.0*((( γQroundt =  
 (iii)For pixel value ‘1’ the following 

mathematical operation is carried out. 
        )1( −= QQt  

                     ))*)3*)5.0*((( γtQroundt =  

(iv) Multiply each block in vector X  by the 
calculated value t  with respect to watermark 
pixel and place it in vector B . 

                      )*.( )( tXB i<<   ; ki0 ≤<where  

6. Map the modified blocks in the vector B  back to 
its original position in host image I to obtain the 

watermarked image WI . 

3.2 Watermark Extraction 

The extraction of binary watermark image from the 
watermarked image is explained in this sub-section. As the 
proposed scheme is blind, the extraction requires: 
watermarked image, size of watermark image, embedding 
strength and it doesn’t require the original image or any of 
its characteristics. To begin with, 2x2 non overlapping 
blocks are extracted from the watermarked image and the 
number of blocks extracted depends on the size of the 
watermark image. The blocks thus extracted are stored in a 
vector. Afterwards all the extracted blocks are converted 
into a vector and the mean value of the vector is calculated. 
Subsequently the mean values of all the blocks are divided 
by the embedding strength. The resultant value is utilized 
in the extraction of watermark.    Finally, a matrix with 
size of watermark image is initialized and the extracted 
pixel values are placed in it in order to obtain the 
watermark image.  Fig. 2 portrays the block diagram of the 
watermark extraction process.  

 

Fig. 2 Watermark Extraction Process 

Watermark Extraction Steps: 

Input: Watermarked Image ( WI ), Size of watermark 

image )(W , Embedding strength (γ ) 

Output: Watermark Image )(W  
1. Extract 2x2 non-overlapping blocks from the 

watermarked image ( WI ). The number of 

extracted blocks should be equivalent to the size 
of watermark image. Store the extracted blocks in 
a vector BV . 

        ],....,,,[ 321 NbbbbBV = ;  20 nNwhere ≤<  

2. Convert each block in the vector BV into a 
vector BV . 

                  ],,,[ 4321 xxxxVB =  
3. Calculate the mean value of all the converted     
        vectors BV .      

                   
k

V
V

k

i
B

B

k∑
== 1 ;  40 ≤< kwhere  

4. Divide the calculated mean value BV  of all the 
vectors by the embedding strength γ . The value 
thus resulting is denoted as Y .  

   )/( γBVY = ;  2 =γwhere  
5.Perform the following mathematical operation  
   and store the result in a vector pW .   

      )2mod][( iYWp <<  ;   Wi ≤≤0  
6. Initialize a matrix with size of watermark image  
   and place the extracted pixel values ( pW ) in it to 

obtain  the watermark image )(W .  

 4. Experimental Results  

The experimental results of the proposed watermarking 
scheme are presented in this section. The proposed 
watermarking scheme is programmed in Matlab 
(Matlab7.4) and tested with images of different sizes. The 
binary watermark images are embedded into the host 
images effectively. Subsequently, the embedded 
watermarks are extracted from the watermarked images 
efficiently. The watermarked images have good Peak 
Signal to Noise Ratio (PSNR) and good visual quality. The 
watermark and watermarked images of four different host 
images are shown in Fig. 3, 4, 5 and 6 along with the 
PSNR values. 
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Fig. 3 (a) Host Image (b) Watermark Image (c) Watermarked Image with PSNR value 

 

Fig.4 (a) Host Image (b) Watermark Image (c) Watermarked Image with PSNR value 

 

Fig. 5 (a) Host Image (b) Watermark Image (c) Watermarked Image with PSNR value 

 

Fig. 6 (a) Host Image (b) Watermark Image (c) Watermarked Image and the PSNR value 
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5. Conclusion 

The development of electronic commerce applications and 
online services has been incredible in the recent times; 
however, the apprehension of unrestricted duplication and 
distribution of copyrighted material has crept in to the 
minds of the service providers. The extensive availability 
of internet is the cause for the escalating importance of the 
security of images. In this paper, we have presented a 
novel blind and invisible digital watermarking scheme for 
copyright protection of images. As a digital watermark, a 
binary image is used. The binary watermark image pixels 
are embedded into 2x2 non-overlapping blocks of the host 
image. Subsequently, the watermark image is extracted 
from the watermarked image using the approach discussed. 
The watermarked images are in good visual quality and 
have good PSNR values. The effectiveness of the 
proposed scheme has been demonstrated with the aid of 
experimental results.     
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