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Summary 
In this paper, a new short hierarchical identity-based 
signature (HIBS) scheme is proposed in the standard 
model. This scheme has some advantages over the 
available schemes: the private keys size shrinks as the 
identity depth increases and the signature size is constant 
as it consists of three group elements. Furthermore, under 
the generalization selective-identity security model, we 
reduce the security of the new scheme to the h-Exponent 
Computational Diffie-Hellman (h-CDH) assumption. This 
assumption is more natural than many of the hardness 
assumptions recently introduced to HIBS in the standard 
model  
Key words: 
Hierarchical identity-based signature; the standard 
model; h-CDH assumption; provably secure 

1. Introduction 

A digital signature is an electronic signature that can 
be used to authenticate the identity of the sender or the 
signer of a document, and possibly to ensure that the 
original content of the message or document that has been 
sent is unchanged. It is one of the most important 
developments from the work on public key cryptography. 
In traditional public key signature algorithms, the public 
keys of the signer are essentially random bit strings picked 
from a given set. This leads to a problem of how the 
public keys are associated with the physical entities which 
are meant to be performing the signing. In these traditional 
systems the binding between the public keys and the 
identity of the signer is obtained via a digital certificate. 
As noticed by Shamir [1] it would be more efficient if 
there was no need for such a binding, in that the users 
identity would be their public key, more accurately, given 
the users identity the public key could be easily derived 
using some public deterministic algorithm. It is called 
Identity-Based cryptography.  

Identity-Based encryption (IBE) was introduced 
firstly in [1]. It allows for a party to encrypt a message 
using the recipient’s identity as a public key. The ability to 
use identities as public keys avoids the need to distribute 
public key certificates. So it can simplify many 

applications of public key encryption (PKE) and is 
currently an active research area. Hierarchical IBE (HIBE)  

[6-12] is a generalization of IBE. It allows a root PKG to 
distribute the workload by delegating private key 
generation and identity authentication to lower-level PKGs. 
An identity at level k of the hierarchy tree can issue 
private keys to its descendant identities, but cannot 
decrypt messages intended for other identities. The first 
efficient construction for HIBE is due to Gentry and 
Silverberg [6], where security is based on the Bilinear 
Diffie-Hellman (BDH) assumption in the random oracle 
model. The first construction without random oracles due 
to Boneh and Boyen [8] gives an efficient HIBE based on 
decision BDH. The idea of hierarchical ID-Based 
signature (HIBS) scheme was firstly proposed by Gentry 
and Silverberg [6] in 2002. The first provably secure 
HIBS scheme was proposed by Chow et al [10]. Its 
security is proved under the random oracle and is based on 
the selective-ID model, which is a weaker model of 
security. Yuen and Wei [17] also provided a direct 
construction where the size of the signature is independent 
from the number of levels. Although their scheme can be 
proven secure without random oracles, it is also provably 
secure under a strong assumption, the OrcYW assumption. 
Recently, an efficient construction in [18] is proposed 
without relying on the random oracles. But it is secure 
under a strong assumption, q-SDH assumption.  

As a natural extension of the efforts to provide a 
more efficient scheme in the standard model, we give a 
new efficient construction of HIBS scheme based on [4, 5]. 
Our scheme is based on the h-CDH assumption which is a 
modified CDH assumption and is polynomial time 
equivalent to CDH assumption for h = 1 [20]. In addition, 
it is based on the extension of Water’s signature scheme, 
so the public parameters depend on the levels of the HIBS. 
However the private key size in our system shrinks as the 
identity depth increases and the signature size is constant 
as it consists of only three group elements. It is more 
efficient than the generic constructions of using certificate 
chain or hierarchical authentication tree. Additionally, the 
assumption in our scheme seems more natural than many 
of the hardness assumptions recently introduced to pairing 
based HIBS system. 
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2. Preliminaries 
2.1. Bilinear Map 

Let G  and 1G  are two (multiplicative) cyclic groups 

of prime order p and g  is a generator of G . A bilinear 

map ê  is a map ê : 1G G G× →  with the properties: 

(i) Bilinearity: for all u, v∈G; a, b∈ pZ , we have 

ˆ ˆ( , ) ( , )a b abe u v e u v= ; 
(ii) Non-degeneracy: ˆ( , )e g g ≠ 1 ; 
(iii) Computability: There is an efficient algorithm to 

compute ˆ( , )e u v  for all u, v∈G. 

2.2. Hardness Assumption 

We briefly recall the definitions of some hardness 
assumptions:  

Definition 1 (h-Strong Diffie-Hellman Problem (h-

SDH)) Given (h+2)-tuple ( , , ,
h

g g g gα α′ L ), the h-SDH 

problem is to output a pair (A,c) such that cA gα+ ′= , 

where , pc Zα ∈ and g is generator of G .  

Definition 2  (h-Exponent Computational Diffie-
Hellman Problem, h-CDH) Given a group G of prime 
order p with generator g  and elements 

(
2

, , ,
ha a ag g gL ) where a is selected uniformly at 

random from pZ  and 1h ≥ , the h-CDH problem in G is 

to compute 
1hag
+

.  
Definition 3 (The h-weak Diffie-Hellman 

Problem(h-wDH)) Given a group G of prime order p with 

generator g  and elements (
2

, , ,
ha a ag g gL ) where a is 

selected uniformly at random from pZ  and 1h ≥ , 

compute 
1
ag . 

Definition 4 (The Orc-YW Problem)   Given  

(1) 1l ≥ , {
ixg : 0 ≤ i l≤ }, ,γ δ , 4g , 5g , 1γ ,L , lγ , 

an identity 1{ , , }lI I I= L , full-domain collision-

resistant hash function H , 
(2)  an oracle HO  which upon input a message m and an 

identity 1{ , , }kI I I′ = L  for k l≤ ,outputs a tuple 

( 1 2 1 2, , ,D D Z Z ) satisfying: For some random t, r, which 

differ for each query to HO ,  

1 2 1 0 4 2 1 5, , ,t t h t h tD g D Q Z a g Z a g= = = = ,  where  

3
1

,i

k
I
i

i

Q g h
=

= ∏  
1

,
l i

i x
ih g gγ − +−= for 1 i l≤ ≤ ,  

2

lxg g γ+= ,
1

1
3

l l i
ii

x Ig gδ − +
=

+∑= ,   0 2 1, ,x r ra g Q a g= =  

1 2( , , , , )h H D D I m param′= ,

2 3 4 5 1( , , , , , , , , )x
lparam g g g g g g h h= L . 

The Orc-YW Problem is to output 1 2 1 2( , , , , )m D D Z Z% % % %%  
satisfying  

1 5 2 1 2 2 4 1

1 2 3
1

ˆ ˆ ˆ ˆ ˆ( , ) ( , ) ( , )   ( , ) ( , );

ˆ ˆ( , ) ( , ); ,i

h

k
I
i

i

e g Z e g D e g g e Q Z e g D

e Q D e Q Z Q g h
=

⋅ = ⋅ ⋅

= = ∏

% % % %

% %

 m% was not queried to HQ ,  where 

1 2( , , , , )h H D D I m param′= . 
Definition 5 We say that the (t, ε ) h-CDH 

assumption holds in a group G if no adversary running in 
time at most t can solve the h-CDH problem in G with 
probability at leastε . 

Note that it was shown in [20] that h-CDH problem is 
equivalent to CDH problem for h = 1. 
According [20, 21], we can obtain  

h wDH− =( polynomial time equivalent) h CDH− ≥  
h SDH− . 

2.3. H-level HIBS Scheme 

An h-level HIBS scheme consists of the algorithms 
Setup, Extract, Sign and Verify. They are specified as 
follows: 

Setup: On input a security parameter, PKG returns 
the system parameters together with the master key. These 
are publicly known while the master key is known only to 
the PKG. 

Extract: On input an identity 1( , , )jID v v= L , the 

public parameters of the PKG and the private key 

1jIDd
−

corresponding to the identity 1 1( , , )jID v v −= L , it 

returns a private key  IDd for ID. The identity ID is used 

as the public key while IDd is the corresponding private 
key. 

Sign: On input the identity ID, the private key and a 
message M from the message space, it outputs a signature 
σ  corresponding to the M under ID. 

Verify: On input the signature σ corresponding to 
the M under ID, it is accepted if it is valid. Otherwise it is 
rejected. 

A HIBS scheme is secure if it satisfies two 
requirements: Correctness and Existential Unforgeability. 
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2.4. Existential Unforgeability 

Concerning the security of the identity-Based 
cryptography, there are mainly two definitions: 

⋅ Full security, which means that the attacker can 
choose adaptively the identity he wants to attack (after 
having seen the parameters); 

⋅ Selective-ID security, which means that the attacker 
must choose the identity he wants to attack at the 
beginning, before seeing the parameters. The Selective-ID 
security is thus weaker than full security. 

Recently, two new security models, M1 and M2 have 
been introduced in [14], where they are called the 
generalization selective-identity security and full security. 
Here we describe only M2 since this is the model that we 
require. M2 is constructed for the encryption scheme. And 
therefore, we need to modify it to obtain the model of 
HIBS. Following [12, 18], we give the security model of 
HIBS as follows: 

Init The adversary commits to sets of 
identities * *

1 , , jI IL , where 1 ≤ j ≤ h and h is the 

maximum number of levels of the HIBS. Let | *
iI | = ni. 

The adversary’s commitment fixes the length of the 
challenge identity to be h. Also, the set *

iI corresponds to 
the set of committed identities for the i-th level of the 
HIBE. 

Setup The simulator generates system parameter 
param and gives it to the adversary. 

Queries The adversary queries Extraction Oracles 
and Signing Oracles. Note that the adversary is not 
allowed to query the key extraction oracle on any identity 
(v1, . . . , vj) such that j ≤ h and vi

*
iI∈  for all 1 ≤ i ≤ j. 

Forgery The adversary delivers a signature *σ  for 
signer identity * * *

1( , , )jID v v= L  and message *M , 

where * *
i iv I∉ . *ID  or its prefix have never been input to 

a Extraction Oracles and ( *ID , *M ) has never been input 
to a Signing Oracles.  

Note: If n1=n2=…=nl=1, then we obtain the selective-
ID secure model. 

The adversary wins if he completes the Game with 
Valid = Verify( *ID , *M *σ ).  For a detail description, 
the readers are referred to [12 ,14, 18]. 

 

 3. New Construction of HIBS Scheme 
Our construction is based on the Waters’s signature 

scheme [4] and its generalization in [5]. It works as 
follows: 

Setup To generate system parameters for an HIBS of 
maximum depth h, the algorithm selects a random 

generator g∈ G and some random elements 

2 3 0, , , ,ij lh g g u u  from G for i=1,…,h, j=1,… in , 

l=1,…nm, where 1, , hn nL are some small positive 

integers and mn is the length of message m. Then it picks a 

pZα ∈  at random and sets αgg =1 . We set Hi=( hij) and 

( )lu=U for i=1,…,h, j=1,… in and l=1,…nm. The system 
parameters are  

param=( 1 2 3 0 1, , , , , , , ,hg g g g u H H UL ) 

 and master key is 2gα . 

For 1, ,i h= L , we define the function ∏
=

=
i j

n

j

x
iji hxF

1

)( , 

where px Z∈ . 

 Extract: To generate a private for ID=(v1,v2,…,vj), 
where j h≤  and i pv Z∈ , the algorithm picks randomly 

a pr Z∈  and outputs  

IDd = 0 1 1( , , , )j ld d d d+ L  

      =( 2 3 1
1

( ( )) , , , ,
j

r r r r
i i j h

i

g g F v gα
+

=
∏ H HL ), 

where r
iH  denotes 1( , , )

i

r r
i inh hL  with 1, ,i j= L . 

Among these, only the first two are required in the 
signature, the rest are used to generate a private key for the 
next level.  
Note: In fact, IDd  can be generated as follows:  Given 

ID 1j− =(v1,v2,…,vj-1) and | 1 0 1( , , , )ID j j hd d d d d− ′ ′ ′ ′= L , 

then IDd = 0 1( , ,d d  1 ,jd + L )hd  for ID=(v1,v2,…,vj) can 
be computed in the following manners. 
Let ( ) ( ),   1, ,r r

t t tj tj jh D j n′ = = = =d H L with pr Z∈ . 

Select a random pr Z′∈ and compute 

0 0 21
1

( ( ))
k

j j
j

n v r
jk i ik

i

d d D g F v ′

=
=

′= ∏ ∏ , 1 1
rd d g ′′= , 

( )r r r
t t t tjh′ ′+′= =d d H , 1, ,t j h= + L .  

Sign:  Let 1( , , )
mnm m m= L  be a message to be 

signed and i pm Z∈ . A signature of m for the identity 
ID=(v1,v2,…,vj) is generated as follows: First, a random 

ps Z∈  is chosen. Then the signature is constructed as 

1 2 3( , , )σ σ σ σ= = 0 0
1

( ( ) , , )
m

i

n
m s r s
i

i

d u u g g
=
∏ . 
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Verify: Given a signature 1 2 3( , , )σ σ σ σ=  of a 

message m under the identity ID=(v1,v2,…,vj) with j h≤ , 

the verifier computes ( )i iF v and accepts it if the 
following equation holds:  

1 1 2 3 2 0 3
1 1

ˆ ˆ ˆ ˆ( , ) ( , ) ( ( ), ) ( , )
m

i

nj
m

i i i
i i

e g e g g e g F v e u uσ σ σ
= =

= ∏ ∏
Otherwise rejects it. 

3.1 Efficiency  

The public parameters in our scheme are slightly 
larger than those in existing HIBS schemes. However, the 
private keys size in our scheme shrinks as the identity 
depth increases and the signature size is a constant 
consisting of three group elements. And the cost of 
verifying algorithm in our scheme needs three pairing 
operations(the value 1 2ˆ( , )e g g  can be precomputed), 
which is more efficient than the existing HIBS schemes. In 
addition, if the value im

iu  can be precomputed, a much 
more efficient signing algorithm is obtained where it only 
needs two exponentiation operations. Furthermore, our 
scheme is based on the h-CDH assumption instead of the 
other strong assumptions and is provably secure in the 
standard model. Table 1 compares our proposed scheme 
with other HIBS schemes. Tables 2-4 give the 
comparisons between our scheme and the others schemes 
in the standard model.(Note : the scheme in [12]and [18] 
is the same) 

Table 1 Comparison of the Efficiency 
Scheme Hardness 

assumption 
Security 
Model 

Without 
Random oracles 

Signature 
Size Paring

[10] CDH s-ID NO (k+2)|G| 3 
[11] CDH Gs-ID NO (k+2)|G| K+2
[17] orcYW s-ID YES 4|G| 7 
[18] q-SDH Full YES 2|G|+|p| 4 
Ours h-CDH Gs-ID YES 3|G| 3 
Note: In this table, Pair denotes the number of pairing 

operation; s-ID denotes the security model of selective-
identity [8]; Gs-ID denotes the security model of 
generalization selective-identity and Full denotes the 
security model of adaptive-identity [6]. 

Table 2 Comparison of the cost at the Extract Phase 

scheme Mul Exp. M.I. Private key  
size 

[17] j+1 O(h) 0 O(h-j) 

[18]  O(h) O(h) O(h) O(h-j) 

Ours O(h) O(h) 0 O(h- j) 

Note: Mul. denotes multiplications computation,  
Exp. represents exponentiations computation,  MI. 
denotes modular inverse computation and j denotes the j-

level of HIBS. In addition, in our scheme, 
1

h

i
i

n
=
∑ is only a 

small multiple of h where 1in ≥ . Hence we set 
1

h

i
i

n
=
∑ = 

O(h). 

Table 3 Comparison of the cost at the Sign Phase 

scheme Mul Exp. M.I. Hash Signature 
size 

[17] j+4 j+7 0 1 4|G| 

[18] 2j 2j-1 O(h) 0 2|G|+p 

Ours nm or 1 2 0 0 3|G| 

Note: Hash denotes the hash function and nm denotes 

the length of the signed message m. When 0
1

m
i

n
m
i

i

u u
=
∏ is 

precomputed, then the Mul. is 1. 

Table 4 Comparison of the cost at the Verify Phase 

Note: When 0
1

m
i

n
m
i

i

u u
=
∏ and F(vi) are precomputed in 

our scheme, then Mul. and Exp. are 0. 

4 Security  
4.1 Correctness  
Let 1 2 3( , , )σ σ σ σ=  be a valid signature. Then one can 
obtain 

1 0 0
1

ˆ ˆ( , ) ( ( ) , )
m

i

n
m s
i

i

e g e d u u gσ
=

= ∏    

= 2 3 0
1 1

ˆ( ( ( )) ( ) , )
m

i

nk
mr s

i i i
i i

e g g F v u u gα

= =
∏ ∏    

 = 2 3 0
1 1

ˆ ˆ ˆ( , ) (( ( )) , ) (( ) , )
m

i

nk
mr s

i i i
i i

e g g e g F v g e u u gα

= =
∏ ∏  

= 1 2 3 2 0 3
1 1

ˆ ˆ ˆ( , ) ( ( ), ) ( , )
m

i

nk
m

i i i
i i

e g g e g F v e u uσ σ
= =
∏ ∏  

 

scheme Mul. Exp. M.I. Hash Pair

[17] 3 1 0 0 7 

[18] 2j-3 2j-2 O(h) 0 4 

Ours 1

h
i mi

n n
=

+∑ or 

0 

1

h
i mi

n n
=

+∑  or 

0 
0 0 3 
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4.2 Existential Unforgeability 

Let eq and sq  denote the maximum time by the 
adversary querying the Extraction Oracles and Signing 

Oracles and
1

h
ii

n n
=

=∑ . Then one can obtain: 

Theorem 1 The proposed scheme is ( , , ,e st q q ε )-

secure, assume that the ( ,t ε′ ′ ) h-CDH assumption holds, 
where ε ε ′≤ , t′ = t+O((qen +qs(n +nm))ñ+(nqe +qs)ô) , t 
is the time taken by the adversary, ñ is the time for a 
multiplication and ô is the time for an exponentiation. 
       Proof: Suppose there exists a ( , , ,e st q q ε ) adversary 
A against our scheme, then we construct an algorithm B 
that solves the ( ,t ε′ ′ ) h-CDH problem. Our method is 
based on the [14, 19]. We define the game between A and 
B as follows: 

Init  The adversary commits to sets of 
identities * *

1 , , jI IL , where 1 ≤ j ≤ h. 

Setup  B randomly picks 0 0, , , ,i i i pv z m x y Z∈  

1 Mi n≤ ≤ , sets ( ),im=M  ( )ix=X , ( )iy=Y . 
Then he defines some functions as follows:  

1

*
, 1 ,1 ,0( )= 1

( )
1

i i

i

i

n n
i n i i

v Ii

x v x a x a x a i j
f x

x j i h

−
−

∈

⎧ − + + + + ≤ ≤⎪=⎨
⎪ + ≤ ≤⎩

∏ L
; 

        

0,1,
1

1,,)( ii
n

ni
n

nii bxbxbxbxJ i

i

i

i
++++= −

− L 1 i h≤ ≤
;  

        ( )f =M 0
1

Mn

i i
i

p v x m
=

+ +∑ ; 

        ( )J M = 0
1

Mn

i i
i

z m y
=

+∑ ; 

where ,ij ij pa b Z∈ with inj ≤≤1 , *
px Z∈ . Note that 

1
iina = , where 1 i j≤ ≤ , 0ila = , 1 , 1j i h l+ ≤ ≤ ≠ , 

1 1ia = .  
Next, B constructs a set of public parameters for the 

HIBS scheme by making the following assignments. B 
takes as input a tuple { 1 2, , , , hg Y Y YL }, where g is a 

random generator of G and 
i

iY gα= for some random 

pZα ∈ . Then B chooses a random pZβ ∈ and assigns:  

1 1g Y gα= = , 2

h

hg Y g gβ α β+= ⋅ = , 

0 0
3 1

1

( )i i

h
b a

h i
i

g g Y − +
=

=∏ . 

Then for 1 ,1 ii h j n≤ ≤ ≤ ≤ , define  

1
ij ijb a

ij h ih g Y − += , 0 0
0 2

p v zu g g+= , 

2
k kx y

ku g g= , 1 Mk n≤ ≤ . 
Finally, B sends  

param=( 1 2 3 0 1, , , , , , , ,hg g g g u H H UL ) 

to A. The master key 2gα is unknown to B. 
   Queries: The adversary A will issue private key queries 
and signing queries and B answers these in the following 
way: 
   Private key queries: Suppose the adversary A issues a 
query for an identity ID = (v1, . . . , vj) with j h≤ . B 
checks whether there exists a {1, , }k j∈ L  so 

that ( ) 0k kf v ≠ . He aborts if there is no such k. In fact, 

there must be a {1, , }k j∈ L  so that ( ) 0k kf v ≠ , 

otherwise *
i iv I∈ which is not allowed by the security 

model. Then B can construct a valid private key for ID. It 
is described as follows:(Note that this method is similar to 
that of [14,19])  

Choose randomly a pr Z∈ and define 
1

( ) ( ) ( ) ( )
1 1 1

1 1

( ) ( )i i k k i i i i

j j
J v f v f v J v r

k h i
i i

A Y Y Y gβ
−

− +
= =

= ∏ ∏ ; 

1
( ) ( )

2 1
1,

( )i i k k

j
f v f v

h k i
i i k

A Y
−

+ − +
= ≠

= ∏ ; 

0 0 0 0

1
( )

3 1 1
1

(( ) ( ) )i i i i k k

h
b a b a f vr

h i k h k i
i j

A g Y Y Y
−

− + + − +
= +

= ∏ . 

Then we have  
                            0 1 2 3d A A A=  

                               = 1
1 1h hY Y −
+ + 1 2 3A A A  

                               = ( )
2 3

1

( ( ))
k

k k

j r
f v

i i
i

g g F v
α

α
−

=
∏  

                               = 2 3
1

( ( ))
j

r
i i

i

g g F vα ′

=
∏  

and                          1d =
1
( )k kf v r

kY g
−

= ( )

k

k k
r

f vg
α

−

= rg ′ . 

In order to obtain valid 1( , , )
i

r r r
i i inh h=H L , 

1j i h+ ≤ ≤ . B computes  

   
1
( )

1 1( ) ( )il il k kb a f vbil ail r
h i k h k ig Y Y Y

−

− + + − +  
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= ( )
1( )

k

il il k k
r

b a f v
h ig Y

α
−

− + = r
ilh ′ . 

Finally, B responds with  
                        IDd = 0 1 1( , , , )j ld d d d+ L  
                           

=( 2 3 1
1

( ( )) , , , ,
k

r r r r
i i j h

i

g g F v gα ′ ′ ′ ′
+

=
∏ H HL ). 

Note that IDd  is valid private key on ID. 
   Signing queries: Consider a query for a signature of M 
under ID. A makes an extraction query on ID at first using 
the previous manner. Then B will construct a signature in 
a similar way to the construction of a private key in an 
extract query.  
   If ( )F M =0, then B will abort. Otherwise B selects 

randomly *, pr s Z∈  and computes 

σ 1 2 3( , , )σ σ σ=  
= 

(
( ) 1
( ) ( )

3 1 0 1
1 1

( ( )) ( ) , ,
M

i

J M nj
mr s s rF M F M

i i i
i i

g F v g u u g g g
− −

= =
∏ ∏ ) 

=( 2gα ( ) ( ) ( ) ( )
3 2

1

( ( )) ( ) , ,
j s s

r F M J M rF M F M
i i

i

g F v g g g g
α α

− −

=
∏ ) 

=( 2gα
3 0

1 1

( ( )) ( ) , ,
M

i

nj
mr s s r

i i i
i i

g F v u u g g′ ′

= =
∏ ∏ ), 

where
( )

s s
F M
α′ = − . Note that ( ) ( )

0 2
1

M
i

n
m F M J M
i

i

u u g g
=

=∏ . 

It shows that σ  is a valid signature of M under the 
identity ID.  

 Forgery A outputs the challenge message 
* * *

1( )
MnM m m= L  and an identity * *

1( ,ID v= *, )jvL , 

where * *
i iv I∈ .  Then A outputs a valid forged signature 

*σ * * *
1 2 3( , , )σ σ σ=  of  *M  for *ID ,  where * *

i iv I∈ . If 

there exists a *
jv  such that *( ) 0j jf v ≠  or *( ) 0F M ≠ , 

then B will abort. Otherwise, using the signature 
*σ * * *

1 2 3( , , )σ σ σ= , B can solve the h-CDH problem. In 
fact,  

**
1

( )* ( )
2 3 1/( )

j
i ii

J vJ M Y βσ σ σ =∑  

=( **
2 3 0

1 1

( ( )) ( )
M

i

nj
mr s

i i i
i i

g g F v u uα

= =
∏ ∏ )

**
1

( )( )/( )
j

i ii
r J vsJ Mg g gαβ=∑  

 = 1h

gα + , 
where  

** *
1

( )( ) ( )*
3 1

1 1

( )
j

i ii i i i i

j j
J vf v J v

i i h i
i i

g F v Y g g =
− +

= =

∑= =∏ ∏ , 

* * * *( ) ( ) ( )
0 2

1

M
i

n
m F M J M J M
i

i

u u g g g
=

= =∏  

and 1
2

h

g g gα α αβ+= . 

    One can easily obtain ε ε ′≤  in [14, 19]. The time 
complexity of the algorithm B is dominated by the 

exponentiations and, for larger values of 
1

h
ii

n n
=

= ∑ and 

Mn , multiplications performed in the extract and sign 

queries. Since there are O(n) and O(n + Mn ) 
multiplications and O(n) and O(1) exponentiations in the 
extract and sign stage respectively, the time complexity of 
B is t′ = t+O((qen +qs(n +nM))ñ+(nqe +qs)ô). 

5 Conclusions  

In this paper, a new short HIBS scheme is obtained 
based on the recent advance of the HIBE and HIBS. The 
new scheme is constructed in the standard model and has a 
constant-size signature. In addition, it has efficient signing 
algorithm and verifying algorithm under the precomputed, 
since only two exponentiation operations is needed to the 
signing algorithm and three pairing operations for the 
verifying algorithm. Furthermore, we prove the security of 
the new scheme under the h-CDH assumption instead of 
the other strong assumption. 
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