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Summary

In this paper, a new short hierarchical identity-based
signature (HIBS) scheme is proposed in the standard
model. This scheme has some advantages over the
available schemes: the private keys size shrinks as the
identity depth increases and the signature size is constant
as it consists of three group elements. Furthermore, under
the generalization selective-identity security model, we
reduce the security of the new scheme to the h-Exponent
Computational Diffie-Hellman (h-CDH) assumption. This
assumption is more natural than many of the hardness
assumptions recently introduced to HIBS in the standard
model
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1. Introduction

A digital signature is an electronic signature that can
be used to authenticate the identity of the sender or the
signer of a document, and possibly to ensure that the
original content of the message or document that has been
sent is unchanged. It is one of the most important
developments from the work on public key cryptography.
In traditional public key signature algorithms, the public
keys of the signer are essentially random bit strings picked
from a given set. This leads to a problem of how the
public keys are associated with the physical entities which
are meant to be performing the signing. In these traditional
systems the binding between the public keys and the
identity of the signer is obtained via a digital certificate.
As noticed by Shamir [1] it would be more efficient if
there was no need for such a binding, in that the users
identity would be their public key, more accurately, given
the users identity the public key could be easily derived
using some public deterministic algorithm. It is called
Identity-Based cryptography.

Identity-Based encryption (IBE) was introduced
firstly in [1]. It allows for a party to encrypt a message
using the recipient’s identity as a public key. The ability to
use identities as public keys avoids the need to distribute
public key certificates. So it can simplify many
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applications of public key encryption (PKE) and is
currently an active research area. Hierarchical IBE (HIBE)

[6-12] is a generalization of IBE. It allows a root PKG to
distribute the workload by delegating private key
generation and identity authentication to lower-level PKGs.
An identity at level £ of the hierarchy tree can issue
private keys to its descendant identities, but cannot
decrypt messages intended for other identities. The first
efficient construction for HIBE is due to Gentry and
Silverberg [6], where security is based on the Bilinear
Diffie-Hellman (BDH) assumption in the random oracle
model. The first construction without random oracles due
to Boneh and Boyen [8] gives an efficient HIBE based on
decision BDH. The idea of hierarchical 1D-Based
signature (HIBS) scheme was firstly proposed by Gentry
and Silverberg [6] in 2002. The first provably secure
HIBS scheme was proposed by Chow et al [10]. Its
security is proved under the random oracle and is based on
the selective-ID model, which is a weaker model of
security. Yuen and Wei [17] also provided a direct
construction where the size of the signature is independent
from the number of levels. Although their scheme can be
proven secure without random oracles, it is also provably
secure under a strong assumption, the OrcYW assumption.
Recently, an efficient construction in [18] is proposed
without relying on the random oracles. But it is secure
under a strong assumption, g-SDH assumption.

As a natural extension of the efforts to provide a
more efficient scheme in the standard model, we give a
new efficient construction of HIBS scheme based on [4, 5].
Our scheme is based on the #-CDH assumption which is a
modified CDH assumption and is polynomial time
equivalent to CDH assumption for # = 1 [20]. In addition,
it is based on the extension of Water’s signature scheme,
so the public parameters depend on the levels of the HIBS.
However the private key size in our system shrinks as the
identity depth increases and the signature size is constant
as it consists of only three group elements. It is more
efficient than the generic constructions of using certificate
chain or hierarchical authentication tree. Additionally, the
assumption in our scheme seems more natural than many
of the hardness assumptions recently introduced to pairing
based HIBS system.
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2. Preliminaries

2.1. Bilinear Map
Let G and G are two (multiplicative) cyclic groups

of prime order p and g is a generator of G . A bilinear
map e isamap e: GxG — G, with the properties:

(i) Bilinearity: for all u, ve G, a, b€ Z ,, we have

e(u’ V') =e(u,v)”;

(i) Non-degeneracy: e(g,g) #1;

(iii) Computability: There is an efficient algorithm to
compute e(u,v) forall u, ve G.
2.2. Hardness Assumption

We briefly recall the definitions of some hardness
assumptions:
Definition 1 (h-Strong Diffie-Hellman Problem (4-

SDH)) Given (h+2)-tuple (g', g, g“,---g“h ), the #-SDH
problem is to output a pair (4,c) such that 4™ =g,
where &, c € Zp and g is generator of G .

Definition 2  (h-Exponent Computational Diffie-
Hellman Problem, #-CDH) Given a group G of prime
order p with generator g and elements

(ga,g”z,---,g“h) where « is selected uniformly at
random from Z  and & 21, the 2-CDH problem in G is

h+l

to compute g“

Definition 3 (The A-weak Diffie-Hellman
Problem(#-wDH)) Given a group G of prime order p with

generator g and elements (g",g"2 ,---,g”h) where a is
selected uniformly at random from Z  and h>1,

compute g% .
Definition 4 (The Orc-YW Problem) Given

() 121, {g":0<i<I} 7,8, 80 & a0 1,
an identity /={/,---,1,} , full-domain collision-

resistant hash function H ,
(2) an oracle O,; which upon input a message m and an

identity /'={l,---,1,} for k<[ ,outputs a tuple
(D, D,,Z,,Z,) satisfying: For some random ¢, r, which
differ for each query to 0, ,
Dy=g'.D,=0"Z =ayg,,Z,=a)g;, where

k
O=g[]r" h —glig™ L forl<i<l,
i=1

. 1 —
S+ xl i+l 1.

83=g ~ 7, a,=g0a=¢,
h=H(D,,D,,I',m, param) ,

param=(g,8", 85,85 &4 &5 My 1 ) -

The Orc-YW Problem is to output (ﬁ1,l51,152,21,22)
satisfying B
é(g,Zl)-é(gs,Dz)Zé(gl,gz)h 'é(Q’Zz)'é(ngl);

40.D)=40.2,),0=g] 1",

m was not queried to (,,, where

h =H(D,,D,,I' m, param).

Definition 5 We say that the (¢, ¢ ) h-CDH
assumption holds in a group G if no adversary running in
time at most ¢ can solve the #-CDH problem in G with
probability at least £ .

Note that it was shown in [20] that #-CDH problem is
equivalent to CDH problem for # = 1.

According [20, 21], we can obtain
h—wDH =( polynomial time equivalent) s — CDH >
h—SDH .

2.3. H-level HIBS Scheme

An #h-level HIBS scheme consists of the algorithms
Setup, Extract, Sign and Verify. They are specified as
follows:

Setup: On input a security parameter, PKG returns
the system parameters together with the master key. These
are publicly known while the master key is known only to
the PKG.

Extract: On input an identity /D = (v;,-++,v,) , the

_ Xy

8, =8

public parameters of the PKG and the private key
aIID/_?1 corresponding to the identity ID = (vl,---,vH) it

returns a private key d,, for ID. The identity /D is used

as the public key while d, is the corresponding private

key.

Sign: On input the identity ID, the private key and a
message M from the message space, it outputs a signature
o corresponding to the M under ID.

Verify: On input the signature o corresponding to
the M under ID, it is accepted if it is valid. Otherwise it is
rejected.

A HIBS scheme is secure if it satisfies two
requirements: Correctness and Existential Unforgeability.
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2.4. Existential Unforgeability

Concerning the security of the identity-Based
cryptography, there are mainly two definitions:

- Full security, which means that the attacker can
choose adaptively the identity he wants to attack (after
having seen the parameters);

- Selective-1D security, which means that the attacker
must choose the identity he wants to attack at the
beginning, before seeing the parameters. The Selective-1D
security is thus weaker than full security.

Recently, two new security models, M; and M, have
been introduced in [14], where they are called the
generalization selective-identity security and full security.
Here we describe only M, since this is the model that we
require. My is constructed for the encryption scheme. And
therefore, we need to modify it to obtain the model of
HIBS. Following [12, 18], we give the security model of
HIBS as follows:

Init The adversary commits to sets of

identities /; -+, 1, , where 1 < j < h and £ is the

maximum number of levels of the HIBS. Let |1;| = n,.
The adversary’s commitment fixes the length of the
challenge identity to be 4. Also, the setI; corresponds to

the set of committed identities for the i-th level of the
HIBE.

Setup The simulator generates system parameter
param and gives it to the adversary.

Queries The adversary queries Extraction Oracles
and Signing Oracles. Note that the adversary is not
allowed to query the key extraction oracle on any identity

..., v)) such thatj <4 and v, [l,* forall1<i<j.

Forgery The adversary delivers a signature o for
signer identity ID*=(v:,~--,v;) and message M,

where v, & I;. ID" or its prefix have never been input to

a Extraction Oracles and (D", M) has never been input
to a Signing Oracles.

Note: If n;=n,=...=n,=1, then we obtain the selective-
ID secure model.

The adversary wins if he completes the Game with

Valid = Verif(ID", M~ o). For a detail description,
the readers are referred to [12 ,14, 18].

3. New Construction of HIBS Scheme

Our construction is based on the Waters’s signature
scheme [4] and its generalization in [5]. It works as
follows:

Setup To generate system parameters for an HIBS of
maximum depth /4, the algorithm selects a random

generator g€ G and some random elements

hyy &y &aitigsy; from G for i=1,...h, j=1,... n, ,
I=1,...ny,, where n,---,n, are some small positive
integers and 7, is the length of message m. Then it picks a
ae Zp at random and sets g, = g“. We set H,=( /) and
U = (u,) for i=1,...,h, j=1,... n,and [=1,...ny. The system
parameters are

param=(g, 81,8, &s:Ug, Hy,--+ H,, U)

and master key is g5 .

Fori=1--,h, we define the function F,(x) = Hh;/ :
j=1

where x € Z P

Extract: To generate a private for ID=(vy,v5,...,v)),
where j<h and v, € Zp, the algorithm picks randomly
ar € Z, and outputs

d[D:(d01d11dj+1"'1d1)

J
=(g5 (& [F0)) g  H oy HY),
i=1
where H’ denotes (/),---,h ) with i=1---,; .
Among these, only the first two are required in the
signature, the rest are used to generate a private key for the
next level.

Note: In fact, d,;, can be generated as follows: Given
1D 1 =(V1,V2,...,Vj.1) and dIDIj—l = (dé,d{,d;,d;) ,
thend ,= (d,.d,, d,

aateer dy) for ID=(v1,vy,...,v) can

be computed in the following manners.
Letd =H = (h;;) = (Dtj), J=L-nwith7eZ,.

Select a random 7' € Zp and compute
k / r' rr
dO :d(;ijle;Ii (gZHF;(vz)) ’dlzdlg ’
i=1
d =dH =) t=j+1--,h.

Sign: Letm =(my,---,m, ) be a message to be

signed and m, eZp. A signature of m for the identity

ID=(vy,v,,...,v;) is generated as follows: First, a random
S Zp is chosen. Then the signature is constructed as

g= (01'0-2'Us)z(do(”onul-mi)s'grags)-
i1
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Verify: Given a signature o =(0,,0,,0;) of a
message m under the identity /D=(v,v,,...,v;)) with j < A,
the verifier computes F,(v,) and accepts it if the
following equation holds:

J Ty
e(0'1, g)= e(gl’ gz)e(gal_[[:;(vi)f O-z)e(”oH”imi 10-3)
i=1 i=1
Otherwise rejects it.

3.1 Efficiency

The public parameters in our scheme are slightly
larger than those in existing HIBS schemes. However, the
private keys size in our scheme shrinks as the identity
depth increases and the signature size is a constant
consisting of three group elements. And the cost of
verifying algorithm in our scheme needs three pairing

operations(the value é(gl, gz) can be precomputed),
which is more efficient than the existing HIBS schemes. In
addition, if the value ulm can be precomputed, a much

more efficient signing algorithm is obtained where it only
needs two exponentiation operations. Furthermore, our
scheme is based on the #-CDH assumption instead of the
other strong assumptions and is provably secure in the
standard model. Table 1 compares our proposed scheme
with other HIBS schemes. Tables 2-4 give the
comparisons between our scheme and the others schemes
in the standard model.(Note : the scheme in [12]and [18]
is the same)

Table 1 Comparison of the Efficiency

Scheme Hardne_ss Security Without Signatu_re Paring
assumption Model Random oracles Size
[10] CDH s-1D NO (k+2)|G| 3
[11] CDH Gs-ID NO (k+2)|G| K+2
[17] orcYW s-1D YES 4|G| 7
[18] q-SDH Full YES 2|Gl+|p| 4
Ours h-CDH Gs-ID YES 3G 3

Note: In this table, Pair denotes the number of pairing
operation; s-1D denotes the security model of selective-

identity

[8];

Gs-ID denotes the security model of

generalization selective-identity and Full denotes the
security model of adaptive-identity [6].

Table 2 Comparison of the cost at the Extract Phase

scheme Mul Exp. M.1. Priv.a}te key
size
[17] Jj+l O(h) 0 O(h+))
[18] O() | O(r) | O(h) O(h+)
Ours O(h) O(h) 0 O(h-J)

Note: Mul. denotes multiplications computation,

Exp.

represents exponentiations computation,

MI.

denotes modular inverse computation and j denotes the j-

183

h

level of HIBS. In addition, in our scheme, Zni isonly a
i=1

h
small multiple of 7 wheren, >1. Hence we set Zni =

i=1
O(h).
Table 3 Comparison of the cost at the Sign Phase
scheme Mul Exp. M.1. Hash Slgr}ature

size
[17] jt4 g7 0 1 4G|
[18] 2j 2j-1 | O(h) 0 2|Gl+p
Ours nyorl 2 0 0 kile]

Note: Hash denotes the hash function and #,, denotes

the length of the signed message m. When uOHui’”" is
i=1l
precomputed, then the Mul. is 1.

Table 4 Comparison of the cost at the Verify Phase

scheme Mul. Exp. M.1. Hash Pair
[17] 3 1 0 0 7
[18] 2j-3 2j-2 O(h) 0 4
h h
n+n, O _n+n, OF
Ours zzl e = 0 0 3
0 0

Note: When uOHui"’" and F(v;) are precomputed in
i=1
our scheme, then Mul. and Exp. are 0.

4 Security

4.1 Correctness
Let o =(0,,0,,0;) be a valid signature. Then one can
obtain

e(0y,8) :é(do(uoﬁuiml)s’g)
é(ez (@[ [F0D) @] [ur) 2)
“é(gt, Q& [ TF0) ] [ 1)

k n,
:é(gl’gZ)é(gSHE(Vi)’ O_z)é\(”oHuimi 03)
i=1 i=1



184 IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.4, April 2009

4.2 Existential Unforgeability

Let g, and ¢, denote the maximum time by the
adversary querying the Extraction Oracles and Signing

h .
Oracles and n = Zﬂni . Then one can obtain:

Theorem 1 The proposed scheme is (#,4,,9,,& )-
secure, assume that the (¢',&") h-CDH assumption holds,
where ¢ < &'t =t+0((gn +q,(n +n,))ii+(ng. +q,)6) , t

is the time taken by the adversary, 7 is the time for a
multiplication and ¢ is the time for an exponentiation.

Proof: Suppose there exists a (¢,q,,q,, & ) adversary
A against our scheme, then we construct an algorithm B
that solves the (#',&") h-CDH problem. Our method is

based on the [14, 19]. We define the game between A and
B as follows:
Init The

identities 11*,

adversary commits to sets of
--~,1;,where1§j§h.

Setup B randomly picks vy, z,,m;,X;, ¥, € Z,

1<i<n,, , sets M=(m,), X=(x), Y=() .
Then he defines some functions as follows:
H(x—v)=x”' +a, X7 +etagxta,  1<i<yo
f;(x): ve[: ’
x jH+1<i<h

J(x)=b,,x" +b,, x"" Yt bx+by 1<i<h

f(M) = p+v0+2ximi ;

i=1
JM)=z,+> myy,
i=1

where a,/,b. eZp withl< j<n , er; . Note that

a, =1, where 1<i<j, a,=0,j+1<i<hl=#1,
a, =1.

Next, B constructs a set of public parameters for the
HIBS scheme by making the following assignments. B

takes as input a tuple { g,Y,,Y,,---,Y, }, where g is a

random generator of G and Y, :g“‘ for some random

« € Z,. Then B chooses a random £ € Z and assigns:
g=Y=g", gz =Y,-g" =g

H(g * h— ?4—1

Then for 1<i < h,1< j <n,, define
hlj = UY UH—l' géHVOg ’ !
=gyg™, 1Sk£nM.
Finally, B sends
param=(g, &1, 8, &3 U, Hyyoo+ H, U)
to A. The master key g is unknown to B.

Queries: The adversary A will issue private key queries
and signing queries and B answers these in the following
way:

Private key queries: Suppose the adversary A issues a
query for an identity /D = (v, . . ., v) with j</h.B
checks whether there existt a ked{l--,j}
that f, (v,) # 0. He aborts if there is no such &. In fact,
there must be a ke{l,---,j} so that f,(v,)#0,

otherwise v, e]j which is not allowed by the security

model. Then B can construct a valid private key for ID. It
is described as follows:(Note that this method is similar to
that of [14,19])

Choose randomly a 7 € ZP and define

j g
A =¥ () T e Y
i=1 i=1

1

J
= ( H )Ihilivwl) n (Vk)

i=li#k

b

A H ((g to)fhal?Jrl " )71::(/)( t+l) fk(Vk))
i=j+1

Then we have

dy = A A, A,
-y, v

h+1" h+1

A A, A,

ak

J N
=g (& [Em) ™
i=1

J
=g (& [FM))
i=1
1 e a*
and d =Y " grag B0 gr

In order to obtain valid H = (4),---, A ),

j+1<i<h.B computes
1

] ] r b, B
(gblthT,/ﬂ) Yy ) new
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ak

— (g il Yha’[wrl) S ) Zh[? _
Finally, B responds with
dpp= (dovdlvdj+1"'vd1)

_(gz (g3HF(V)) g H/+l’ a Hh)

Note that d,, is valid private key on ID.

Signing queries: Consider a query for a signature of M
under ID. A makes an extraction query on /D at first using
the previous manner. Then B will construct a signature in
a similar way to the construction of a private key in an
extract query.

If F(M)=0, then B will abort. Otherwise B selects

randomly 7,5 € Zp and computes

o =(0,,0,.03)

I,

((ggl_[F(v ))’ gl”M’(uoHu’”) gl”M’ g.g")

J 5— -
=(87 (& [F M) (g7""g"™) F(M),g e g
i=1

J My , , )
=(g5 (& [EO0)) @] Ju) g 8",
i=1 i-1

wheres' = s —

. Note that uOHu F(M)gJ(M) .

It shows that o is a valid signature ofM under the

identity ID.
Forgery A outputs the challenge message
M = (mfm:M) and an identity ID" = (v;, ---,vj) :

where v: € I;. Then A outputs a valid forged signature
o =(0,,0,,0,) of M for ID", where v, € I, . If
there exists a v; such that f,(v;) #0 or F(M ") =0,
then B will abort. Otherwise, using the signature
o = (0'1*,0';,0'3*) , B can solve the 2-CDH problem. In

fact,

o I(c} J(M") ZJO )Yl )

(g7 (gsf[E V) (uoﬁu,.’”7 DL

_ o'+
=8
where

M fZLJL(VT)
( )g o) gaﬁ)

v J,(V)
gaHF(V) HYh’,ﬂg“ = gzt

My * * * *
m _ JFM) JM) _ J(M)
[ Ju" =3 g’ =¢
i=1
o+l aﬂ

g &

One can easily obtain & <g&' in [14, 19]. The time
complexity of the algorithm B is dominated by the

and g; =

.- h
exponentiations and, for larger values of n = E " and
i=

n,, , multiplications performed in the extract and sign

queries. Since there are O(m) and O(n + n, )

multiplications and O(n) and O(1) exponentiations in the
extract and sign stage respectively, the time complexity of
Bis t’ =t+0((qen +qs(n +”M))ﬁ+(nqe +QS)6)'

5 Conclusions

In this paper, a new short HIBS scheme is obtained
based on the recent advance of the HIBE and HIBS. The
new scheme is constructed in the standard model and has a
constant-size signature. In addition, it has efficient signing
algorithm and verifying algorithm under the precomputed,
since only two exponentiation operations is needed to the
signing algorithm and three pairing operations for the
verifying algorithm. Furthermore, we prove the security of
the new scheme under the #-CDH assumption instead of
the other strong assumption.
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