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Summary

IP spoofing remains a popular method to launch Distributed
Denial of Service (DDOS) attacks. Several mitigation schemes
have been proposed in literature to detect forged source IP
addresses. Some of these solutions, like the inter domain packet
filter (IDPF), construct filters based on implicit information
contained in BGP route updates. The packet filters rely on the
fact that BGP updates are valid and reliable. This assumption is
unfortunately not true in the context of the Internet. In addition,
attackers can combine control and data plane attacks to avoid
detection. In this paper, we evaluate the impact of false and
bogus BGP updates on the performance of packet filters. We
introduce a new and easy to deploy extension to the standard
BGP selection algorithm in order to detect spoofed BGP updates.
The new proposal, credible BGP (CBGP), assigns credibility
scores for AS prefix origination and AS path. These credibility
scores are used in an extended selection algorithm to prefer valid
BGP routes. Based on simulation studies, we prove that the
proposed algorithm improves significantly the performance of
packet filters based on BGP updates.
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1. Introduction

The lack of source IP address validation across multiple
Autonomous Systems (ASs) in the internet makes it
difficult to detect and prevent attackers from launching
Distributed Denial of Service (DDoS) attacks using
spoofed source IP addresses. Several popular internet sites
[1] and internet infrastructure [2] have been attacked
recently and such attacks have the potential to cripple the
internet. Detection and prevention of these attacks is often
made more complicated by attackers employing source IP
address spoofing. The idea is to forge the source IP
address in the “attack™ packets to that of another host in
the system. This allows the attacker to pose as some other
host and hide its actual identity and location, making it
difficult to detect the actual attacker and to protect against
it. As a result, attack detection techniques that rely on
source address-based filtering become less effective when
source address is spoofed by the attackers.
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There are several reasons why source IP address spoofing
remains a popular method to launch attacks in the Internet
[7]. First, when an attack is launched using source IP
address spoofing, it is difficult to differentiate attack traffic
from legitimate traffic. The host whose IP address has
been hijacked may well be sending legitimate traffic at the
same time as attack traffic is being sent from its IP address.
Second, although the attack appears to be coming from a
particular victim host (whose source IP address has been
hijacked), it can take substantial amount of time and
resources to determine that the host itself is a victim and
that the true attacker still needs to be located [8,9,10].
Finally, forging of source IP addresses allows the attacker
to pose as a valid host on the other end of a transaction and
launch popular man-in-the-middle attacks, such as variants
of TCP hijack and DNS poisoning attacks [11, 12].
Similarly, IP spoofing can be used to launch reflector-
based attacks whereby an attacker uses some victim’s IP
address to contacts a number of hosts, resulting in the
victim being flooded by replies from all these hosts [13].
These factors indicate that IP spoofing is unlikely to
decrease in the near future.

Many solutions have been proposed to detect IP spoofing.
Most of them are based on filtering packets based on the
IP source address and the incoming interface. Indeed, if
the source IP address of the packet is not expected to be
received on the incoming interface then the packet is
dropped. Two schemes are worth to mention: route based
packet filter and inter domain packet filter (IDPF).rom this
section, input the body of your manuscript according to the
constitution that you had. For detailed information for
authors, please refer to [1].

2. IP Spoofing Detection Techniques

The route based packet filter proposed by Park and Lee [3]
relies on the basic fact that if a single-path routing scheme
is assumed, there is exactly one single path p(s, d) between
source node s and destination node d. Therefore, any
packet with source address s and destination address d that
appear in a router not in p(s, d) should be discarded.
However, in order to construct a specific route-based
packet filter at a node, it requires knowledge of global
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routing decisions made by all the other nodes in the
network. This is impossible with the current BGP-based
Internet routing infrastructure. The current Internet
topology consists of more than 35,000 network domains or
autonomous systems (ASs), each of which is a logical
collection of networks with common administrative
control. Each AS communicates with its neighbors using
the Border Gateway Protocol (BGP), the de-facto inter-
domain routing protocol, to exchange network layer
information reachability about its own networks and others
that it can reach. BGP is a policy-based routing protocol in
that both the selection and the propagation of the best
route to reach a destination at an AS are guided by some
locally defined routing policies. Given the insular nature of
how policies are applied at individual ASs, it is impossible
for an AS to acquire the complete knowledge of routing
decisions made by the other entire ASs. Hence
constructing route-based packet filters as proposed in [3] is
an open challenge in the current Internet routing regime.

The IDPF architecture takes advantage of the fact that
while network connectivity may imply a large number of
potential paths between source and destination domains,
commercial relationships between ASs act to restrict to a
much smaller set the number of feasible paths that can be
used to carry traffic from the source to the destination [4].
IDPFs are constructed from the information implicit in
BGP route updates and are deployed in network border
routers. When a node receives a packet from an incoming
interface, it checks if the source IP address has been
advertised through this interface. The packet is discarded if
the check is negative. A key feature of the scheme is that it
does not require global routing information. The
simulation results [4] showed that, even with partial
deployment on the Internet, IDPFs can significantly limit
the spoofing capability of attackers; moreover, they also
help localize the actual origin of an attack packet to be
within a small number of candidate networks. In addition,
IDPFs also provide adequate local incentives for network
operators to deploy them.

3. Security Concerns in BGP

BGP network design was undertaken in the relatively
homogenous and mutually trusting environment of the
early Internet. The underlying distributed distance vector
computations rely heavily on informal trust models
associated with information propagation to produce
reliable and correct results. It can be likened to a hearsay
network: information is flooded across a network as a
series of point-to-point exchanges, with the information
being incrementally modified each time it is exchanged
between BGP speakers [14]. The approach to information
exchange was not primarily designed for robustness in the

face of various forms of negotiated trust or overt hostility
on the part of some routing nodes in the network.

BGP has several well-known vulnerabilities. These
vulnerabilities are the direct consequences of three
fundamental weaknesses in the BGP and the inter-domain
routing environment [5]. The first weakness is there is no
mechanism to check the integrity, freshness and source
authenticity of BGP messages. Also, BGP doesn’t offer
any mechanism to verify the authenticity of an address
prefix and an AS origination of this prefix in the routing
system. Last, the BGP protocol doesn’t provide any way to
guarantee that the attributes of a BGP UPDATE message
are correct.

The lack of security concepts in BGP leaves it vulnerable
to several types of control plane attacks. In addition, the
IDPF scheme, which relies on BGP updates to detect and
prevent source IP address spoofing, will fail if the BGP
updates are not correct. The IDPF scheme assumes that
BGP routing updates are secure and hence trustworthy.
However, by accepting bogus BGP updates, the IDPF
filters become less effective. The performance of IDPF
scheme suffers when hostile nodes, which can generate
non-trustable BGP updates and hence create incorrect
filters, are introduced in the network (see section 5). This
decline in IDPF performance can be arrested by deploying
a mechanism to secure BGP. At present there are a
number of practical and a number of more fundamental
questions relating to securing BGP. The first is a practical
question relating to the inevitable design trade-off between
the level of security and the performance overheads of
processing security credentials associated with BGP
UPDATE messages. It is not entirely known as to what
aspects of BGP performance and load are critical for the
robust operation of network applications and what are not
so critical. With such considerations, it is extremely
important that any solution to secure BGP should try and
minimize impact on current performance of BGP and
should be incrementally deployable. Given this, there is a
strong incentive to alter BGP such that it will provide
reasonable amount of security at both control plane and
data planes and will have minimal impact on BGP
messaging.

4. Credible BGP

Credible BGP calls for a modification to the standard BGP
route selection algorithm such that it takes into account
validity state of routing updates. We define the validity
state factor as the minimum of two independent scores,
route origination validation score and update AS path
validation score. These two scores are defined as follows:
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Route origination validation score is derived based on the
ability of a route receiving node to determine whether the
AS originating the route actually is authorized to do so.
Route AS-Path validation score is derived based on the
ability to which the node is able to determine whether the
received update actually traversed the ASs listed in the AS
Path.

The BGP decision process will then be modified to check
the validity state of each routing update when comparing
two routing updates for routing selection purposes. The
validity state check must be performed before any of other
prior to any of the steps defined in the decision process of
[6]. The route with the highest validity state will always
be preferred over other routes. In all other respects, the
BGP decision process remains unchanged.

In the light of proposed changes to BGP selection
algorithm, we propose to investigate its impact on the
performance of IDPF scheme. The performance
measurements will be analyzed to demonstrate the impact
of the proposed changes on the performance of IDPF
scheme when an increasing percentage of untrusted BGP
routing updates are introduced in the network. The
proposed changes to BGP decision process will help
prevent control plane attacks in BGP networks. If an
untrusted route update is accepted in the network, it can
lead to black-holing of traffic. The proposed scheme will
guard against such control plane attacks and will make
untrusted BGP updates less acceptable.

5. Performance Metrics

False and bogus BGP updates have a significant impact on
the performance of packet filters such as IDPF filter. In
order to evaluate the impact of the proposed scheme on the
performance of packet filters we introduce new
performance metrics based on predefined set of metrics
described in [3].

We define three metrics to measure the strength of the
deployed solution to prevent IP spoofing attacks. Given
the AS graph G= (V, E), we will use F to denote the sub-
set F < V of nodes where the new enhanced security

|FI

scheme is deployed. We call u:T the coverage ratio.
We also define r as the ratio of spoofed BGP updates.

Sa.t denotes [3] the set of nodes—more precisely, the set of
IP addresses belonging to an AS node in Sa,t—that an
attacker at AS a can use as spoofed source IP addresses to
reach t without being cut-off by filters executed at
autonomous systems in T. The larger the set Sa,t, the more

options an attacker at a has in terms of forging the IP
source address field with a bogus address which will go
undetected. Whereas Sa,t is defined from the attacker’s
perspective, Cs,t captures the victim’s perspective and
denotes the set of nodes that could have sent an IP packet
M(s, t) with spoofed source IP address s and destination
address t which did not get filtered on its way. The larger
Cs,t, the more uncertain the victim at t is upon receiving
spoofed packet M(s, t) with respect to its true origin. If
|Cs,t| = 1, then this means that IP address s cannot be used
by any attacker a (outside of s itself) to mount a spoofed
DosS attack aimed at t.

Park and Lee [3] defined three metrics to measure the
strength and effectiveness of IDPF filters in limiting IP
spoofing. These metrics are VictimFraction @,

AttackFraction € and VictimTraceFraction W .

VictimFraction(t) denotes the fraction of ASes that can be
attacked with packets from at most t ASes. Particularly,
VictimFraction(1) is the fraction of ASes that are not
vulnerable to IP spoofing attack. @ is defined as:

{t:vaeV,|S,, <z}

O(7) = 1)
[V |
We define @, as:
1 M|
@, (r)= —I@r(r)dr
Vs @

@, calculates the performance of IDPF in limiting the
number of victims of IP spoofing in the presence of a
percentage r of spoofed BGP routing updates in the
network. [ is the ratio of ASes where the CBGP is
deployed.

We define metric Q to measure the average performance
of IDPF in the presence of a variable rate of spoofed BGP
updates. Q is expressed as:

Q(u) = [ @, r)d
(1) = [ @, (ydr "

The enhancement of the effectiveness of IDPF in
protecting ASes against spoofing based DDoS attacks is

expressed as:
Q(x)

A= .
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Similarly, AttackFraction denotes the fraction of ASes
from which an attacker can forge addresses belonging to at
most T ASes (including the attacker's own), in attacking
any other ASes in the network. Particularly,
AttackFraction(1) is the fraction of ASes from which an
attacker cannot spoof the IP address of any other AS to

attack the network. @(z) is defined in [3] as:

[{a:vteV,|s,, k}

O(r) =
Vi 5)
We define 0, as:
1 v
0,rn=—:/1 6(x)dr
VI ®)

0, calculates the strength of IDPF in limiting the number
of attackers in the presence of a percentage r of spoofed
BGP routing updates in the network.

We define @ as a metric to measure the average strength
of IDPF filters in protecting the network against attackers.
o isexpressed as:

a(u) = J.Olﬁﬂ(r)dr o

The enhancement of the strength of IDPF filter in limiting
the spoofing capability of an arbitrary attacker is expressed

as.
_Qu)
A () = (0) o

Last, the authors of [3] define a reactive metric W that
measures the effectiveness of IDPF in reducing the IP
trace back effort, i.e., the act of determining the true origin

of spoofed packets. W is defined as:

1{t:VseV,|C,, <}

o= v

©)

We define o u to measure the effectiveness of IDPF filters
in determining the true origin of spoofed packets in the

presence of a percentage r of spoofed BGP routing updates.

0, is expressed as:

5,0 =—["w(r)de

V] (10)

The average effectiveness £ is defined as:

Bu) =[5, (r)dr

(11)

The enhancement of the effectiveness of IDPF filter in
determining the true origin of IP spoofing attacks is
expressed as:

%)

7
“=50) )

6. Performance of IDPF filters in the presence
of BGP updates spoofing

In this section, we demonstrate how the performance of
IDPF scheme declines in the face of growing number of
bogus and false updates in the network. The graphs in
Figure 1 to 3 demonstrate the progression of decline in the
performance of IDPF scheme when an increasing
percentage of untrusted BGP routing updates are
introduced in the network.
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Fig. 1: Degradation of Victim Fraction Performance
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Fig. 2: Degradation of Attack Fraction Performance
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Fig. 3: Degradation of Victim Trace Fraction

The simulation results clearly demonstrate that there is a
significant impact on the performance of IDPF filters
when bogus and false updates are present in the network.
Using this vulnerability in the IDPF scheme, attackers can
combine both control plane and data plane to escape
detection. It’s obvious that the mitigation of IP spoofing
attacks should be addressed on the control plane as well. In
the next section, we will measure the enhancement of
IDPF filters when Credible BGP is deployed in the
network.

7. Performance Gain Ratio of IDPF filters

Results from the previous section showed that there is a
need to validate the BGP updates in order to ensure proper
functioning of the IDPF filters. We have deployed CBGP
increasingly in the network and measured the enhancement
of the strength and effectiveness of IDPF filters. The new
metrics A, A, and A3 measure the overall performance
enhancement of VictimFraction, AttackFraction and
VictimTraceFraction metrics respectively. Figure 4 shows
the simulation results with a coverage ratio | that varies
from 0 to 100%.
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Fig. 4: Performance Gain Ratio of IDPF Filters

8. Conclusion and Future Work

In this paper we proposed an easy to deploy protocol to
validate BGP routing updates. CBGP maodifies the current
BGP selection algorithm by adding an extra check of the
validity of the origin IP prefix and the AS path. We
believe that CBGP can be incrementally deployed in the
Internet network without having an impact on the existing
BGP infrastructure such as BGP messaging system. We
proved using simulation studies that the performance of
packet filters based on BGP updates is improved when
CBGP is deployed in the network. In the future, we are
planning to investigate the overhead and cost associated
with the deployment of CBGP protocol on the current
Internet infrastructure. It would be interesting to determine
the impact of the proposed change in BGP selection
algorithm on the control plane load in the network. Since
the proposed validity state factor will override other
criteria for BGP decision process, the network routing
table with the validity state factor considered will appear
very different from when the validity state factor is not
considered.
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