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Summary 
This paper proposed a new visual secret sharing method. The 
property  of visual secret sharing in reversible style is that it  can 
be applied without depending on any computing If one stacks two 
transparencies together straightforwardly, a secret image will 
appear. Stacking two transparencies after reversing one of the 
transparencies, another secret image will unveil.  Different from 
the traditional visual secret sharing with reversible property as 
previously proposed by Fang in 2007 and 2009, the method not 
only can fast decode while causing no pixel expansion but also 
increase the secret-hiding ratio. Based on the probabilistic 
method ,the experimental results showed that applying the 
technique proposed in this paper, it was possible to  make 
the size of secret equal to that of the share.  
 
Key words: 
Visual cryptography; probabilistic; reversible, non-
expansion 

1. Introduction 

Visual cryptography was first proposed by Shamir in 1995 
[1]. The simplest format is (2, 2) threshold visual secret 
sharing. In (2,2) threshold visual secret sharing, there are 
two transparencies, the so-called shares. Both are noise-
like, as shown in Figure 1(b) and (c). Since  the 
probability of black pixel in every transparency is 50%, 
nobody can obtain secret image with one single 
transparency. However, if we stacks the two 
transparencies, as shown in Fig.1(b) and (c), the binary 
secret image will appear as in Fig.1(d). In the decrypting 
phase, instead of depending on any computing device, 
human eye alone can perform the function. The method 
used to generate shares is first defined in the table as 
shown in Fig.2. The next step is to scan all pixels of 
original image, as presented in Fig.1 (a). On the other 
hand, if the pixel value is white, then certain block of 
shares needs to be painted as exhibited by  the 
corresponding blocks in Fig.2,  column 2 and 3. 

Shamir also designed visual cryptography with fault-
tolerance property, named (n, r) threshold scheme. The 
method is used to first create basis matrix, and then look 
up the table to generate transparencies. In the beginning, 

most of studies only focused on handling single secret 
image. Recently, there were a lot of studies handling multi 
secret images. Ateniese, et al.[2] discussed access 
structure.  Wu and Chang[3] proposed a method that can 
be applied for obtaining two secret images by modifying 
the stacking angles. Fang and Lin[4] proposed shift style 
visual cryptography method in 2006 which are able to get 
two secret images through different aligning location. 
Fang[5] proposed reversible visual cryptography scheme 
in 2007 that simultaneously embeds two secret images; 
one secret image will appear  just by stacking two shares 
while the other secret image will appear only when one of 
the stacked shares being reversed. The advantage of such a 
scheme is that since there are two secret images, it is more 
difficult to create a fake share. 

      
(a)                          (b) 

  
(c)                          (d) 

Fig.1 An example of traditional visual cryptography. 

However, for all of these methods there is a pixel 
expansion step that needs to be conducted. For now one of 
the  visual secret sharing approaches that do not need to go 
through pixel expansion is the random-grid method [6-8]. 
Such a method also does not require extra code book for 
generating shares.  

In 2009, Fang[11] proposed a non-expansion visual 
secret sharing method with reversible property. The 
properties of this proposed method include security, fast 
decrypting and small share size. Nevertheless, there is a 
limit in applying this method: the total size of secret image 



IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.7, July 2009 
 

 

2 

is 3/2 of one share.  Therefore, a new method has been 
explored, aiming to enlarge the ratio of secret images and 
shares, that is, trying to equalize the sizes of both the 
secret images and the shares. 

The rest of this paper is organized as follows: the 
traditional Visual Cryptography in reversible style is 
introduced in Section 2; Non-expansion Visual Secret 
Sharing in reversible style is described in the section 3; the 
proposed method is demonstrated in Section 4; and the 
experimental results are presented in Section 5; the 
conclusions are given in Section 6. 

2. Visual Cryptography in Reversible Style 

Fang [5] proposed a brand new type of visual 
cryptography (VC), namely, the VC in reversible style. An 
example is shown in Fig.3. For any two given secret 
images (JET and MONKEY), two corresponding 
transparencies S1 and S2, also known as shares, can be 
produced. Both transparencies look noisy. However, if we 
stack the front views of both transparencies, then the first 
secret image will be unveiled. On the other hand, if we 
stack the front view of S1 with the back-view (the turn-
over) of S2, then the second secret image will be unveiled. 
The block size of this method is 3×3 pixels. The share size 
is 9 times the original image. Fig.4 (a) and (b) represent 
the original images. Fig.4 (c) and (d) stand for the shares. 
Fig. 4(e) and (f) envisage the recovery images. The 
reasons to expand corresponding pixel to 3×3 block are (1) 
fit the relationship of turn-over property and (2) make the 
ratio ( width and height) of the recovery image be the 
same as that of the secret image. 

 Corresponding  blocks  A pixel in
secret  
image  Share 1  Share 2 

 Resulting block
 from stacking
 the two shares

    

   

    

   

Fig. 2 Some sharing blocks found in Ref. 1 (not used here in the 
paper). 

 

 
Fig.3. Visual cryptography in reversible style. 

 
 
 
 

  
(a)         (b) 

 

  
(c)                                  (d) 

   

(e)               (f) 
Fig. 4 the result of [5] (not this paper)  (a) and ( b) are the two 

original images; (c) and (d) are the two generated transparencies S1 
and S2; whereas (e) and (f) are the stack results. 

 

Transparency     
S2 

 

The turn-
over of S2 

Transparency
S1  

 
Turn-over 

1st image 
“JET” revealed

from stacking 
 

2nd image  
“MONKEY” 

revealed 
from stacking 

  

Stacking 

Stacking 
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3. Non-expansion Visual Secret Sharing in     
Reversible Style 

 
Kafri and Keren [6] presented three similar algorithms 

for image encryption applying random grids method. 
Precisely, the binary secret image I with the size of h×w 
will be encrypted into two cipher-grids S1 and S2 with the 
same size as that of I. First, the cipher-grid S1 is created by 
randomly assigning each pixel the color 0 or 1, i.e., white 
and black. Secondly, the other cipher-grid S2 will be 
created by referring to both the secret image I and the 
cipher-grid S1 using one of Kafri and Keren’ s three 
algorithms. Afterwards in 2008, Chen and Tsao[8] 
proposed an extension principle that the algorithms mainly 
consist of three properties: (1) randomization, (2) 
complement, and (3) equivalence for general operation. 
An example result is shown in Fig.6. Fig.6(a) is the first  
original image. It is a pretty girl’s photograph. Fig.6(b) is 
another original image. The content of the second original 
image is the girl’s name. Fig. 6(c) and (d) are the two 
shares. Fig. 6(e) is the stack result of Fig.6 (c) and (d). Fig. 
6 (f) is the stack result obtained after  Fig.6 (d) being 
overturned. 

 

 

     

(a)                                  (b) 

  

(c)                                  (d) 

  

(e)                                  (f) 

Fig. 5 The experiment result in [11] (a) and (b) are original images, 
(c) and (d) are shares, (e) is the result that stack (c) and (d), (f) is 

stack (c) and reveries (d) 

4. Proposed Method 

In this paper, a non-expansion secret image sharing 
method is proposed, which enables the size of secret 
images created to be equal to that of the shares. The 
relationship of shares is shown as equation (1) to (4), 

 
Lααα =⊕ 21 ,   (1) 
Lβββ =⊕ 21 ,   (2) 

p
overturn αβα =⊕ − )( 21   (3) 

and 

P
overturn βαβ =⊕ − )( 21        (4) 

Here, “⊕ ” means the stacking operation; αi means the 
block (x,y) of the transparency Si (i=1 and 2); while αLand 
αp mean the block (x,y) of the recovered image, 
respectively. Similarly, βi means the block (512-x,y) of the 
transparency Si (i=1 and 2); while βL and βp mean the 
block (512-x,y) of the recovered images, respectively. The 
above four equations (1)-(4) provide us the rules to design 
our transparencies. 

Set the size of images as W×H 
There are two stages in encrypting phase,     generating 

codebook and creating shares. 
 
Input:  original images I1 and I2 which are two binary 

images (half-toned images)  
Output: shares S1 and S2 which are two noisy –like 

transparencies. 
Step 1. Generate candidate lists 

Step  1.1  Decide the number of candidate list c.  
Step 1.2.Decide the patterns which meet Equation 

(1) to (4), Fig.6 is one example. The 
simplest method is brute force search 

Step 2. Create Shares 
Step 2.1 Divide every image into two equal size 

groups G1L and G1R, G2L and G2R by 
middle axis. That is, G1L(x,y)=I1(x,y), 
G1R(x,y)=I1(x+W/2,y), 
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G2L(x,y)=I2(x,y), 
G2R(x,y)=I2(x+W/2,y), here x=1~W/2, 
y=1~H.  

Step 2.2 Scan GL and GR line by line and repeat  
step 2.2.1 to step 2.2.3 until all pixels 
have been process 

Step 2.2.1 Look up the candidate list as shown 
in  table 1.  

Step  2.2.2 Randomly set the value of r where 
0<r<c+1 

Step 2.23 Assign the value of corresponding 
position of shares by the rth element in 
the corresponding candidate list in table 
1. 

For example, if the size of all images are 512×512, the middle 

will be x=256. The pixel value of original images in position 

(10,3)and (512-10,3) are (B,W,B,B). The randomly  selected number 

from 1 to 9 is 4, 

Then, look up the table 1,  the candidate lists will be 
(B,B,B,B,B,W,W,W,W) 
(B,B,W,B,B,W,B,W,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,W,B,W,W,B,B,W) 

  The pixel value of share in (10,3) and (502,3) will be B,B,W,B. 
 

 Design of the two 
 transparencies  goal for 

the stacked 
results 
 Transparency

   S1 
Transparenc
   S2 

 Stacked results really
 meet our goal 

(W,W,W,W) 

(W,W,W,B) 

(W,W,B,W) 

(W,W,B,B) 

(W,B,W,W) 

(W,B,W,B) 

(W,B,B,W) 

(W,B,B,B) 

(B,W,W,W) 

(B,W,W,B) 

(B,W,B,W) 

(B,W,B,B) 

(B,B,W,W) 

(B,B,W,B) 

(B,B,B,W) 

(B,B,B,B)  

                              (α1) (β1)    (α2) (β2)      (αL) (βL) (αP) ( βP) 

Fig. 6. The pattern blocks {α1, β1, α2, β2} used in [5] to 
paint the two transparencies. Columns (α1) and (β1) are, 
respectively, the pattern blocks in position α=(x,y) and 
position β=(256-x,y), for transparency S1. Analogously, 
columns (α2) and (β2) are for transparency S2; (αL) and (βL) 
are for the stacked result; (αP) and (βP) are for the stacked 
result. Note that the stacked result 
are Lααα =⊕ 21 , Lβββ =⊕ 21 , p

overturn αβα =⊕ −
21 , 

and P
overturn βαβ =⊕ −

21  (to understand, see Fig.6, which 
corresponds to the last row (B,B,B,B) here). 

Table 1: Candidate list  

G1L(x,y), G2L(x,y), 
G1R(x,y),  G2R(x,y) 

S1(x,y) 
S2(x,y) 

S1(x+W/2,y) 
S2(x+W/2,y) 

(W,W,W,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,B,B,W,B,W,W,W) 

(W,W,W,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,W,B,W,B,B,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,B,W,B,W,B,W,W) 

(W,W,B,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,B,W,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,W,B,W,W,B,B,W) 

(W,W,B,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,W,B,W,B,B,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,W,B,W,W,B,B,W) 

(W,B,W,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,B,W,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,W,W,B,B,W,B,W) 

(W,B,W,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,W,B,W,B,B,W) 
(B,B,B,B,W,B,W,W,W) 
(B,B,B,B,W,B,W,W,W) 

(W,B,B,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,B,W,W,W) 
(B,W,W,B,W,B,B,B,W) 

(W,B,B,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,W,B,W,B,B,W) 
(B,B,B,B,W,B,W,W,W) 
(W,W,B,B,W,B,B,B,W) 

(B,W,W,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,W,B,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,B,B,B,W,W,W,W) 

(B,W,W,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,W,B,B,W,W,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,B,B,B,W,W,W,W) 

(B,W,B,W) 
(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,W,B,W) 
(B,B,W,W,W,B,B,B,W) 
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(B,B,W,B,W,W,B,B,W) 

(B,W,B,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,B,B,W,B,W,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,W,B,W,W,B,B,W)\ 

(B,B,W,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,W,B,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,W,W,B,B,B,W,W) 

(B,B,W,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,W,B,B,W,B,W,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,B,W,W,B,W,B,W) 

(B,B,B,W) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,W,W,W,B,W) 
(B,B,W,W,W,B,B,B,W) 
(W,W,W,B,B,B,B,B,W) 

(B,B,B,B) 

(B,B,B,B,B,W,W,W,W) 
(B,B,B,B,B,W,W,W,W) 
(B,B,B,W,B,B,W,W,W) 
(B,B,W,W,W,B,B,B,W) 
(B,B,W,B,W,W,B,B,W) 

 
    

5. Experimental Results 

One of the experimental results from the proposed method 
is shown in Fig.7. Fig.7(a) is the first  original image. It is 
a pretty girl’s photograph. Fig.7(b) is another original 
image. The content of the second original image is the 
girl’s name. Fig. 7(c) and (d) are the two shares. Fig. 7(e) 
is the stack result of Fig.7 (c) and (d). Fig. 7 (f) is the stack 
result obtained after overturning Fig.7 (d). Therefore, it is 
different from Fig.6 as presented in Ref.11. The size of the 
secret image (Fig.7 (b)) is twice that of the result secret 
image demonstrated in  ref .11.(Fig.6(b)). 

.  

     
(a)                                (b) 

     
(b)                                (d) 

     
(e)                                (f) 

Fig. 7 The experimental results (a) and (b) are original images, (c) 
and (d) are shares, (e) is the result from stacking (c) and (d), (f) is 

stack (c) and reverse (d) 

 

6. Conclusion  

Recently, visual secret sharing has been investigated more 
and more frequently. The main differences between the 
original design[1] and visual secret sharing include multi-
secret approaches[3-5][11], general access structure 
property[2],  application[9-10] and size expansion 
discussion[7-8][11-12]. This paper focused on multi-secret 
and size–non-expansion. To investigate the multi-secret 
property, this paper proposed a two-secret approach. There 
are two secrets hidden in two noisy-like shares. One of the 
secrets will appear just after two shares being stacked. The 
other secret will appear only when one of the shares being 
first reversed and then stacked together again. Different 
from ref.11, this paper increased the ratio of hidden secret. 
The reason that this paper can achieve the non-expansion 
goal is primarily because it adopted the probabilistic 
method[12] and at the same time added more constrains 
(Eq.1-Eq.4). Even though this paper adopted the same 
pattern as that in [11], it is possible to change the 
probability by redesigning candidate list as shown in table 
1. Compared with the existing methods as shown in table 
2, the approach employed in this paper  not only has all 
the advantages of [11] and [12] but also can ensure more 
security in preserving secret. The method is suitable for 
fast transmission rather than for the most top secret. For 
the future work, how the probability can be best controlled 
and how security in preserving secret can be more 
enhanced  are worth further investigation. 

 

Table 2: compare with relative reports 
paper size expansion Hide rate 

Ref.[5] Yes 1/9 
Ref.[8] No 3/4 

This paper no 1 
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