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Summary

This paper presents an efficient hardware realization of Rijndael
Advanced Encryption Standard (AES) cryptographic algorithm
using state-of-the-art Field Programmable Gate Array (FPGA).
The design is coded in Very High Speed Integrated Circuit
Hardware Description Language (VHDL). Timing simulation is
performed to verify the functionality of the designed circuit.
Performance evaluation is also done in terms of throughput and
area. The design implemented on state-of-the-art Xilinx Virtex-5
(XC5VLX50FFG676-3) FPGA achieves a throughput of 4.34
Gbits/s using a total of 399 slices.
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1. Introduction

Transmission of sensitive electronic financial transactions
and digital signature applications have emphasized the
need for fast and secure digital communication networks
to achieve the requirements for secrecy, integrity, and non
reproduction of exchanged information. Cryptography
provides a method for securing and authenticating the
transmission of information over insecure channels. To
achieve high performance it is highly recommended to
implement the cryptographic algorithms in hardware.
Since modern security protocols are increasingly defined
to be algorithm independent, a high degree of flexibility
with respect to the cryptographic algorithms is desirable.
A promising solution that combines high flexibility with
the speed and physical security of application specific
integrated circuits (ASICs) is the implementation of
cryptographic algorithms on state-of-the-art reconfigurable
devices such as field programmable gate array (FPGA).
Reconfigurable hardware such as FPGA offer math
functions, embedded memories and storage elements,
which makes the design of cryptography easier and
provides reasonably cheap solution for designing and
implementing various cryptographic algorithms.
Implementation of security protocols on FPGA leads to
various advantages such as low cost, availability of
sophisticated design and verification tools, ability of in-
circuit reprogramability and short time to market which
leads to the lower financial risk as compared to fully
customized ASICs and potentially much higher

Manuscript received September 5, 2009
Manuscript revised September 20, 2009

performance than software implementations. Research
efforts are underway to implement secure, fast and
efficient cryptographic algorithms in hardware [1-3].
Vincent Rijmen and Joan Daeman [4] proposed and
developed a new algorithm for Advanced Encryption
Standard (AES). AES consists of 128 block length of bits
and supports 128, 192 and 256 key length bits. The 128
bits are organized into state matrix which is of the size of
4x4, This algorithm starts with initial transformation of
state matrix followed by nine iteration of rounds. A round
consists of four transformations: Byte Substitution
(SubBytes), Row Shifting (ShiftRows), Mixing of
columns (MixColumns) and followed by addition of
Round Key called (AddRoundKey). From each round, a
round key is generated from the original key through key
scheduling process. The last round consists of SubBytes,
ShiftRows and AddRoundKey transformation.

SubBytes transformation is implemented using S-Box,
which is highly computationally intensive and consumes
more than 75% of FPGA resources [1]. The S-Box is
based on the Galois Field GF (2%), and it is the only non-
linear component of the AES algorithm which provides
confusion capability [5]. S-Box based on Galois Field GF
(2% is constructed by performing two transformations;
first taking a multiplicative inverse in the Galois Field GF
(2% and then applying a standard affine transformation
over Galois Field GF (2%).

The S-Box is one of the most time consuming process
because it is required in every round [6]. There are other
fast and memory efficient algorithms that have been
reported for the generation of S-Box [1, 3, 7-9]. Dedicated
embedded memory blocks available in modern FPGAs are
suitable for implementing S-Boxes [1]. The objective of
this paper is to present an efficient hardware realization of
AES algorithm using state-of-the-art reconfigurable
hardware (Virtex-5 FPGA).

This paper is organized into five sections. Section 2
discusses the AES algorithm. Section 3 highlights on the
past and current progress in the area of FPGA
implementation of AES. Section 4 discusses the FPGA
implementation results of our design. Finally, section 5
gives the concluding remarks.
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Table 1: S-Box based on Galois Field GF (2°)

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 63 7c 77 b 2 6b 6f c5 30 01 67 2b fe d7 ab 76
1 ca 82 c9 7d fa 59 47 fo ad d4 a2 af 9c ad 72 c0
2 b7 fd 93 26 36 3f f7 cc 34 ab e5 fl 71 ds 31 15
3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
4 09 83 2c la 1b 6e 5a a0 52 3b dé b3 29 e3 2f 84
5 53 dl 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf
6 do ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c of a8
7 51 a3 40 8f 92 9d 38 5 bc b6 da 21 10 ff 3 d2
8 cd Oc 13 ec 5f 97 44 17 () £V Te 3d 64 5d 19 73
9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
a e0 32 3a Oa 49 06 24 5c c2 ds ac 62 91 95 e4 79
b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 Ta ae 08
c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a
d 70 3e b5 66 48 03 6 Oe 61 35 57 b9 86 cl 1d 9e
e el 8 98 11 69 d9 8e 94 9b le 87 e9 ce 55 28 df
f 8c al 89 od bf e6 42 68 41 99 2d of b0 54 bb 16

2. Advanced Encryption Standard
. Plaintext
AES is based on Rijndael algorithm which is a symmetric Encryption

block cipher that processes fixed data of 128-bit blocks. It ¢

supports key sizes of 128, 192 and 256 bits and consists of R°“'(‘§')Key AddRoundKey T
10, 12 or 14 iteration rounds, respectively. In this paper, ¥

we will present the 128-bit version of AES with 10 rounds. |
Each round mixes the data with a round key, which is SubBytes |
generated from the encryption key. The AES encryption Y g
structure is shown in Figure 1. The cipher maintains an ShifRows | g
internal, 4x4 matrix of bytes referred to as State, on which L
the operations are performed. Initially, State is filled with L] | °
the input data block and XOR-ed with the encryption key. MixColumns | o
Regular rounds consist of operations called SubBytes, (] p
ShiftRows, MixColumns and AddRoundKey. The last Round Key |'-'-
round bypasses MixColumns transformation. SubBytes @ *|  AddRoundKey
transformation uses 16 identical 256-byte substitution ¢
table called S-box as shown in Table 1. v T
SubBytes can be implemented either by computing the SubBytes

substitution or using look-up-table (LUT). ShiftRows is a ¥ | -
cyclic left shift of the second, third and fourth row of State ‘ 3
by one, two, and three bytes, respectively. MixColumns ShiftRows | -
performs a modular polynomial multiplication on each ¥ |-UE_
column._ During each round, AddRoundKey perfor_ms Round Key AddRoundKey

XOR with State and the round key. Round key generation (Nr) \/
(key expansion) includes S-box substitutions, word

rotations, and XOR operations performed on the Ciphertext

encryption key. Depending on the security level required
for the application, AES uses different key lengths.

Fig. 1 AES Encryption Structure
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3. Literature Review

Since 2001, many implementations have been presented
showing different possible design to achieve highest
throughput as well as compact area [10]. For embedded
applications, the focus is on the reduction of area rather
than the throughput. Therefore, several implementations

with small logic requirements have also been published [9].

Research efforts to achieve further acceleration in
throughput along with efficient utilization of memory and
other FPGA resources are also underway [1, 11-12].
Numerous efforts to implement AES using ASICs are also
presented [13-14]. Gielata et al. [15] presented hardware
implementation of AES-128 cipher standard on FPGA
technology. Since in many network applications software
implementations of cryptographic algorithms are slow and
inefficient, so to solve those problems, custom architecture
in reconfigurable hardware was proposed to speed up the
performance and flexibility of Rijndael algorithm
implementation. They have reported to achieve the
maximum speed and efficiency of cipher process, and
have rather proposed pipeline architecture of AES
modules using simulations and synthesis of VHDL code
utilizing Virtex-4 series of Xilinx FPGA.

McLoone et al. [16] discussed high performance single
chip FPGA implementations of the Rijndael. These
designs were implemented on the Virtex-E FPGA family
of devices. Gaj et al. [17] presented and analyzed the
results of implementations of all five AES finalists using
Xilinx FPGAs. Rady et al. [18] presented hardware
implementation of optimized area for the block cipher
AES-128 using FPGA. The proposed architecture was
implemented in Spartan-3 XC3S400-5 chip with area
utilization of 2699 slices and achieving a throughput of 10
Mbps. Pramstaller et al. [19] presented a compact
implementation of AES encryption and decryption with all
key lengths using a novel State representation, which
solves the problem of accessing both rows and columns of
the State.

Saleh et al. [20] proposed new hardware architecture for
AES algorithm over GF (256) and has compared it against
two AES hardware structures which were iterative looping
and ten rounds pipeline approach respectively. Standaert et
al. [21] addressed various approaches for efficient Virtex-
E FPGA implementations of the AES Algorithm.

From the studies presented above, FPGAs are considered
one of the important hardware platforms and integral part
for the cryptographic algorithms implementation. FPGAs
offer much easier and reasonably cheap solution for the
implementation of cryptographic algorithm [10].

4. Implementation Results

The design of AES is done using VHDL and implemented
in a Xilinx Virtex-5 XC5VLX50 (package: ffg676, speed
grade: -3) FPGA using the ISE 9.2i design tool. Figure 2
and 3 shows the block diagram of AES and FPGA layout
respectively. Figure 4 illustrates the timing simulation of
AES. Table 2 summarizes the FPGA implementation
results of AES using modular approach. It describes the
selected target Xilinx FPGA device, encryption
throughput achieved, timing reports and the overall device
utilization.

— plaintext(127:0)  ciphertext(127:0) m—
— User_key(127:0)
—clk

— encrypt

—reset

Fig. 2 Block diagram of AES
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Shift Row /

Fig. 3 FPGA Layout of AES

Mix Column
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Fig. 4 Timing simulation of AES
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