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Abstract:

This paper presents a new and efficient algorithm for
cryptographic purpose that considers the representation of the
cipher text as elements which make up the transfer function of a
discrete time system in the pole-zero form. The decryption is
done by conversion of the pole-zero form into the rational form
and the subsequent extraction of the encrypted data from this
transfer function representation. The encryption is done for
normal text files. The encrypted message consists of 2 numeric
arrays and a number called the ‘gain’. The process of creation of
a public key cipher is discussed too.
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1. Introduction:

Cryptography is one of the most important tools that
provide data and information security by hiding it. It is
done through mathematical manipulation, and the format
used is incomprehensible to an unauthorized person.

In this paper, a public-key cipher, termed as “GOOGLY”
is presented, which is modelled for encryption of text files
and representing it as the transfer function characteristics
of a Discrete Time System.

Section 2 explains the process of encryption and
decryption of the text read from the file specified in the
code itself. Section 3 describes an implementation of the
technique using the code written for the purpose and its
output. It takes a real file for the execution of the
algorithm. Section 4 comprises the result of using the
algorithm using different files and shows a graphical
study of the technique. Section 5 gives an analytical and
discussion on the topic, draws a conclusion and mentions
some future scopes of the projectwhich are likely to come
into being.

2. The Scheme:

In mathematics and signal processing, the Z-transform,
which is the «crucial idea, used here converts,
a discrete time-domain signal and
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a sequence of real or complex numbers, into a
complex frequency-domain representation. To be more
clear, in cases where a discrete-time signal X[n] is defined
only for n > 0, the single-sided or unilateral Z-transform is

defined as
o0

X(z) = Z{an]} =) _=n)z™

n=>0

In discrete-time systems, if the input to the system is x(n)
and the output is y(n) the function is similarly written as
H(2)=Y(z)/X(z) where Y(z), X(z) and H(z) are the Z-
transforms of the output y(n) , input x(n) and impulse
response h(n) of the system. When y(n) is a function of
both the input x(n) and its time shifted forms as well as
past outputs , then the transfer function is represented in
the form of
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This is a rational form of representation. A pole zero
representation resembles the form where the numerator
polynomial and the denominator polynomial are both
factorised to depict the poles and the zeroes of the system.

The actual description of encryption and decryption
technique of a text message used during implementation
of GOOGLY is presented in this section. Section 2.1
shows the ciphering technique for the text, section2.2
presents the process of key generation,, section 2.3 shows
the deciphering technique of the cipher text.

2.1 Ciphering Technique:

Step 1:-To encrypt a text message at first the given
text is stored in a string variable, say message.

Step 2:-The length of the message is stored in a numeric
variable len.
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Step 3:-A one-dimensional array num[] which consists of
the ASCII equivalent numbers of the constituent
characters of the message is created.

Step 4:-The numbers in the even positions of the array
numl ] is extracted and stored in a numeric array b[ ].
Step 5:-Similarly the numbers in the odd positions of the
array num[ ] is extracted and stored in a numeric array
all

Step 6:-The first element of a[ ] is stored in a numeric
variable googly.

Step7:-The array a[] represents the denominator
coefficients of a transfer function expression of a discrete
time system(DTS) and b[ ] represents the numerator
coefficients of a transfer function expression of a DTS.

For example,
If b[]=[111 114 101 97 105 32 97] and
a[]=[115 109 101 116 32 115 98 100] then

111 + 114 z~-1 + 101 z»-2 +
97 zA-3 + 105 zM-4 + 32 z-5 +
H(z)= 97 z-6

115 + 109 z*-1 + 101 z*-2 +
116 z*-3 + 32 z"-4 + 115 z7-5
+98 z*-6 + 100 z*-7

where H(z) represents the transfer function of a Discrete
Time System.

Step 8:-_  The coefficient arrays a[ ] and b[ ] are then
used to compute two encrypted arrays which will be the
arrays containing the zeroes z[ ] and the poles p[ ] of the
above transfer function, along with a value called the gain
k. The encrypted message comprises the 2 arrays z[ ]
and p[ ] and the gain value k and the value stored in

googly.
2.2 Key Generation:

After the zero matrix and the pole matrix have been
generated , there is a stratagem needed to reverse the steps
to get back the original text. Using the zero and pole
matrices, we cannot get back the exact values of the
original matrices a[] and b[] since a[] and b[] are just the
arrays of denominator and numerator coefficients and are
expressed as part of a ratio in the transfer function. The
rational transfer function deduced from the zero and pole
matrices would normalize the constant term in the
denominator to 1. The denominator will be of the form:
1+agta,+a,+a; and so on. So in order to maintain the
integrity of the text message we need to send the constant
term of the original denominator coefficient array a[] that
is , the first term of a[] as the key. This key is stored as

googly and transmitted to the receiver , and it is necessary
to multiply the coefficient matrices deduced from the pole
and zero matrices at the decryption end by this value
stored in googly.

2.3 Deciphering Technique:

Step 1:- Initially after getting the encrypted message the
receiver will use the public key cipher googly to get back
the original message. The two arrays formed with the
zeroes and poles of the transfer function ie z[ ] and p[ ]
and its corresponding gain value K are used to compute the
arrays containing the numerator and denominator
coefficients b[ ] and a] ] respectively of the transfer
function.

Step 2:- The value googly is used to multiply the arrays
a2[ ] and b2[].

Step 3:- Lastly, a final array numl[ ] is formed, whose
elements would be taken alternately from the above two
arrays starting from the first element of the array
containing the denominator coefficients a[ ] of the transfer
function. The array thus formed consists of the ASCII
value of the characters in the order used in the original text
message.

Step 4:- Now, the receiver can get back the original
message by converting the ASCII values to their
corresponding ASCII characters.We also remove the blank
that we had added in the case of an odd numbered
message text.

3. Implementation:

Section 3.1 illustrates the encryption of a given text in a
tabular form showing the concerned matrices and Section
3.2 shows the process of decryption of the same.

3.1 Process of encryption:

Let us consider the plain text “we wish u a merry
christmas and a happy new year!” The encryption
technique is demonstrated using the Table 3.1.1

The gain value googly contains the value 32.

3.2 Process of decryption:
After receiving the cipher text in the form of the arrays z[]

and p[] and the value k along with the key googly the total
decryption process is shown in Table 3.2.1:
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Table 3.1.1 Encryption Process

af] | bf] z[] Pll
32 119 | 0.9671 +0.26131 -2.1425
101 | 32 | 0.9671-0.261% 0.9645+0.24944
119 | 105 | 0.8851 +0.51531 0.9645-0.2404
115 | 104 | 0.8851-0.51531 0.9064+0.44951
32 117 | 0.7135 +0.73401 0.9064-0.44051
32 197 | 0.7135-0.73401 0.6916+0.63381
32 109 | 0.3267 +0.86971 0.6916-0.65381
101 | 114 | 0.3267 - 0.86971 0.3418+0.81481
114 | 121 | 0.3153 =0.99361 0.3418-0.81481
32 199 | 0.3153-0.99361 0.2442+0.95404
104 | 114 | 0.0625 +0.983% 0.2442-0.95401
105 | 115 | 0.0625-0.983% -0.0900+ 11774
116 | 109 | -0.2179+0.025% -0.0900-1.1774
a7 115 | -0.2179-0.9259 -0.8140+ 095101
32 a7 -0.4551+0 82071 -0.8140- 095104
110 | 100 | -0.4551-0.82071 -0.1869 + 092251
32 97 | -0.5735+0.68351 -0.1869 - 0.92251
32 104 | -0.5735-0.68351 -0.4987 + 09730
a7 112 | -0.7598+0.48471 -0.4987 - 09739
112 | 121 | -0.7588-0.4847 -0.8226+0.5160
32 110 | -0.8405+0.3123 -0.8226-0.5160:
101 | 119 [ -0.8405-0.312% -1.0579 +0.19911
32 121 -0.8930 -1.0579-0.19911
101 | a7 -0.6225 -0.7686
114 | 33
Table 3.2.1 Decryption Process

z(] Pll af] | bf]
0.9671 +0.26131 -2.1425 32| 119
0.9671-0.26131 0.9645+0.24941 [ 101 32
0.8851 +0.51531 0.9645-0.2494 | 119 | 103
0.8851-0.51531 0.9064+0.44051 [ 115 | 104
0.7135 +0.73401 0.9064-0.44951 32| 117
0.7135-0.73404 0.6916+0.65381 32 a7
0.5267 +0.86971 0.6916-0.6538 32 109
0.3267 - 0.86971 0.5418=0.81481 | 101 | 114
0.3153 +0.99361 0.5418-0.81481 | 114 | 121
0.3153-0.99361 0.2442+0.95401 32 o9
0.0625+0.98391 0.2442-095401 | 104 | 114
0.0625-098391 | -0.0909+1.1774 | 105 | 115
-0.2179+0.9259 -0.0909-1.1774 | 116 | 109
-0.2179-0.92591 | -0.8140+0.95101 a7 | 115
-0.4551+0.82071 | -0.8140-0.95104 32 a7
-0.4551-0.82071 | -0.1869+0.92251| 110 [ 100
-0.5735+0.68351 | -0.1869-0.9225 32 a7
-0.53735-0.68351 | -0.4987+0.973% 321 104
-0.7598+0.48471 | -0.4987-0.973% o7 | 112
-0.7598-0.48471 | -0.8226+0.51601 | 112 | 121
-0.8405+0.31231 | -0.8226-0.51601 32 110
-0.8405-0.31231 | -1.0579+0.19911 | 101 | 119

-0.8930 [ -1.0579-0.1991; 32 121

-0.6225 -0.7686 | 101 a7

114 i3

The decrypted message at the receiver end is “wish u a
merry christmas and a happy new year!”

4. Results:

The algorithm described above works perfectly for all text
formats viz. - .txt, .doc, .rtf, .sys, .omp, .exe files.

A comparative study of the execution times for texts
(during encryption) varying in length is shown in Table

4.1 below:
Table 4.1 Encryption Time
Number of letters in the text Encryption
including blank spaces and time
special characters (in seconds)
1 0.017735
8 0.017987
16 0.020447
32 0.030765
40 0.032928
48 0.033877
56 0.039162
64 0.043528
72 0.046783
80 0.053458
88 0.054079
96 0.059321
100 0.065706

A graph showing the relationship between the encryption
time and the text length is demonstrated next in Figure 4.1.
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5. Analysis and Conclusion:

The advantage for this type of algorithm is that the
encryption time taken is very small, in the millisecond
range. However the price that we have to pay for this
small execution time is that the encryption can run for 116
characters in one run. There is distortion of data seen
when the text contains more characters than this. Hence
there is problem in handling large volumes of data. This
limitation can be removed by breaking up the large text
into blocks of 116 characters and a single block which
would contain a remainder number of characters when the
number of characters in the text is divided by 116. Thus
the program can run in blocks and the limitation is
encountered.

The method described here would be useful in commercial
applications where the personal information of the
employees of a company have to be kept confidential or
when large databases have to be rendered illegible to
unauthorised users. Moreover the application of this
algorithm being based on mathematical concepts used in
Signals and Systems, more work can be done using such
related mathematics such as Laplace transforms, Bessel
functions and so on. This introduces a different dimension
to the techniques used in secret key cryptography.
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