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Summary

In this paper, the rights, security labels, roles, etc are called
access control resources. A calculus with resource usage and
consumption is proposed in this paper to model access control
resource, it is a new variation of the CCS, named calculus of
resource usage and consumption (RUCC for short), in which a
process must have and consume some resources to execute an
action. In RUCC, processes operate relative to a resource
environment, and communications can only happen if principals
have provided sufficient resources for the communication action.
In this preliminary paper, we design the syntax, semantics for the
calculus and some examples show that this calculus has very
powerful expressiveness.
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1. Introduction

In computer system, with security requests, such as access
control policy[2,3,4,5,6], the executing of a process always
are restricted. For example, a process must have the
authorization or security level to perform accessing an
object, or it must be a certain role, in a range of IP address
if it wants to access an object. A process access an object
can be interpreted to a process communicates with another
process. Sometime this communication may consume some
resource. For example a user want to download a music
file from a web site, he must click 10 times advertisement
and pay for 5$. We use resource to describe all of the
things that include rights, security labels, roles, or
something which process can consume for perform an
action. Using the notion of resource, we can say that a
process must hold certain resources or consume some
resources during communicating with another process. We
assume that there exists a resource set %, re®R, and
num: R — 0O , father, there exists a binary relation between
two resources, called domination, noted as %, and it is a
partial order.

In this paper, we propose a process calculus for process
must be equipped enough resources to execute action. The
calculus is named RUCC, from syntax aspect, it is a
variation of the CCS[1]. We will give the definition of
syntax, semantics and equivalence for RUCC, and some
example can illustrate that RUCC is very useful, such as
security polices specification.
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2. The language

RUCC is an extension of Milner’s CCS[1], where process
is relative to a resource environment and the prefix action
is banded a condition. So the base part of RUCC syntax is
based on the same elements as CCS. A is the set of name,

Zz{a:aeA} is the set of co-name, L =A UA is the
label set, and let ~ be the set of RUCC processes, ranged
over by E, F, P and Q. The syntax of RUCC process is
defined as follows:

P:=0b—aP|R+PR,|R|R|P|P\L|A
b::=num(r) = nb Ablbvb

Where a ranges over the action set: Act=, U{r},
Lol , and f is a rename function as in CCS. b is
Boolean express, the meaning of b — a.P is that process
b — a.P can execute action a while b is true. We use P
to denote the set of all processes

Suppose a identifier set denoted as /0D, every process
have a unique identifier. Processes may be “changed” by
involving, but their id is always no changed. id has two
properties, one is used to depict the behaviour of process,
and another is used to express the resources states of
system. In this calculus, id can be composited, defined as
follow:

ID::=id|ID, + 1D, |ID, | ID,
Let IDSet(ID) [ {id |id occurs in 1D}

Definition 1. An atomic identifier is the id which has no
containing any other id .

Definition 2 well construction id is defined as

(1) An atomic id is a well construction

(2) If ID, and ID, are well construction and

IDSet(ID;) N IDSet(ID,) =< , then ID,|ID, and
ID, + ID, are well construction.
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3. Operational Semantics and Equivalences

Let " be the environment. An environment I is defined as
atriple (r_,r ,,T, ) where

pid ' acr

I, :/Dx®R—-0, T (P,r) records the resource
states of process.

(T, :/D—Proc, ', (P) records the id of process.

4) T_:ActxR—->0 , T _(ar) records the
consumption of action executed. A same action a in
distinct id or process will use and consume the same
resources.

The pair ((T',id) ) is called system, and S denotes the set
of systems. The meaning of it is that process P has a
resource environment ', and T records the resources
states and resource usage of the process.

Definition 3. In an resource environment ', Vid e /D,
we have

(1) (T,id) num(r)=n
iff ', (id,r)>n or for some r'e R
such that (T, (id,r')=nand r'y r)

Q) (T,id) b;Ab, iff (U.idy b and (T,id) b,
(3) (U,idy b,vb, iff (T.idy b or (T.id) b,

We use the labeled transition system (LTS for short) to
defined the operational semantics of RUCC. Firstly we will
define the LTS for process without environment. and the
transition relation —c P xActx” is defined as in the
table 1. and then the definition of LTS for the
environments and systems are proposed in definition 3 and
table 2 respectively.

Table 1. The operational rules of processes for RUCC:
(P, Act, —)

(Prefix) -
b—aP ;a)P P

b—oa Y

P—=2 5P Q—2>Q

(Sum)

P +Q b—a P' P +Q b—a Q’

p—2 5P
(Com) —5——
PlQ—=>P'|Q
Q b—a Qr
PlQ—=>P|Q’
P b—a Pr
Repl)———
( p)!P—M*a PP

(Com,)

b -1 PI Q b, T Qr
by Ab, >7

(Com)P —
PlQ—225P'|Q

P—2 5P —
agLUL

(Restriction) -
P\L—>P'\L

P b—a P!
P[f] f(b—a) Pl[f]

(Rename)

b—a ’

P P
(Constant) ————— where AL P
A—2n s p!

a

Table 2. The operational rules for RUCC:

(S, Act, —,)
(Action)
| (id)&ﬂ"/pid (id),r, (id,r)>T, (ar)foralreR
(T, id) —22 5 (1 id)

wherel™ (id,r) =T, (id,r)-T (ar)for all r e R
(Sum,_)

(T, 1D,y —*22 5 (1", 1D,)
(T, 1D, + 1D, ) —“>2 5 (T, ID, + 1D, )
(Sum,)

(T, 1D,y —“22 5 (T, ID, )
(T, 1D, + 1D, ) —“22 5 (T, ID, + 1D, )
(Com,)

(T, ID,) —&® 5 (T ID,)
([, 1D, | ID,) —&22 5 (1 1D, | ID,)
where id; € IDSet(1D,)
(Com,)
(T, 1D,y —22 5 (T ID,)
(T, 1D, | ID,) —&22 5 (1, 1D, | ID,)
where id € IDSet(ID,)
(Com)
(D, ID) —89 5 (1 D)) (T, ID,) —4228 5 (12 |D,)
(T,id,) b, (Iidy) b
(T, 1D, | ID,) ——>s(I’%, 1D, | ID,)

where id; € IDSet(1D,),id, € IDSet(ID,)
1“1pr (id,r) if id € IDSet(1D,)
2., (id,r) if id € IDSet(ID,)

acr

acr

where id e IDSet(ID,)

where id € 1DSet(ID,)

F3pr(id,r):{

Now we introduce the behavior theory based on
bisimulation for RUCC.
Definition 4. (Bisimulation) A relation Rc A xF is a

bisimulation if (E,F) e R implies, forall ae Act,
1)

if E—22 S’
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then there exists F',b" and b — b’ such that
F—22 5F' and (E',F)eR

)
if F—2%>F'
then there exists E’,b" and b — b’ such that
E—23E’ and (E,F)eR

If there exists a bisimulation containing RUCC processes
pair (E,F), E,Fe P~ , then E, F are bisimulation

equivalent, notation EL F .
Definition 5. (Bisimulation for systems) A relation
Rc Sx S is a bisimulation if ((I,1D),(I',ID,)) € R

implies, for all ae Act,

@
if ([, 1D,)—"“22 (1", ID,)

then there exists id,,b" and b —b"and T" (id,,r) <T", (id,,r) fagall r € Reix

such that
([, 1D,) —222_5 (1, ID,)
and ((I'",ID)(I",1D,)) € R
(2) vice versa
If there exists a bisimulation system pair
(T, ID),(r,ID,Y) € R, then (I, ID)(I,ID,) are
bisimulation equivalent, notation (T, ID,) U (T, ID,) .
Suppose r, (id,r)=r,(id,,r)
forallre® and S 0(I,id) , S,0(T,id,) , then
S, 0gS, iff T, (id)0 T (id,)
Proof. (outline)
1 = , Let S U S, , set
R={(r,,(id,).T,, (id,) [<,id,) O (T,id )i, jeO}, it is

Theorem 1

enough to show that R Obviously,
(T, (id,), T, (id,)) e R . if (1) in definition 5 hold, and
S,——>sS , by (S Act, —»,) , we have

r,,(id)—=">r’ (id) , in the same way, there exists

pid

r,(id,) such that r_ (id,)—=-rI/,(id,) , and because
S/ U, S,,s0 (I, (id,), ", (id,)) € R . On the other hand, if

pid pid

(2) in definition 5 hold, then we also have
(', (id,).1"(id,)) e R, so Rl hold.

1 < , Let TI,(>d)0r;®Gd,) , set
R={(S;,S;)IT,,(id)C T, (id,)i jel} , where

S, =(T,id,), S; =(T,id,) it is enough to show thatR €, .
Obviously, (S,,S,)eR . when (1) in Definition 4 hold,
then from (1) in Definition 4, and in the same environment

and same action a in distinct id or process will use and
consume the same resources, then (1) Definition 5 hold.
Similarly to the condiction (2) in Definition 5, i.e R e,
U

Example 1. Someone wants to download a music file from
a website, but he must click the advertisement several
times, for instance 10 times, and pay 5%. Now, we can use
RUCC to express this process.

Let R O {clickednum, fund} ,
Act 0 {click, download}U{r} , ide/D ,
I, (id,clickednum)=0 r,(id, fun)=100 ,
', (download, fun) =5, T (click,clickednum)=-1,

I'__(download, clickednum) =10 , and

I, (d)= !click|(num(clickednum) >10) — download.P
, then download system will involve as follow:

(T,id) —2% 5 (T id) —8% 55 (T2, id)

S <l—«10, |d> download . <1—w11’ |d>

After the action click executes 10 times, the Boolean
expression num(clickednum) >10 becomes true, and
performs action download will consume 5$, and then the
user can download the music file. Where for every
r'1<i<10) ,

I (id,clickednum) =" _ (id, clickednum) +1
' (id, fun) =1 (id, fun) -5 ,
' (id, clickednum) = 0

In this example, if using the pure CCS to express this
process, the expression will become very complex.
adownload.P +a.a.download.P +a.a.a.download.P
+---+a.a....a.download.P
g.a...q

n

, and

Example 2 (Discretionary Access Control, DAC)
Let

FILE O {file i 0}, Act 0 {read, write, read , write},
RO{r |r =(a, file),acAct, filee FILE,i €0},
id,,id, e /D,
I, (id;,r)=1for somer e R
Fpr(idz,rj) =1 for some refR,
Faﬂ(a,ri)=O,Facr(5,ri)=0for all r eR,and
r,,(d)=aP,I (id,)=aQ, Set
S, 0(I,id,),S, 0(T,id,) , then the rule of DAC can be
expressed as follow:

S, |S,—/sS/|S,
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iff 3r eRsuchthat ' (id,r)=1and I (id,,r) =1

4. Relative work and conclusion

In this paper, we propose a calculus based on usage and
consumption of resources. We show that how a process
communicates with another process within an environment
by using and consuming resources. We intend this calculus
into some directions, such as it can be applied to describe
the various access control politics and security properties.
There is already some important literature on topics on
study about security properties based on process algebra,
the representative literature such as [7, 8], Peter Y. A.
Ryan study the mathematical models of computer security
based on CSP(Communicating Sequential Processes) in [7],
Riccardo Focardi and Roberto Gorrieri propose a security
process algebra to study non-interference-like properties
for computer security in [8]. But all of them, the
changeability of security attribute and ability of a process
is not mentioned. In this paper, we use the notion of
resources to describe the ability which a process access (i.e.
communicate with) another process, and the consumption
of resources grasp the changing of the access ability. The
resources notation is used in [9,10], in [9], David Pym and
Chris Toftsa use resources to express memory, CPU, 1/O
devices etc in computer system, propose a Bl logic, and
modelling system based on resources process algebra and
Bl logic. In [10], Matthew Hennessy and Manish Gaur
counting the cost in process algebra and propose a costed
picalculus, this theory can be applied to the various calculi
being developed for web services etc. As we see in this
paper, the resource concept is different to the resource
concept in literature such as [9] and [10].

In the future we will refine this calculus, and apply it to
security properties analysis etc.
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