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Summary 
Sustainability is critical challenge faced by enterprises nowadays. 
The objective of enterprises is to ensure that the short and long-
term plans are engaged with the sustainability dimensions of 
technology, social, environmental and economics. Since 
Information Technology (IT) can be considered as a catalyst to 
the sustainability of enterprises, in this paper we concern with 
IT-related enterprise objectives or business goals; i.e. improve 
customer orientation and service, which is Business Goal 
number 4 (BG4) within Control Objectives for Information and 
Related Technology (COBIT). Furthermore, the Enterprise 
Resource Planning (ERP) system is considered as an important 
IT application and is commonly implemented in an enterprise; 
however, in many cases the ERP practices were not successful 
and their failure factors were not published. In this regard, we 
propose ten IT policies for ERP practices, which are developed 
based on ten IT Processes within two IT Goals (ITG), i.e. ensure 
satisfaction of end users with service offerings and service levels 
(ITG3) and make sure that IT services are available as required 
(ITG23). These IT Goals are aligned with BG4. 
 The IT policy objectives are designed to support ITG3 and 
ITG23 in achieving BG4. Then, ten IT Policies for ERP practices 
are developed based on the IT policy objectives for the related IT 
Processes. In this paper, we elaborate more detail the IT policy 
for ERP practices related to IT Process Delivery and Support 7 
(DS7); i.e. educate and train users. The IT policy for ERP 
practices related to DS7 is also equipped with the management 
directions. Then, the procedures are developed based on the IT 
policy objectives and management directions; whereas the 
contents of the procedures are composed according to the 
existing Enterprise Maturity Level (EML) of the corresponding 
IT Process. The IT policy for DS7 is provided with three 
procedures and the related activities.  
 Hence, the IT policies for ERP practices, which were 
supported by the procedures, could suitably facilitate the success 
of an ERP system during planning, implementation and delivery 
of services in the enterprise. Furthermore, the IT policies for 
ERP practices ensured the ERP could improve customer 
orientation and service. 
Key words: 
ERP, Policy, Procedure, COBIT, Service Portfolio  

1. Introduction 
The globalization of customers, products and services are 
driving the enterprise to focus on the sustainability, which 
encompasses the technology, social, environmental and 
economics dimensions. The Information Technology (IT) 
is poised to play critical role to the sustainability of the 
enterprises [1]. The role of IT can be considered as a 
catalyst for the sustainability of short-term and long-term 
of enterprise objectives, which is known as business goals.  
 Moreover, the Enterprise Resource Planning (ERP) 
system is an important IT application, which is conceived 
to contribute in the success of managing business process 
in enterprises. Many enterprises have been running the 
ERP system successfully worldwide [2]. The ERP system 
enables an enterprise to run the business processes in the 
high levels of delivering service to customer, balancing 
demand and supply, and integrating ERP functionalities, 
i.e. human resources management, sales, marketing, 
manufacturing, operations, purchasing, and finance [3]-[4]. 
 Even though the ERP system is widely used in many 
enterprises, but the success of ERP practices are rarely 
issued. The ERP practices involve a lengthy and complex 
process [5]; these will give more opportunities that many 
problems will affect the ERP practices. However, the 
problems associated with the software implementations 
are not new, nor specific to ERP system [6].  
 Many studies have reported several reasons of ERP 
failure reasons. The failure reasons of ERP practices can 
be vary from the high level management who had the 
objective of integrating ERP within business, to the end 
users who operate the ERP system; for instance, 
Davenport [7] reports the failure of enterprise in resolving 
the business needs and the new IT system, as the reason of 
ERP practice failures. Recent researches by Kumar et.al 
[8] and Markus et.al [9] stated that one of the major 
problems of ERP failures is the lack commitment, 
acceptance and readiness of the enterprise to deploy the 
system. Hence, the delivery and support of ERP practice 
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failures are considered to be the major problems, 
including: the lack of high level management commitment, 
the lack of knowledge regarding ERP system [10], the 
mismatch between the delivered applications and the 
enterprise’s expectations and the lack understanding of 
ERP system operations.  
 Meanwhile, the other studies [11]-[13] consider the 
planning and organization, and the acquirement and 
implementation of the ERP practice failures, including the 
unclear business objective and the lack of expertise to 
support the enterprise, respectively. Since the ERP 
practice failures can be seen from different domains of 
Control Objectives for Information and Related 
Technology (COBIT) framework, in this paper we concern 
with evaluating the ERP readiness based on the IT 
processes from planning and organizing, acquiring and 
implementing, and delivering and supporting. Thereby, the 
Enterprise Maturity Level (EML) is measured to evaluate 
the ERP readiness in the enterprise. 
 Furthermore, a successful of ERP practice requires 
control during planning, implementation and delivery of 
services, particularly related to IT. Thus, the IT controls 
can overcome the problems of ERP failures, and regulate 
the life cycle of service and related decision rights. The IT 
controls should be supported with the business controls 
[14]; hence, we concern with IT policies for ERP practices 
within COBIT framework to achieve the Business Goals 4 
(BG4), i.e. improve customer orientation and service. We 
applied COBIT due to the completeness [15] and 
internationally applicable IT Governance framework in 
many different industries [16]. 
 Ten IT policies for ERP practices are developed in 
order to achieve BG4; they are based on ten IT Processes 
within two IT Goals (ITG), i.e. ensure satisfaction of end 
users with service offerings and service levels (ITG3) and 
make sure that IT services are available as required 
(ITG23). Then, the IT policy objectives are designed for 
the related IT Processes by considering the contents and 
structures of ERP system, which are based on the service 
portfolio referring to Sarno and Herdiyanti [17]. The IT 
policy objectives accommodate controls, direction and 
authority for the corresponding ERP system functions and 
the Responsible Job Functions (JF). 
 In this paper, we elaborate the IT policy for ERP 
practices which relates to IT Process Delivery and Support 
7 (DS7); i.e. educate and train users. The IT policy for 
ERP practices related to DS7 is developed by considering 
the IT policy objectives. The management directions are 
also designed, and accordingly the procedures are 
developed. The contents of the procedures consider the 
EML measurement results, which are structured to 
improve the enterprise readiness.   

2. Theoretical Consideration 

2.1 COBIT 

Control Objectives for Information and Related 
Technology (COBIT) framework provides a reference 
process model and common language for IT Process 
within enterprises. It defines 17 IT-related Business Goals 
(BG), 28 IT Goals and 34 IT Processes, which are 
groupped into four domains; they are the Plan and 
Organise (PO), the Acquire and Implement (AI), the 
Deliver and Support (DS), and the Monitor and Evaluate 
(ME). Each of the IT Process consists of control 
objectives, maturity model and general measurement for 
monitoring the IT Process performance [18]-[19].  
 The PO domain covers strategy and concerns with the 
identification of IT contribution to the achievement of 
business goals; whereas the AI domain is about 
developing and acquiring IT solutions. The DS domain 
concerns with the actual delivery of IT to achieve the 
business goals while the ME domain addresses 
performance management, including the regulatory 
compliance [14]. 
 The roles and responsibilities for each IT Process are 
also provided to the effectiveness of IT Governance by the 
representation of Responsible, Accountable, Consulted 
and Informed (RACI) chart. The RACI chart defines what 
activities should be delegated and to whom. Responsible is 
attributed for the people who do the work to achieve the 
task which is approved and directed by the Accountable 
person. This Accountable person is the only person who is 
ultimately accountable for correct and thorough 
completion of the task. The Consulted and the Informed 
roles are whose opinions are sought and whose are kept 
up-to-date on the task progress, respectively [14],[20]. 
 Furthermore, each of the IT Process has control 
objectives to successfully implement in the enterprise. 
Control means the policies which is equipped with 
procedures, practices and organizational structures. A 
control is needed to assure that business objectives will be 
achieved and undesired events will be prevented or 
detected and corrected [14]. The control objectives of IT 
Processes provide a complete set of high-level 
requirements for management consideration over the IT 
Processes considering the value and the risk of the 
implementation. Hence, the enterprise needs to select the 
control objectives that are applicable, and then decide 
those that will be implemented. Furthermore, the 
enterprise should make its own best practice which 
consists of the act to implement the control objectives and 
also consider the risk of not implementing the control 
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objectives. In summary, the control objectives are 
statements of desired results or goals which an enterprise 
would like to be achieved with the implementation of 
control procedures over related IT Processes [18],[21]. 

2.2 The Enterprise Maturity Level (EML) in COBIT 

The EML model in COBIT is a method for evaluating 
the maturity of IT Processes in an enterprise, and  is 
classified into six levels of maturity from non-existent 
(level 0) to optimized (level 5). This model is derived from 
the maturity model of the Software Engineering Institute 
(SEI) which is defined for the maturity of software 
development capability. The definition is similar to 
Capability Maturity Model (CMM) but is interpreted for 
the nature of the management of IT Processes in COBIT. 
Moreover, the purpose of EML model is not to assess the 
adherence level of the control objectives, but to identify 
where issues are and how to set priorities for 
improvements. 

 Within non-existent (level 0), the management 
processes are not applied at all.  In the initial/ad-hoc (level 
1), there is no standardized process. Within repeatable but 
intuitive (level 2) there is no formal communication of 
standard procedures. It may exist informal understanding 
of policies and procedures. Further in the defined process 
(level 3) the management processes are standardized, 
documented and communicated. It exists on the definition 
and documentation of policies and procedures for all key 
activities. Whereas in managed and measurable (level 4), 
the compliance monitoring and measurement of the 
implemented policies and procedures for developing and 
maintaining all processes are taken. Furthermore in the 
optimized (level 5), processes, policies and procedures are 
standardized and integrated in the continuous 
improvement management [14],[21]. 

2.3 Failures of Enterprise Resource Planning (ERP) 

ERP system is an integrated software solution, which is 
typically offered by a vendor as a package. The package 
offers seamless integration of all the information that 
flows through the enterprise. The information also reflect 
the business process in the enterprise, such as financial, 
accounting, human resources, supply chain, and customer 
information [22]-[23]. 
 Wallace and Kremzar [3] described ERP system as an 
enterprise-wide set of management directions that 
balances demand and supply, integrates the customers and 
suppliers into a complete supply chain, employs proven 
business processes for decision-making, and provides high 
degrees of cross-functional integration among business 
processes, i.e. inventory/logistics, manufacturing, sales, 
finance, manufacturing, marketing, customer support, and 

human resources. Thereby, an ERP system enables an 
enterprise to run its business with high level of 
productivity and customer service, and simultaneously 
lower costs and inventories [24]. As ERP system plays an 
important role in business, the related problems and 
critical factors of the implementation have been 
investigated in the previous studies [25]-[28]. 
 Nevertheless, there have been many reports of 
unsuccessful ERP implementations within business, 
including the inability of Hershey to ship candy at 
Halloween, Nike losing shoe orders, and FoxMeyer’s 
failure to process orders [29]. Majed et.al [26] reported 
that 70% of ERP implementations did not achieve the 
estimated benefits. In other studies, the failures of ERP 
implementations range from 40% to 60% or higher [30]. 
Further, the failures of ERP system implementation 
projects have been known to lead to problems as serious 
as organizational bankruptcy [23], [31]-[32]. 
 Hence, many studies have been investigated to 
determine the critical failures factor for implementing ERP 
[22]. Some of the failures factors are the failure of 
adapting ERP system; the lack quality of reengineering 
business process and testing; the over confidence on 
massive customization; the lack of support from top 
management, including unrealistic expectation of ERP 
system; the high replacement of project team members; the 
lack of effectiveness on consultancy and in managing 
project; very tight project schedule; insufficient IT 
infrastructure; the ambiguous concept and use of ERP 
system from the user’s view due to the lack education and 
training, which may lead to resistance to change [29]. 

2.4 ERP Functionalities within the Service Portfolio 

The term of a service represents specific business function 
while a system contains of organized services to 
accomplish a specific objective [31]. A service can 
provide a single discrete function or a set of related 
business functions. A service that perform a single 
function is said to be fine grained, for example : 
calculating total sales; the services which perform a 
related set of business functions are called to be coarse 
grained, for instance : analyzing sales history [34]. The 
services can communicate with each other to share 
business functions in a widespread and flexible way. 
 A service portfolio provides three levels of views, 
which are the conceptual view, the logical view, and the 
physical view [17]. The conceptual view supports the 
conceptualization of services and governance needs, and it 
covers application architectures; while the logical view 
provides the architecture components for the services 
conceptualized, hence it covers information architectures; 
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whereas the physical view identifies the physical 
implementation components of the services, and therefore 
it covers data and technology architecture. Furthermore, 
based on Sarno and Herdiyanti [17] we categorize twelve 
of Functional Domains (FD) in the service portfolio of an 
ERP system, which are Inventory (FD1), Manufacturing 
(FD2), Account Payable (FD3), Account Receivable 
(FD4), Fixed Assets (FD5), Cash and Bank Management 
(FD6), General Ledger (FD7), Reporting (FD8), Sales 
Force Automation (FD9), Marketing Automation (FD10), 
Customer Support (FD11), and Human Resource 
Management (FD12).  

3. Methodology Consideration 

This study concerns with Business Goal 4 (BG4) in COBIT 
framework, i.e. improve customer orientation and service. 
There are two IT Goals (ITGs) and ten related IT 
Processes to achieve BG4. The related IT Processes are 
grouped into the ITGs. They are manage quality (PO8), 
enable operation and use (AI4), define and manage 
service levels (DS1), manage third-party services (DS2), 
educate and train users (DS7), manage service desk and 
incidents (DS8), manage problems (DS10), and manage 
operations (DS13) to achieve ensure satisfaction of end 
users with service offerings and service levels (ITG3); 
whereas manage performance and capacity (DS3), ensure 
continuous service (DS4), DS8 and DS13 to achieve make 
sure that IT services are available as required (ITG23). 
 Then, the content of Enterprise Maturity Level (EML) 
measurement is composed according to the Maturity 
Model in the COBIT for the corresponding IT Process. The 
EML value is calculated according to the current condition 
in the enterprise. Furthermore, the IT Processes are 
correlated with the Functional Domain (FD) within the 
ERP system. Hence, the EML value represents the ERP 
practices in the enterprise. 
 Meanwhile, the development of IT policies for ERP 
practices is based on the related IT Processes. Hence, there 
are ten IT policies for ERP practices, which aim to achieve 
BG4. Furthermore, the structure of IT policies for ERP 
practices adopts the structure of IT process description in 
COBIT in order to have the reader familiar with the IT 
policies. The IT policies for ERP practices are developed 
by considering the IT policy objectives; then, the related 
procedures are derived accordingly. Further, the contents 
of the procedures also consider the EML measurement 
results in order to help the enterprise improving the ERP 
practices. Thereby, the suitable procedures are appropriate 
for the readiness of the enterprise to plan, implement and 
deliver the ERP services. 

4. The Proposed IT Policies for ERP Practices 

This section proposes ten IT policies for ERP practices 
and the corresponding procedures, as well as the 
management directions. In order to describe the 
methodology we take the Information Technology (IT) 
Process, i.e. educate and train users (DS7) as the example.  
 The Enterprise Maturity Level (EML) measurement 
from level 0 to level 5 for DS7 are elaborated; the 
examples of EML measurement for level 2 and level 3 can 
be seen in Table 1 a) and 1 b) respectively. Table 1 c) 
describes that the IT Process maturity level is 2.45, which 
is calculated based on the EML values from level 0 to 5. 
 We present Table 2 to elaborate the IT policy 
objectives, which are designed effectively and efficiently 
according to the Control Objectives for Information and 
Related Technology (COBIT) processes. The IT policy 
objectives for ERP system in Table 2 are structured based 
on the control objectives of IT Processes which relate to 
the achievement of BG4. The IT policy objectives 
accommodate the authority, the direction and the controls 
for the corresponding Functional Domain (FD) in the ERP 
system. Since the IT policies for ERP practices control the 
FD in the ERP system, we also describe the relation 
between the FD and the IT Processes. Firstly, we chose the 
Responsible Job Functions (JF) based on the Responsible 
functions for each IT Processes in COBIT. Secondly, the 
related FDs are considered by the Responsible JF to 
support the successful achievement of IT policy objectives 
for the related IT Process. 
  Furthermore, each IT process has the IT policies for 
ERP practices which are developed by considering the IT 
policy objectives. Hence, we present Figure 1 to elaborate 
the IT policies for ERP practices; they are ordered by 
sequences number from one to ten. It consists of the title, 
the control over IT Process in COBIT, the relation with the 
FD in ERP system based on Table 2, the alignment with 
business requirements, and the general actions to perform 
the IT policies.  

Moreover, since we consider the IT Process DS7, 
Figure 2 is equipped to present the management directions, 
which include the inputs for DS7 and the corresponding 
outputs of policy implementation, and also the Job 
Functions (JF) and activities which represents Responsible, 
Accountable, Consulted and Informed (RACI) chart. 
Hence, the IT policies for ERP practices ensure that the 
ERP system is aligned with the business requirements. 
Thereby, the success of ERP system implementation can 
be achieved accordingly because the IT policies for ERP 
practices as IT controls supported the business controls in 
order to design the integrated application controls in the 
enterprise. 



IJCSNS International Journal of Computer Science and Network Security, VOL.10 No.5, May 2010 
 

 

86

Table 1: The EML measurement of educate and train users (DS7) 

 

a) The EML measurement level 2 
Do you agree? 

IT Process Name Educate and Train Users 
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IT Process ID DS7 Maturity Level 2 

No Statement Weight 0 0.33 0.66 1 

1. The enterprise identifies the training and education of ERP system including the identification of 
training curriculum based on the service portfolio of ERP system. 1   v     0.33

2. The enterprise considers the training and education programs of ERP system in the employee 
performance plans based on the role of managing the ERP system based on the service portfolio. 1   v     0.33

3. 
Informal training and education of ERP system is taught by the different instructors, who deliver 
the same training curriculum with different approaches regarding with the service portfolio of 
ERP system. 

1     v   0.66

4. The training and education programs address the ethical conduct, and system security awareness 
and practices of ERP system based on the service portfolio of ERP system. 1     v   0.66

5. The enterprise is highly reliance to the individuals’ knowledge related to the service portfolio of 
ERP system.       v   0.66

6. The enterprise communicates the identification of training and education of ERP system 
consistently, including the training curriculum based on the service portfolio of ERP system. 1     v   0.66

Total Weight = 5 Compliance = 0.66

b) The EML measurement level 3 
Do you agree? 

IT Process 
Name Educate and Train Users 
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IT Process ID DS7 Maturity Level 3 

No Statement Weight 0 0.33 0.66 1 

1. 
The training and education of ERP system programs are managed, communicated, and 
documented considering the RACI chart and the target group, which are based on the role of 
managing the ERP system based on the service portfolio. 

1   v     0.33

2. The delivery mechanism and the related processes of training and education regarding with ERP 
system are standardized and documented considering the target group. 1   v     0.33

3. 
There are some established information about budgets, resources, facilities and trainers of training 
and education of ERP system, considering the training curriculum based on the service portfolio, 
and training and education programs. 

1   v     0.33

4. The training and education programs are held formally on ethical conduct, and system security 
awareness and practices of ERP system based on the service portfolio of ERP system. 1     v   0.66

5. 
The training and education of ERP system performances are monitored according to the training 
curriculum, and training and education programs and all deviations are detected by the 
management. 

1   v     0.33

6. The problem analysis of training and education of ERP system is often applied. 1      v 0.66

Total Weight = 6 Compliance = 0.44

c) The value of IT Process maturity level 
Level Compliance Contribution Value 

0 0.50 0.00 0.00
1 0.58 0.30 0.17
2 0.66 0.70 0.46
3 0.44 1.00 0.44
4 0.41 1.30 0.54
5 0.50 1.70 0.84

IT Process Maturity Level = 2.45
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Table 2: The IT Processes, the IT policy objectives for ERP practices, the responsible JF and the related FD 

The IT 
Processes IT policy objectives for ERP practices Responsible JF Related FD 

PO8 : 
Manage Quality 

− Establishment of quality management system (QMS) related to the ERP system 
− Identification of ERP standard and quality practices 
− Maintenance of the acquisition and development standard for ERP system 
− Alignment of customer requirement with ERP standard and quality practices 
− Continuous improvement of QMS related to the ERP system, and ERP quality 

practices 
− Measurement, monitoring and review of ERP standard and quality practices 

CIO Reporting (FD8),  
Customer Support (FD11) 

AI4 :  
Enable 
operation and 
use 

− Planning for the operational of ERP system according to RACI 
− Knowledge transfer to Business Management of the ERP system 
− Knowledge transfer to End Users of the ERP system 
− Knowledge transfer to Operational and Support Staff of the ERP system 

• Head of IT 
development 

• Training department 
• Head of IT operation 

Reporting (FD8), and 
Customer Support (FD11) 

DS1 :  
Define and 
manage service 
levels 

− Definition of service level management framework regarding with ERP system 
− Definition of ERP services 
− Definition of Service Level Agreements (SLAs) for ERP services 
− Definition of Operational Level Agreements (OLAs) for delivering ERP services 
− Monitoring and reporting of ERP service level achievement 
− Review of SLAs and contracts for ERP services 

• IT service manager 
• Head of IT operation  
• Head of IT 

development 
• Head of IT 

administration 

Inventory (FD1), 
Manufacturing (FD2), 
Marketing Automation 
(FD10), and Customer 
Support (FD11) 

DS2 :  
Manage third-
party services 

− Identification of third-parties relationship within ERP system 
− Formalization of third-parties relationship management within ERP system 
− Identification and mitigation of third-parties risk management within ERP system 
− Monitoring of third parties performance related to ERP system 

• Head of IT 
administration  

• Head of IT operation  
• Head of IT 

development 
• CIO 

Inventory (FD1), 
Manufacturing (FD2), 
Account Payable (FD3), 
Reporting (FD8),  and 
Marketing Automation 
(FD10) 

DS3:  
Manage 
performance 
and capacity 

− Establishment of  performance and capacity planning regarding with ERP system 
− Assessment of current performance and capacity regarding with ERP system 
− Forecasting future performance and capacity regarding with ERP system 
− Availability of IT resources for ERP system 
− Monitoring performance and capacity of the IT resources for ERP system 

Head of IT operation Inventory (FD1), 
Manufacturing (FD2), 
Account Payable (FD3), 
Reporting (FD8) and Sales 
Force Automation (FD9) 

DS4 :  
Ensure 
continuous 
service 

− Identification of ERP system continuity framework 
− Identification of ERP system continuity plans 
− Establishment of priority in recovery situation according to critical IT Resources in 

ERP system  
− Maintenance of ERP system continuity plans 
− Testing of ERP system continuity plans 
− Training of ERP system continuity plans according to RACI 
− Distribution of ERP system continuity plans 
− Identification of ERP system recovery and resumption plans 
− Identification of offsite backup storage regarding with ERP system recovery and 

resumption plans 
− Identification of post-resumption review regarding with ERP system 

• Head of IT operation 
• Head of IT 

administration 
• Head of IT 

development 
• PMO 

Inventory (FD1), 
Manufacturing (FD2), 
Reporting (FD8), and 
Customer Support (FD11) 

DS7 :  
Educate and 
train users 

− Identification of education and training of ERP system according to the service 
portfolio 

− Delivery of education and training of ERP system according to RACI 
− Evaluation of education and training of ERP system according to RACI 

• HR manager 
• Training department 
• CIO 

Reporting (FD8),  Human 
Resource Management 
(FD12) 

DS8 :  
Manage service 
desk and 
incidents 

− Establishment services desk function for ERP system 
− Registration of customer queries in ERP system 
− Identification of incident escalation procedures in service desk for ERP system  
− Identification of incident closure procedures in service desk for ERP system  
− The report of the service desk performance for the ERP system 

• Service desk/incident 
manager 

• Head of IT 
development 

• Head of IT operations 
• System analyst 

Inventory (FD1), 
Manufacturing (FD2),  
Reporting (FD8), and 
Customer Support (FD11) 

DS10 :  
Manage 
problems 

− Identification and classification of ERP system problem 
− Establishment of problem management system related to ERP system 
− Identification of problem closure procedures in problem management system 

related to ERP system 
− Integration of configuration, incident and problem management system related to 

ERP system 

• Problem manager 
• Head of IT 

development 
• Head of IT operations 
• System analyst 

Inventory (FD1), 
Manufacturing (FD2),  
Reporting (FD8), and 
Customer Support (FD11) 

DS13 :  
Manage 
operations 

− Definition of  ERP system operation procedures and instructions 
− Organization of ERP system related job scheduling according to RACI 
− Monitoring of ERP system infrastructure and related events 
− Establishment of safeguarding over sensitive ERP system assets  
− Identification of preventive maintenance procedures for ERP system hardware 

Head of IT operations 
 

All of ERP Functional 
Domain (FD) 
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Fig. 1  The IT policies for ERP practices to improve customer orientation and service

1. Policy for IT Process of Managing ERP System Quality 

Control over COBIT IT Process of 
Managing Quality (PO8) 

  related to ERP Functional Domain (FD) of  
  Reporting (FD 8) and Customer Support (FD11) 

   addressing the business needs for ERP system of 
ensuring the continuous improvement of the quality of ERP system to optimize service delivered and maximize the benefits of 
implementing ERP system in the enterprise 

    is accomplished by   

defining the Quality Management System (QMS) related to ERP system, managing the ERP standard and quality 
practices, and continuous improvement of QMS related to ERP system and the ERP standard and quality practices 
 

2. Policy for IT Process of Enabling ERP Operation and Use 

Control over COBIT IT Process of 
Enable Operation and Use (AI4) 

  related to ERP Functional Domain (FD) of  
  Reporting (FD8) and Customer Support (FD11)  

    addressing the business needs for ERP system of 
assuring the satisfaction of RACI and end users regarding with the service offerings and service levels of ERP system to 
seamlessly integrate the solutions of ERP system into business 

    is accomplished by  
developing the knowledge transfer mechanism of ERP system based on RACI, and providing the training materials for the 
knowledge transfer 

 

3. Policy for IT Process of Defining and Managing ERP Service Levels 

Control over COBIT IT Process of 
Enable Operation and Use (AI4) 

  related to ERP Functional Domain (FD) of  
  Inventory (FD1), Manufacturing (FD2), Marketing Automation (FD10), and Customer Support (FD11) 

    addressing the business needs for ERP system of 
    ensuring the alignment of IT –related business goals align and the IT goals regarding with ERP system 

    is accomplished by  

defining the agreements regarding with service and operational level of ERP system, and monitoring, review, updating and 
communicating the achievement of service and operational level 

 

4. Policy for IT Process of Managing Third-party Services within ERP System 

Control over COBIT IT Process of 
Manage Third-party Services (DS2) 

  related to ERP Functional Domain (FD) of  
  Inventory (FD1), Manufacturing (FD2), Account Payable (FD3), Reporting (FD8), and Marketing Automation (FD10)
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Fig. 1 The IT policies for ERP practices to improve customer orientation and service (cont.) 

4. Policy for IT Process of Managing Third-party Services within ERP System (continued) 

addressing the business needs for ERP system of 
ensuring the satisfaction of third-party services for RACI and end users, while providing adherence of the benefits, costs and 
risks regarding with the agreements 

 is accomplished by  

identifying the third-party services within ERP system, structuring formally the service relationship, and managing the 
third-party performance, including risk mitigation 

 

5. Policy for IT Process of Managing ERP Performance and Capacity 

Control over COBIT IT Process of 
Manage Performance and Capacity (DS3) 

  related to ERP Functional Domain (FD) of  
Inventory (FD1), Manufacturing (FD2), Account Payable (FD3), Reporting (FD8), and Sales Force Automation (FD9) 

    addressing the business needs for ERP system of 
providing optimal performance and capacity of ERP infrastructure, and resources and capability regarding with ERP system  to 
assure that the information resources from ERP system supporting business requirements are available continuously 

    is accomplished by  

establishing the plan, the monitoring, the report, and the forecast of ERP system capacity, availability and performance 
  

6. Policy for IT Process of Ensuring ERP continuous service 

Control over COBIT IT Process of 
Ensure Continuous Service (DS4) 

  related to ERP Functional Domain (FD) of  
  Inventory (FD1), Manufacturing (FD2), Reporting (FD8), and Customer Support (FD11) 

    addressing the business needs for ERP system of 
providing the automated solution of the ERP service resilience to assure the minimum of business impact in the event of ERP 
service disruption 

    is accomplished by  

establishing and maintaining the ERP contingency plans, including the training and the testing, and the back-up, the 
recovery and resumption plans. 

 

7. Policy for IT Process of Educating and training users related to ERP system 

Control over COBIT IT Process of 
Educate and Train Users (DS7) 

  related to ERP Functional Domain (FD) of  
  Reporting (FD8) and Human Resource Management (FD12)  
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Fig. 1 The IT policies for ERP practices to improve customer orientation and service (cont.) 

7. Policy for IT Process of Educating and training users related to ERP system (continued) 

   addressing the business needs for ERP system of 
providing user training of the ERP system based on RACI, and monitoring and measuring the result of the training to increase 
the effective use of ERP system implementation in the enterprise 

  is accomplished by  
  managing the curriculum and the delivery of training, and evaluating the training performance. 
 

8. Policy for IT Process of Managing ERP service desk and ERP incidents 

Control over COBIT IT Process of 
Manage Service Desk and Incidents (DS8) 

  related to ERP Functional Domain (FD) of  
  Inventory (FD1), Manufacturing (FD2), Reporting (FD8), and Customer Support (FD11) 

    addressing the business needs for ERP system of 
providing a well-designed and well-performed ERP service desk and ERP incidents to increase productivity through the 
response of the queries in a prompt delay and to address the root cause quickly 

    is accomplished by  

establishing and managing the criteria of ERP incidents and procedures of ERP service desk, and monitoring and reporting 
the performance of ERP service desk 

 

9. Policy for IT Process of Managing ERP system problem 

Control over COBIT IT Process of 
Manage Problem (DS10) 

  related to ERP Functional Domain (FD) of  
  Inventory (FD1), Manufacturing (FD2), Reporting (FD8), and Customer Support (FD11) 

    addressing the business needs for ERP system of 
providing minimal defects and rework of service solution and delivery to maximize the availability of system, improve service 
offerings and service levels, which can ensure the satisfaction and convenience of ERP users according to RACI 

    is accomplished by  

managing the integration of problem management system, including identify the ERP system problem, define the solutions 
and resolve the ERP system problem, record and analyze the trends of ERP system problem  

 

10. Policy for IT Process of Managing ERP Operation 

Control over COBIT IT Process of 
Manage Operation (DS13) 

  related to All of ERP Functional Domain (FD) 

    addressing the business needs for ERP system of 
providing operating policies and procedures of effective data management and ERP infrastructure maintenance to maintain data 
integrity, help reduce business delays and minimize the ERP operating costs 

    is accomplished by  
defining the policies and procedures for operating ERP system, particularly regarding with data processing and sensitive 
assets, and maintaining the ERP infrastructure
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Fig. 2  The management direction for IT policies related to the educate and train users (DS7)

 Furthermore, we categorize the EML measurement 
result less than 2.5 out of 5 as the foundation level; 
whereas the result between 2.5 and less than 3.5 as the 
intermediate level and the result starting from 3.5 up to 5 
as the advance level. These categorizations determine the 
contents of the procedures in the IT policies for ERP 
practices. Hence, the contents of the procedures for DS7 
should aim to improve the foundation level into the higher 
level, i.e. the intermediate level and up to the advance 
level, since the EML measurement result for DS7 is 2.5. 
The contents of the procedures for DS7 consider the 
improvement of the documentation and effective 
communication, and further to ensure that best practices 
are followed by monitoring and measuring the 
performance. Based on the IT policy objectives in Table 4, 
the IT policies for ERP practices for DS7 consist of three 
procedures. Figure 3 shows the detail description of IT 
policy objectives related to DS7. Then Figure 4-6 
describes the procedures of IT policies for ERP system 
related to DS7; those are 1) identification of education and 
training of ERP system according to the service portfolio, 
2) delivery of education and training of ERP system 
according to RACI, and 3) evaluation of education and 
training of ERP system according to RACI.  
 

 

Fig. 3  The detail description of IT policy objectives related to DS7 

• Identification of education and training of ERP system 
according to the service portfolio 
o The contents of training curriculum considering: the 

business needs and strategy, the information and 
enterprise values, the user skills, and the delivery 
methods, the target size and timings, and the service 
portfolio of ERP system, which includes: 
data/information, application and technology 
architecture. 

o The establishment and the regular update of the 
curriculum 

• Delivery of education and training of ERP system 
according to RACI 
o The preparation : the delivery mechanism, and the 

training schedule and appointments 
o The people : the target group based on RACI, the 

teachers, trainings and the mentors 
o The documentation : the training records, including 

registration, attendance 
• Evaluation of education and training of ERP system 

according to RACI 
o The evaluation of training content, quality and cost for 

future curriculum  
o The evaluation of individual performance regarding 

with training activities 

Input and Output Relations 

The Inputs for DS7 The Corresponding Outputs 

The training materials of ERP system 
The service portfolio of ERP system 
The OLAs of ERP system 

The process documentation of training held by the enterprise 
 

The training materials of ERP system The performance report of the training content delivery 
The skills and competencies of users The training performance report for each user based on RACI
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Identify the needs of ERP system training, 
considering: the business needs and strategy, the 
information and enterprise values, the user skills, 
and the delivery methods, the target size and 
timings, and the service portfolio of ERP system 

 C A     R R C C C C C 

Build the training program of the ERP system  C A I I I I R R C C C C I 
Conduct the training activities  I A C C C C C R C C C C I 
Monitor the training performance and evaluate 
individual achievement  I A/R C C C C R R C C C C C 
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Fig. 4  Procedure identification of education and training of ERP system   

 

Fig. 5  Procedure delivery of education and training of ERP system 

 Build the training program 
1) The TD builds the training program considering 

the target group, which is consulted with the BE, 
The ITO; the efficient delivery mechanism, which 
is consulted with the ITD and the PMO; and the 
training schedule, which is consulted with the 
ITA, and the CARS. Furthermore, the target group 
is chosen based on the knowledge gaps and target 
requirements regarding with the service portfolio 
of ERP system, which includes application, 
data/information and technology architecture. 

2) The training teachers, trainers and mentors are 
appointed by the Human Resource Manager 
(HRM) and coordinated with the TD for managing 
training sessions within the training schedule. 

3) The HRM signed the training program and asked 
the TD to send the training program to the 
curriculum Chief Information Officer (CIO) for 
approval. 

 Approve the training program 
1) The CIO consults with the BE to approve the 

training program, considering the feasibility 
program and the availability of resources. 

2) The CIO approves the training program and sends 
to the TD for implementation. Otherwise, the CIO 
asks the TD to revise the contents of the training 
program before approval. 

3) The TD informs the Marketing Manager (MM), 
Finance Manager (FM), Warehouse Manager 
(WM), and Production Manager (PM) regarding 
with the scheduled of the training program. 

 Deliver the training 
1) The TD invites the training participants according 

to the target group in the training programs, and 
inform the BE and CARS about the training 
sessions. 

2) The TD delivers the training curriculum based on 
the training schedule in the training program. 

 Document the training 
1) The TD documents the training, including the 

registration and the attendance, which are 
consulted with the training participants; and the 
training records. 

2) The TD asks the CIO to sign the training 
documentation for approval and sends the training 
documents to the ITA. 

 Define the training curriculum 
1) Human Resource Manager (HRM) coordinates 

with Training Department (TD) to propose 
meeting for defining the training curriculum of 
ERP system. 

2) HRM proposes the training curriculum meeting to 
the Chief Information Officer (CIO). 

3) CIO reviews the proposal, consults with the 
Business Executive (BE) and then validates the 
training curriculum meeting considering the 
feasibility of the program and the enterprise’s 
budget. 

4) TD selects the meeting schedule, which is agreed 
by the HRM, then structures the draft of training 
curriculum and invites the meeting participants; 
they are Head of Information Technology 
Operations (ITO), Head of IT Administrations 
(ITA), Head of IT Development (ITD), Project 
Management Officer (PMO), and Compliance, 
Audit, Risk and Security (CARS). 

5) The training curriculum meeting is held based on 
the schedule. The meeting discusses the draft of 
training curriculum and results the agreement of 
training curriculum, considering: the business 
needs and strategy, the information and enterprise 
values, the user skills, and the delivery methods, 
the target size and timings, and the service 
portfolio of ERP system.  

6) The meeting report is documented by the TD, 
signed by the HRM, and inventoried by the ITA. 

 Legalize the training curriculum 
1) The HRM sends the agreed training curriculum to 

the CIO for approval. 
2) The CIO consults with the BE to approve the 

training curriculum, considering the budget, the 
enterprise’s IT action plan and the availability of 
resources. 

3) The CIO approves the training curriculum and 
sends to the ITA for the formal pronouncement. 
Otherwise, the CIO asks the HRM to revise the 
contents of the agreed training curriculum before 
approval. 
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Fig. 6  Procedure evaluation of education and training of ERP system 

5. Conclusions 
We have described the methodology and developed the 
Information Technology (IT) policies for Enterprise 
Resource Planning (ERP) practices to improve customer 
orientation and service. The policy was developed based 
on the specified IT processes related to the achievement of 
Business Goal 4 (BG4) in COBIT, i.e. improve customer 
orientation and service. Since the proposed IT policies for 
ERP practices were aligned to the IT goals and the 
Business Goals, then successful implementation of the 
ERP could be achieved optimistically. 
 We have proposed ten IT policies for ERP practices in 
order to achieve BG4. The IT policies for ERP practices 
were structured by considering the IT policy objectives, 
the corresponding Functional Domain (FD) in the ERP 
system and the Responsible Job Functions. In this paper, 
the IT policy for ERP practices for IT Process Delivery 
Support 7 (DS7) i.e. educate and train users, is equipped 
with the management directions as a basis for the 
development of the procedures. Thereby, the procedures 
are developed considering the IT policy objectives and the 
results of the Enterprise Maturity Level (EML). As a result, 
three related procedures for DS7 have been developed and 
elaborated in detailed.  
 Hence, the IT policies could improve the ERP 
practices in the enterprise. Furthermore, the IT policies for 
ERP practices ensure the successful achievement of the 
BG4 during planning, implementation and delivery of the 
IT services corresponding to the ERP application. 
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