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Summary

This paper has a new approach for encryption of various
file formats like text, image, audio and video with key
wrapping is proposed. The binary data of file is divided
into equal sized blocks called as grids. The bit stream of
each grid is taken and Square grid transposition is
applied. A variable length key based on the grid size
considered, say 160 bits for 32-sized grid, 384 bits for
64-sized grid is generated. The key is wrapped up with
some public key algorithm say RSA for secret key
transposition so that intruder cannot identify. For
decryption the reverse grid transposition and private key
is required. The included session key is obtained by
decrypting the wrapped key with receiver’s private key.

Key words: Cryptography, Cipher Methodology, Grid
Transposition, Circle generation, key wrapping.

1. Introduction

Today the prominence of internet in day to day life has
increased a lot. Various transactions in defense, file
transfers in an organization internally requires network
[1] security. With the availability of internet, many
intruders across the world can access our data. In order to
rescue  our data from intruders we need
CRYPTOGRAPHIC [2] techniques. Cryptography
[2,6,7,8] is conversion of original data into some
modified form of data called cipher. Various algorithms
[6,7,8,9,10] have been proposed till now and each has
their merits and demerits. As a result researchers are
working in the field of cryptography to enhance the
security further. In this paper a new approach is proposed
where the file is considered as a stream of bits and
constructed as various grids. The technique transforms
each grid into encrypted grid by applying bit
permutations [3,4,5]. The key generated is also wrapped
to get encrypted key. The efficiency of this method is
that it supports a variable length grid, secure variable
length key. The file can be recovered using the reverse
algorithm.

2. Methodology
Step 1: A square grid of required size is constructed by

taking the binary data from source file.

Step 2: Now grid transposition is applied by reading data
as various circles starting from the center of the
grid to the bottom left at various levels and
writing it down on columnar basis from top left to
bottom right.

Step 3: A secret key that varies with each session as
combination of 0’s and 1’s is generated based on
the grid size, say 160 — bit for 32 — sized, 384 —
bit for 64 — sized etc., to produce decimal
sequence. Accordingly columnar transposition is
done on the grid.

Step 4: A new grid is generated after transposition.

Step 5: The new grid is converted into ASCII sequence
and written to another file called encrypted file.

Step 6: Steps 1 to 5 are repeated until the total file is

formed into grids and encrypted. Padding with
0’s is done in grid formation deficiency.

Step 7: Key generated for each file is encrypted with the
public key of sender using RSA Algorithm. This
technique of hiding the key is called key
wrapping.

Step 8: The encrypted key is then divided into various

blocks and appended to file.

Hence the new encrypted file with wrapped key is

generated.

Detailed Explanation
The operational structure of the technique is as follows.
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This technique forms the raw data from the file into
various grids of sizes say 32, 64, 128... by reading the
binary data as bytes. A grid is nothing but a 2-
dimensional array of equal size. The size of the grid is
fixed for a file for each session. If the grid is not filled
with the data from the file can be pad the grid by adding
0’s at the end. The grid thus formed is encrypted starting
from the center of the grid to the bottom left. This
process is done for all the grids formed. Now a sequence
of bits that varies with grid size as a combination of 0’s
and 1’s is generated. The key generated at each session
for a given file is different and size of key varies with the
grid size. The security of the data is increased and also
the complexity of key generated. Now the session key is
encrypted using the RSA algorithm. This makes the key
generated secure from intruders. Longer the size of the
grid, longer is the size of the key.

2.1 Encryption:
Broadly our technique can be divided into 3 phases

1) Grid transposition of data.

2) Columnar transposition based on session
key.

3) RSA encryption of key.

2.1.1 Grid transposition:

Let us suppose the size of grid is say 32. The
grid transposition is as follows:
Now 1024 bits (32X32) are taken from the file, i.e. 128
bytes are read from the file and is converted to binary
string by taking the ASCII values of each byte. This is
arranged as a grid starting from top left row by row and
ending at bottom right. Now the data is read from the
center as various circles generated at each level. The
reading can be shown as belo

32X32 Grid Reading

¥

k

Y

'

&

'

'

F

&
b




IJCSNS International Journal of Computer Science and Network Security, VOL.10 No.5, May 2010 297

The data read as above format is transposed by writing
the data into a new equal sized grid starting from the top

left to bottom right column by column. This is as follows.

32X32 Grid Writing

ko Ty ¥ L 'llr ki

Now the raw data is applied a form of transposition
where the intruder cannot identify the hidden data.

2.1.2 Columnar transposition:

This includes the generation of a sequence of 0’s and 1’s
whose size varies with the grid size. The generated
sequence is then converted to a decimal sequence by
grouping the bits together so that all the non negative
indexing for the grid is generated.

Discussion of the key generation in detail:

Suppose if the grid size is equal to 32, then all the non
negative sequencing of grid size 32 has to be genrated.

Each index requires atmost 5 bits to represent. Now the
size of the key should be 32X5= 160 bits such that by
grouping any 5 bits we get the all the indexing and no
indexing once occurred shouldno repeat in the key. The
no of possibilities of keys with grid size=32 is
2.6313083693369355e+35.

Now suppose the grid size is equal to 64, then all the non
negative sequencing of grid size 64 has to be genrated.
Each index requires atmost 6 bits to represent. Now the
size of the key should be 32X6= 384 bits such that by
grouping any 6 bits we get the all the indexing and no
indexing once occurred shouldno repeat in the key. The
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no of possibilities of keys with grid size=64 is 3. Example
1.2688693218588414¢+89. Now consider an example to illustrate our technique
easily. Let us suppose the plain text in a .txt file as
Suppose if the grid size is equal to 128, then all the non “COMPUTER SCIENCE”. Now the ASCII value
negative sequencing of grid size 128 has to be genrated. representation of each character is as follows:
Each index requires atmost 7 bits to represent. Now the
size of the key should be 128X7=896 bits such that by Character ASCII Bit Representation
grouping any 7 bits the algorithm derive the indexing and
no indexing once occurred shouldnot repeat in the key. C 67 01000011
The no of possibilities of keys with grid size=128 is
3.856204823625808e+215. 0o 79 01001111
Accordingly columnar transposition is done based on the M 77 01001101
session key generated by reordering the elements of each
row of grid as per the new key. Now that the grid is p 80 01010000
converted back to a binary string and is divided into 8
bits each and is written to a new file. The same process is u 85 01010101
applied for all the grids. Hence the generation of cipher
i.e. encryption of data of file is completed. T 84 01010100
RSA encryption of key: E 69 01000101
The key generated is encrypted based on the public key R 82 01010010
iven to the sender. Instead of encrypting the entire ke
gt a time, it is first divided into N/2ry cl;eciﬁlal parts Wherz space 32 00100000
N is grid size. Now each part is considered and is
encrypted by using the RSA algorithm. Each part S 83 01010011
produces 4 bytes of data. Hence a 32 sized grid has an C 67 01000011
encrypted key written to the file of size 512. Similarly
for 64-sized grid it is 1024 and so on. This process of I 73 01001001
encrypting the key is called encapsulation.
. E 69 01000101
2.1.3 RSA algorithm:
1. Assume any two prime numbers P , Q N 78 01001110
2. Calculate N=P*Q
3. Calculate Z=®N)= (P *Q) C 67 01000011
=@ (P) * @ (Q) (According to
modular arithmetic) E 69 01000101
=(P-1)*(Q-1)
4. Assume a value ‘e’ i.e. relatively prime to Z and
e<Z andged(e,Z)=1
5. Calculate d, such thate * d = 1 (mod Z) = 1 The grid can be formed as follows.

(mod ®(N))
6. Cipher (C)= (m”"e)modN
Plaintext (m) = ( C ~d ) mod N
Thus our key generated is both complex and
secure.

2.2 Decryption:
For decryption the reverse process is applied. The

individual bytes from the file are combined and the
combined result is decrypted using the private key at
receiver’s side. Hence the session key is obtained. The
reverse process is done i.e. columnar re-transposition and
anti grid transposition to get the plain data.
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00101 10001 01101 10000 11100

00001

If the length of the key is 160 bits, the algorithm
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generates a session key such that all the indexing for 32-
sized grid is generated. The complete generation process

is as follows.
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Now a columnar transposition based on the key is done
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in each row. That is the 0™ row is placed in 0" position,
29" row in 1% position, 14" row in 2™ position and so on.

The
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Now the bit sequence that is generated is as follows.
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Bit Representation ASCII Character
00000000 0 null
00000000 0 null
00000000 0 null
00100000 32 space
00000000 0 null
00100000 32 space
00000000 0 null
00000000 0 null
00000000 0 null
00000000 0 null
00000000 0 null
00000000 0 null
01000000 64 @
00100000 32 space
00000000 0 null
10000000 128 NPC
00000000 0 null
00000000 0 null
00000000 0 null
00000000 0 null

This is written back to the file.

4. Result

The desired technique has been implemented
successfully using JAVA programming language and
various files have been experimented with varying file
sizes and grid size.

A. With grid size=32
The technique is implemented on .txt files. The same
encryption and decryption times continue though it may
be applied for other types of file as the algorithm is
reading the binary data from file. The results are
tabulated as follows
File size v/s Encryption time for .txt files with

32 — sized grid
Sournce File size | Filesize | Encrypt | Decrypt
File before after lon time | jon time
name encrypiio | encryptio | (inmilli | (in milli
n n seC.] sec.)
{in KE) {in KB)
test0] tx 1 1 12 15
t
testiz 1 2 2.08 3l 47
t
Lest03 .0 10 10 80 138
t
Lest04 0 25 25 189 278
t
Lest05 0 50 50 486 576
t
test0E .t 75 751 732 824
[
Lest07 .0 150 150 1512 1523
t
testis 1 00 300 2944 2839
[
Lest08.0x G600 GO0 G183 G001
t
Testli.t 1168 1168 12142 L1230
Xt

The graph that compares the encryption decryption time
is as follows for 32 sized grid

File size w's Encryption and Decryption Times
for 32 - sized grid
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B. With grid size= 64
With the change of grid size the complexity in key
changes and the time taken to form the grid changes
hence the encryption and decryption time also increases.

File size vis Encryption time for txt files with

G4 — sized grid
Source | Fllesize | Filesize | Encrypt | Decrypi
File before after ion time | ion tme
name | encryptio | encryptio | (inmilli | (o mdli
1 n 5. e |
(in KB) (in KE)
testl .o 1 1 48 108
t
testl2. o 2 2.08 63 138
t
testl 3o 10 10 234 310
t
testld.m 25 25 545 718
t
testla 50 a0 1234 1195
t
testlf.o T 75.1 1652 1794
t
testl7 o 150 150 3545 4003
t
testld. o 300 300 G903 T34
t
testlS.n GO0 00 14238 153511
t
Test10.t 1168 1169 26836 | 30025
Xt

The graph that compares the encryption decryption time
is as follows for 64 sized grid

File size w's Encryption tine for
6 -sized grid
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Let us compare the efficiency of our algorithm with DES
algorithm with a block size of 64. the various encryption
and decryption times are as follows:

Fils size v's Encoyption Sme for axt fles writh DES
algesithm for block size=564

Source | Filasime | Filasize | Enoypt Encrypt

Fila before 2ftar ion tiros ion Eme
name szcrypio | Encryvptio | (in milli {in milly
o o Sec.) Sec)
m EE) = EE)
testi)l x 1 1 131 128
1
st o 2 2032 333 331
1
test]3 X 14 10 621 608
1
testildmx 23 23 2333 2123
1
testili o 30 30 3B63 34BS
1
testilé T3 7503 4BES 46035
1
testl 7 o 156 150 B&GE E&52
1
test]E m 300 300 163835 16337
1
testilS 600 600 36333 36138
1
testllmx 11&8 1168 57333 33373

1

Thus we can explain that our algorithm is efficient when
compared to DES both in case of time taken and key size.

5. Conclusion

The proposed technique has been implemented for text
files, image files, audio and video files with variable grid
sizes of length 32, 64, and 128. It is being executed
efficiently for 32 and 64 but there is a delay with grid
size=128 as more time is required to form a big grid of
size 128. Due to some padding (with 0) and enveloping
of key the cipher file size varies from the original but not
to a greater extent. Since the key is generated randomly
with varying size based on the grid size differently for
different sessions the complexity of key is enhanced.
Due to key wrapping its security is further enhanced.
Thus the proposed technique is implemented effectively.

Further enhancement of this technique can be the
implementation of other asymmetric key cryptographic
algorithms in place of RSA.
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