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IMPROVED PROXY SIGNATURE SCHEME BASED ON SCHNORR’S SCHEME WITH
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Abstract :

To overcome the security weaknesses of the strong proxy
signature scheme by Lee et al, in this paper we have presented
an improved scheme. The security is enhanced by using ECC
public key cryptography for authentication. The analysis shows
that this scheme resolves the security problem arised in Lee et
al scheme.
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1.Introduction

In distributed environment digital signature plays a vital
role. By using digital signature [1,2,3] the transmission
of messages on internet can achieve authenticity, data
intigrity and non-repudiation. The traditional hand
writing are replaced by using digital ones.

The proxy signature scheme was introduced by Mambo
et al in 1996[4]. It allows an entity called original signer
to delegate his signing capability to another entity called
proxy signer. When the original signer let say A is busy,
he delegates his signing capability to proxy signer let say
B. proxy signer B signs the documents on behalf of A on
his absence. Since it is proposed the prosy signature
scheme have been suggested for use in many
applications particularly in distributed computer where
delegation of rights is quite common. In 1996 many
proxy signature schemes were proposed [4,5,6,7] all of
which based on schnorr’s signature scheme[3].
According to the

undeniability property the proxy signature schemes are
classified in two catagories ie Strong proxy signature
scheme and week proxy signature scheme[7].

Strong proxy signature scheme represents both original
and proxy signer’s signature. Ones a proxy signer creates
a valid proxy signature he can’t repudiate his signature
creation against any one.week proxy signature scheme
represents only original signer’s signature.

Based on delegation type proxy signature schemes are
devided into full delegation, partial delegation and
delegation by warranty. Since the proxy signature
appears it attracts many researchers great attention. In [7]
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B. Lee, H.Kim and K.Kim also proposed a strong proxy
signature scheme.

This paper is structured as follows:-

In section-2 we have presented a brief overview of
schnorr’s scheme[3]. In section-3 review of Lee et al
strong proxy signature scheme is given. In section-4
attack on Lee et al scheme is given .In section-5 we
propose our improved scheme. In section-6 we have
compared the improved scheme with the Lee et al
scheme and in section-7 we have analyzed the improved
scheme and in section-8 we conclude.

2. Review of schnorr’s scheme[3]

Schnorr’s scheme works as follows:
Let p & q be larger primes with q | p-1. let g be
a generater of a multiplicative subgroup of Zp* with order

g, H(.) denote a collision resistant hash function.

A signer A has a private key x5 € Zp* and corresponding
public key y,=g** mod p. To sign a message M A acts as
follows.

i. choose a random k & Z,*

ii. compute r = g* mod p

and s=k+x,H(M,r) mod q.

iii. define the signature on M to be the pair (,s).
The signature is defined by checking that g=ry,
mod p. )

H(M,r)

3. Lee et al strong proxy signature scheme.

This scheme has been introduced in[7]. It is based on the
above schnorr’s scheme.

Suppose that the original signer A has key pair (xa,ya)
with x, as private key and y, =¢** mod p his public key.
The proxy signer B also has his own key pair (xp,yp)
with xg private key and yz=g*® mod p public key.

3.1 generation of proxy key

The original signer A uses schnorr’s scheme to sign
warrant information M,, which specifies what kind of
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messages A will allow the proxy signer B to sign on his
behalf.

A Chooses at random ky € Zq* and computes rA:gkA mod
p and sA=kptx,H(M,,ra) mod q. Signer A sends
(My,r'a,sa to proxy signers B secretly.

After B gets (M,, rp sp) he verifies the validity of
schnorr’s signature by checking the following equation
g**=rayaH(M,.14) modp. )

If equation(2) holds B computes his proxy key pair as
follows

The private proxy key

Xp=XptSp 6)

and public proxy key is y,=~g®=yprays ™ )mod p

“4)
3.2 Proxy signature generation

To create a proxy signature on a message M
conforming to the warrant information M,,, proxy signer
B uses Schnort’s signature scheme with keys (X, Yp ) and

obtains a signature (Ip,S,) for the message M. The valid
proxy signature will be the tuple (M,ry,S,,My, I'a).

Verification

A receipient can verify the validity of the proxy signature
by checking that M conforms to M,, and the verification
equality of schnorr’s signature scheme with public key
yp(=ysraya" ™) mod p.

Accept the proxy signature if and only if g¥=r,

H(Mw,rA
(YBraya (Mher ))H(M,rP)A ®)

holds.

The authors claimed that the scheme satisfies the
following security

requirements [7]: strong unforgeability, verifiability,
strong identifiability,

strong undeniability and prevention of misuse. In next
section a new attack on Lee etal scheme is presented.

4. Attack on Lee etal scheme

In this section it is shown that if the original signer A is
dishonest he can forge the signature of B on message M
from a proxy signature.

After obtaining the proxy signature (M,r,,s,,My,ra) the
original signer A may forge B’s signature on message M
as follows.

1. First computes s’=s,H(M,r,)mod q.
2. Then computes sg=s,-s’mod q

3. and take rg=r,.
Then (rg,sg )and M satisfies equation
=1y mod p
suppose that 13 = 1, = g** mod p and S,=k,  x,H(M,rp)

mod q

(1) ie g™

Where kp is the random number generated by B for
proxy signature on M then A can compute the following
to find sg.

A computes s,-s’

=k, +x,H(M,rp)modq-s,H(M,rp) mod q

=k, +(xgtsa)H(M,r,)modg-s\H(M,r,)mod q
=k,+xgH(M,r,)mod q + saH(M,r,)mod g-saH(M,r,)mod
q

=SgB.

So it is obvious that (rB; sB) is B’s Schonrr signature for
message M:

In other words, (M, rg, Sg) is the forged B’s signature on
message M.

Remark. J. Herranz et al.[8] claim that other signature
schemes (EI-

Gamal signature or DSS) can be used in Lee etal strong
proxy signature

scheme. It should be noted that this attack works as well
if DSS is used.

5. Our Improved Scheme

Since the Lee etal scheme is suffered from forging attack
by the original signer so we have improved this scheme
and given a new scheme which is free from forgeability
attack and secure in every aspect. We use ECC[10]
public key algorithm to provide authentication.

The original signer A has a key pair (Xa,ya) With x4 A’s
private key and y, as A’s public key where y,=g** mod
p and another key pair based on ECC scheme ie ECC[10]
public key Q4 and private key d,.

Proxy signer B’s key pair (xp,yg) with xp private key and
yg public key where yg=g®mod p and ECC key pair ie
ECC public key Qg and private key dg.Let Edg( ) be a
symbol for encryption using private key and DQg( ) be
the symbol for decryption using public key based on
ECC scheme.

5.1 Generation of proxy key and authentication
code

Let M,, warrant information which specifies what kind of
messages A will allow the proxy signer B to sign on his
behalf .

Steps:

1. A chooses at random k, € Zq* and computes 1,
= gkA mod q and S = I(A + XAH(MW: rA) mod a,
A encrypts sy, ie sy =Edasa).

3. signer A sends (MW,rA,sA’,SA) to proxy signer B
secretly. ’ ‘
after B gets (My,I'aSa sa) he computes DQxsa ) and
verifies the validity of schnorr’s signature scheme by

checking the following.
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SA= DQA(SA) (6)
g=rayaHM,,ra) modp  (7)
if equation(6) and equation(7) holds B computes his
proxy key pair (X,,y,) as follows.
Xp:SB+SA.
Yp=gP=ypraya ™ Jmod p

5.2 proxy signature generation

The proxy signer B uses schnorr’s scheme to create a
proxy signature on a message M conforming to the
warrant information M,,.

Steps:

1. B computes r,,s, for message M with x, and y,
as key pair

Then he computes s,’=Edg(r;,)

3. Now the valid proxy signature will be the tupple
(M!rPlSp,lsPl MerA)

Verification

4. When the recipient gets (M,rp,Sp’,Sp, MW,Fa)
First he computes DQg(s, ) and verifies the validity of
schnorr’s signature scheme by checking the following

sp = DQs(sy ) (8)

and g” =r, (yp raya" ™ )P (9)

if equation(8) and (9) holds the proxy signature is
accepted.

6.Comparision of our improved scheme with
Lee et al scheme:

In Lee et al scheme the original signer could compute
easily sg and therefore he could generate the proxy
signer B’s signature ie (M, rg, sg) which is B’s forged
signature.so this scheme 1is not secured against
forgeability attack.

In our improved scheme in each phase we have used
authentication using ECC[10] equation(8) which
guarantees that B’s proxy signature can not be forged.

7. Analysis of improved scheme:

The Lee et al scheme was suffering from forgeability
attack by the original signer because he could determine
sg.Since in this scheme we have used the ECC
encryption to encrypt sa,sp for A and proxy signer
respectively in order to create authentication code by
using their private key based on ECC it can not be
forged.Therefore this scheme 1is secured against
forgeability and other types of attacks

8. Conclusion:

In this paper we point out the drawbacks of Lee etal
proxy signature scheme[7] and proposed a new proxy
signature scheme based on Schnorr’s scheme with
RSA.We demonstrate that Lee etal scheme is insecure
due to forgeability attack.our improved scheme removes
all the weaknesses of Lee etal scheme and meets all the
security aspects needed by proxy signature scheme.so the
new scheme is more secure than the existing scheme.
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