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Summary

With the upcoming technologies available for hacking, there is a
need to provide users with a secure environment that protect their
resources against unauthorized access by enforcing control
mechanisms. To counteract the increasing threat, enhanced one
time pad technique has been introduced. It generally
encapsulates the enhanced one time pad based protocol and
provides client a completely unique and secured authentication
tool to work on. This paper however proposes a hypothesis
regarding the use of enhanced one time pad based protocol and is
a comprehensive study on the subject of using enhanced one time
pad technique. This forms the basis for a secure communication
between the communicating entities. Several password
authentication protocols have been introduced each claiming to
withstand to the several attacks, including replay, password file
compromise, denial of service, etc. We introduced a new
protocol through which the people can communicate to each
other securely using one time pads. In this technique, very small
one time pad is needed for both the sender and receiver and then
they can have a very secure communication between them, so the
server which is providing the communication between sender
and receiver will also do not have any knowledge about the way
to decrypt the text. This protocol is providing the secure
communication by not trusting anyone except the sender and
receiver which are the only one having the copy of small one
time pad file. Therefore, the proposed scheme is secure and
efficient against notorious conspiracy attacks.
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1. Introduction

Authentication plays an important role in protecting
resources against unauthorized use. Since the advent of the
computers, man has been looking for various possible
means to make communication among entities secure via
various authentication processes which range from simple
password based authentication system to costly and
computation intensive biometric authentication systems.
Passwords have proved to be very handy. They are not just
some key but also serve several purposes. They
authenticate us to a machine to prove our identity a secret
key that only we should know. The username is used to
identify us and the password validates us. But with time
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the various weaknesses associated with a password have
come to surface. It is always possible for people other than
the authenticated user to posses its knowledge at the same
time. Password thefts can and do happen on a regular basis,
so there is a need to protect them. Rather than using some
random set of alphabets and special characters as the
passwords we need something new and something
unconventional to ensure safety. At the same time we need
to make sure that it is easy to be remembered by you as
well as difficult enough to be hacked by someone else.
One time pad or OTP, also called vernam-cipher or the
perfect cipher, is a crypto algorithm where plaintext is
combined with a random key. A one-time pad is a
cryptosystem invented by vernam[1]. It's a very simple
system and is unbreakable if used correctly. To use a one-
time pad, you need two copies of the "pad" which is a
block of random data equal in length to the message you
wish to encode. The word "random" is used in its most
literal possible sense here. If the data on the pad is not
truly random, the security of the pad is reduced,
potentially to near zero.

One time pads are used in pairs. The more copies of a
given pad, the greater the likelihood is that one may be
captured, in which case the system is completely broken.
One copy of the pad is kept by each user, and pads must
be exchanged via a secure channel e.g.: face to face on
floppy disks. The pad is used by XORing every bit of the
pad with every bit of the original message. Once the
message is encoded with the pad, the pad is destroyed and
the encoded message is sent. On the recipient's side, the
encoded message is XORed with the duplicate copy of the
pad and the plaintext message is generated.

On random number generation, but for now just note that
the one-time pad requires a truly random sequence of
characters. If instead, one used a random number
generator to create the sequence of pad characters, such a
generator might depend on a single 32-bit integer seed for
its starting value. Then there would be only 22 different
possible pad sequences and a computer could quickly
search through all of them. Thus if a random number
generator is used, it needs to have at least 128 bits of seed,
and the seed must not be derived solely from something
like the current date and time.
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One-time pad encipherment can be denoted as:
Ci=E (P;, Ky

where E is the enciphering operation, P; is the i-th
character of the plaintext, K; is the i-th byte of the key
used for this particular message, and C; is the i-th
character of the resulting ciphertext. Both the key stream
K and the enciphering operation E are secret. The key for
each individual message is the starting location in the
entire random key stream used for this encipherment.
For efficiency, it is good practice to start each message
near the position following the key byte used for the last
character of the previous message. This eliminates the
need to keep track of which portions have been used, and
removes the danger that a message will be longer than any
of the remaining segments.

Although the term byte has been used, and will continue to
be used for each unit of the key stream, it is not necessary
that each unit of the key be 8 bits long. In fact, a key with
larger units gives protection against a known-plaintext
attack, since then there may be several values of the key
which produce the given ciphertext byte from the known
plaintext byte. Similarly, the plaintext could be enciphered
in units other than 8-bit bytes. For present purposes,
however, encipherment based on bytes is sufficiently
general.

In principle, the encipherment E can be achieved by
simple look-up in a 256-2byte table, where k is the size
of each key unit. Each column of the table, corresponding
to one value of K; is a permutation of the values 0 to 255.
This makes it possible for the receiver to decipher the
message uniquely. The cipher will be most secure if each
of these 2 permutations is statistically independent of the
others and of the identity permutation, and if the
enciphering operation is implemented so that the
waveforms of the bits of C; give no clue as to the values of
P; and K.

The reason that no portion of the key stream may be
reused is that an opponent can detect reuse by the simple
Index of Coincidence statistical test. Once the opponent
finds two or more portions of messages enciphered with
the same part of the key, it becomes possible to decipher
those portions.

2. One Time Pad

The secure communication between two persons can only
be ensured secure if the key or the password used for
encryption is available to only the sender and the receiver.
But once this key is compromised then the communication
will be no longer secure, but if the key size is equal to the
size of the plain text and with the consideration that these
keys are only available to sender and receiver then the

secure communication is looking very much in sight,
which is called as the one time pad. The one time pad
cryptography technique is old, and was used during the
First World War by Gilbert Vernam (as shown in Figure -
1).

A one time pad is the only currently known
unconditionally — secure encryption  system.  Other
encryption systems are cryptographically secure which
means that they have a cost associated with breaking, this
cost will be very high, but it would theoretically be
possible to break if enough compute time could be
gathered.
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Figure - 1: Cryptographic techniques for one time pad

OTPs are provably unconditionally secure; this means that
you can not break them with any amount of compute time.
It is mathematically impossible to break an OTP. This is
due to convenience, in order to use an OTP you have to
trade pads with each person you wish to communicate
with. The pad should be a truly random number, so you
would ideally want a radioactive decay card or something
to generate the pad. The system will critically depend on
the true randomness of the pad, and of course on keeping
the pad known only to you and the recipient.

This is where the inconvenience comes in, you must
somehow trade pads with your intended recipient securely,
this means meeting in person or using a trusted courier

2.1 How does it work

Basically you have your random OTP, which both you and
your intended recipient have. You have a message M, and
you compute the ciphertext C by XORing the message
with the OTP:

C=Mxor OTP
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You send the ciphertext to your recipient, the recipient
knowing the OTP also can recover the message by
computing the reverse, XORing the ciphertext C with the
OTP:

M = C xor OTP

You must never re-use the OTP, other wise it wouldn't be
a "One-Time" pad anymore, and it would loose it's
unbreakable properties as information would start to be
leaked.

2.2 OTP in different languages

OTP in 1 line of perl:

vec($_,0,1);0pen(P,shift);read(P,$p,length),print
while<>

OTPinllineofC:

$_"$p

main(i,c)int*c;{for(c=fopen(c[1],"r");i=~getchar();putchar

(getc(c)"~i));}

2.3 Using the OTP

You must create and exchange a OTP with your recipient.
We call the OTP file "pad™ here, the message to exchange
"msg", and the encrypted ciphertext "cipher".

To encrypt, do (same usage for C or perl versions):
% otp pad < msg > cipher

Now you can send "cipher" to your recipient in the clear,
just email will do fine as you will be the only two people
who will ever be able to decipher the message.

To decrypt your recipient does:
% otp pad < cipher > msg
to recover the message.

This technique is the only known provably secure
encryption scheme in the information-theoretic sense of
Shannon [3]. It is based on the concept of using a long
stream of random letters (or bits) to modify the plaintext
message one letter (bit) at a time. Both the sender and the
receiver must have a copy of the same pad and both work
through the message one letter at a time. Suppose that the
sender has a sequence of bits text(i) that are to be
transmitted. The sender and the receiver exchange,
through some secure mechanism, a pad of random bits
pad(i) so that both sender and receiver have the same pad.
To transmit a message to the receiver, the sender encrypts
the plaintext text(i) obtaining the encrypted message
message(i) as given in the equation (1).

message(i) = pad(i) XOR text(i).......... @

and transmits the encrypted message to the receiver. The
receiver can recover the plaintext byre-applying the pad
and obtains the plaintext as given in equation (2).

text(i) = message(i) XOR pad(i).......... (2)

one time pads have a number of advantages over
traditional cryptography systems. They are extremely
computationally efficient both in terms of encryption and
decryption. They are also unbreakable under the
assumption that

1. The pad is truly random
2. The pad is never reused, and
3. The pad is secret to the two parties.

It is also interesting to note that breaking part of the
message does not provide any advantage in term of
breaking the rest of the message. There is no decrypting
key to guess.

3. Anomalies in One Time Pads

Despite Shannon's proof of its security, the one-time pad
has serious drawbacks in practice [3]:

e  Careful treatment to make sure that it continues to
remain secret from any adversary, and is disposed
of correctly preventing any reuse in whole or
part — hence "one time".

e ltrequires perfectly random one-time pads

e Secure generation and exchange of the one-time
pad material, which must be at least as long as the
message.

The theoretical perfect security of the one-time-pad
applies only in a theoretically perfect setting; no real-
world implementation of any cryptosystem can provide
perfect security because practical considerations introduce
potential vulnerabilities. These practical considerations of
security and convenience have meant that the one-time-
pad is, in practice, little-used. Implementation difficulties
have led to one-time pad systems being broken, and are so
serious that they have prevented the one-time pad from
being adopted as a widespread tool in information security.
One-time pads solve few current practical problems in
cryptography. High quality ciphers are widely available
and their security is not considered a major worry at
present. Such ciphers are almost always easier to employ
than one-time pads; the amount of key material which
must be properly generated and securely distributed is far
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smaller, and public key cryptography overcomes this
problem [6,14].

The primary disadvantage with using a one time only pad
is that the pad must be as large as the message to be
transmitted. So that signifies that we need a mechanism to
transfer the keys with sized same as size of the data
securely between sender and receiver in order to have a
secure communication. But if we would have that
mechanism to transfer the keys securely, we would have
transferred the data itself. Then one of the solutions
suggested by Frank Rubin [9], through which moderate
amount of random keys can be used to generate life time
supply of keys for one time pads. Thus with the
combination of the true one time pads and using them to
generate the pseudo random numbers, using pseudo
random number generators can be used for making the one
time pads practical to implement. In this kind of
arrangement we need not transfer the same size as the
plaintext, instead once secure transfer of several number
of keys can lead to a very lengthy communication. The
similar kind of methodology has been suggested by
Michael Jenkin and Patrick Dymond [12] for making one
time pad applicable for the light weight devices in order to
avoid the heavy encryption computation, which will lead
to widespread use of one time pad technology. One time
pads are helpful in reducing computational overheads
which is required in various encryption techniques as one
time pad significantly reduce encryption overhead,
offering unparalleled security to even the slowest of
devices. But for making it possible for the light weight
application we can not think of a seed of very high length,
because of the computation limitation of the light weight
devices and the limitation of the extendible memory of
these devices. So we have to think of a mechanism, in
which we can increase the complexity for the cryptanalyst
without increasing the seed size.

4. Enhanced Cryptographic Techniques

For the above problem we have to reach a solution in
which in the lowest of computation we can reach
maximum of complexity. That means without taking a
seed of very high length we should be able to provide the
complexity like the high length seed, only then we can
think of providing the secure communication to variety of
the devices to make this technique free from the devices
constraint, then only we can be able to reach to a security
protocol which will be able to transfer the data securely

from sender to receiver irrespective of the devices they use.

Here instead of taking a single large true one time pad key
as a seed, we have taken multiple small sized true one time
pad key which is identically stored with both sender and
receiver.

We are proposing the use of three random keys together to
be taken from the one time pad file which is there with
both sender and the receiver and that one time pad file can
be generated from any natural source random number
generators considered to be a true random numbers then
they cannot be predicted. The above said file is only
available to sender and receiver, not with any one else, so
the service provider through which both are going to
communicate will only be responsible for providing the
reliable communication. We will use all the three keys one
by one but together to generate the entire key stream
through which we will encrypt the plaintext by one time
pad technique. And once they were used, they will be
removed from the one time pad file from both the sender
and receiver side and will not be reused again. On the
finishing of the all the keys from the file, both sender and
receiver should get themselves issued a new file from the
server, the file which is same for both sender and receiver
by some physical means like pen drive, compact disk, etc.
Once the file reaches to the both the users they can again
start communicating again securely to a large number of
sessions (as shown in Figure - 2).
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Figure - 2: Enhanced cryptographic techniques for one
time pad

Where:-

PRNG; (i=1 to n) are the choices of pseudo random
number generators available for use.

Ri (i=1 to k) are the random numbers generated by
particular PRNG.
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P; is the plain text individual element which is to be coded
with its corresponding random number.

C; is the cipher text individual element which has been
coded from plain text element and corresponding random
number.

In the figure 1 we can see the overview of the new
protocol for making the pads a practical solution for
communication. Natural OTP (one time pad) file is
available with only sender and receiver and from that both
sender and receiver will take out three keys and will be
used as given below.

The following is the description that how those random
keys will be used:

1. Itwill act as a seed.

2. It will be used to tell the choice of random number
generator to be used.

3. It will be used to tell the number of key to be taken
from the PRNG (pseudo random number generators)
in action.

As in one time pads discussed above the decryption and
encryption method is just the same, so if sender sends the
data in form of the cipher text by XORing the plain text
with the random numbers generated above the receiver
also have to do the same for getting the plain text back
from the cipher text. Now we will discuss the significance
of each of the above used random keys and how they will
strengthen the security of the key stream.

e As we know that each PRNG need some seed to
produce the key stream which is totally based on the
seed. If we do not change the seed then the same
sequence will be produced, which can be predicted
very easily, that is why we are using a true random
seed to randomize the entire key stream.

e If we use a single PRNG then it will be easier to
guess the key stream from the various outputs we are
getting as only one PRNG is involved then the above
possibility cannot be ignored. Therefore we have
taken various PRNG’s together in a choice format, so
at every choice given by a true random number a
PRNG at that particular choice will be used for that
particular session for which we have taken those three
random numbers. The choices of various PRNG’s to
be used are left to the service provider’s choice to
analyze its compatibility with various PRNG’s and
also to the device it is going to provide its service.

e Now as we know that each PRNG has a period after
which it starting repeating sequence then in order to
avoid that and also at a larger length the prediction of
PRNG sequence prediction becomes easier so we are
bound to break the PRNG sequence in between and
starting the process of reseeding from the last three
random numbers taken from the sequence itself, it

will also help in stopping the user to know about the
future data if get hold of some of the data in between
somehow.

In the above methodology we can increase the complexity
to a very high level as now crypt analyzer has to get the
combination of three keys together and also in right
sequence to break the entire code. That’s not all now crypt
analyzer has to work on list of various PRNG and along
with their seed to get the entire key stream to decrypt the
whole text. As in every session new keys will be used all
together from the Natural OTP file then, the above
methodology also provide entire new key stream for each
session.

5. Encrypting with Enhanced Cryptographic
Techniques

Encryption basically is a simple XOR algorithm; the
implementation correspondingly is not very complex. |
already included some error handling code in the method
XorFileWithPad. However, the parameters are more
interesting, especially nPadStartPos. With this, | specify
where in the pad to start reading bytes for encryption. This
is of special interest if the pad is large in relation to the
initial file and the pad is to be used for several encryptions.
Correspondingly, the function returns also the last byte
used for encryption. At the next call of the function, this is
where you should continue (+1, obviously).

public long XorFileWithPad(string strinputFile, string
strDestinationFile, string strPad, long nPadStartPos)

if (! File.Exists(strPad))
{
throw new ArgumentException("OTP file does not
exist");

if (! File.Exists(strinputFile))
{
throw new ArgumentException("Input file does not
exist");

if (File.Exists(strDestinationFile))
{
throw new ArgumentException("Destination file
must not exist™);

Filelnfo infoPad = new Filelnfo(strPad);

Filelnfo infolnputFile = new Filelnfo(strinputFile);
long ninputFileLength = infolnputFile.Length;
long nPadLength = infoPad.Length;
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if ((nPadLength - nPadStartPos) <
ninputFileLength)

throw new ArgumentException("Pad is not long

enough to Xor file!");

}

FileStream fsOutput =
File.Create(strDestinationFile);

FileStream fsPad = File.OpenRead(strPad);

FileStream fsinput = File.OpenRead(strinputFile);

int nBufferSize = 1000, ninputSize, nPadSize, nXor;

byte[] abInput = new Byte[nBufferSize];

byte[] abPad = new Byte[nBufferSize];

byte[] abOutput = new Byte[nBufferSize];

while (0 != (nInputSize = fslnput.Read(ablnput, 0,
nBufferSize)))

nPadSize = fsPad.Read(abPad, 0, nBufferSize);
for (nXor = 0; nXor < ninputSize; nXor++)
abOutput[nXor] = Convert. ToByte(ablnput[nXor]
~ abPad[nXor]);
fsOutput.Write(abOutput, 0, ninputSize);

fsOutput.Close();
fsinput.Close();
fsPad.Close();
/I this method returns the last byte used of the onetime
pad
/I never re-use *any* portion of a onetime pad!!
return (nPadStartPos + ninputFileLength);
}

The encryption is a simple XOR, the dominant part of the
function deals with reading and writing files. Here we also
wrote a command line wrapper application:

padxor.exe inputfile padfile padstart outputfile

The source code can be found in padxor.cs (as with
padgen.cs, user friendliness needs to be improved upon
urgently). Now we can get going encrypting and
decrypting. Here an example sequence of commands:

padgen mypad.bin 200000
padxor otp.cs mypad.bin 0 otp.cs.enc.txt
padxor otp.cs.enc.txt mypad.bin O otp.cs.dec.txt

The file otp.cs.enc.txt is sent to the recipient who has
received mypad.bin via another (non-electronic) means of
communication beforehand. He can then decrypt
otp.cs.enc.txt using the pad, as shown here in
otp.cs.dec.txt.

5.1 One Step Beyond

Even though our message can be now sent in an absolutely
unbreakable manner, there is a catch - it cannot be broken.

This may sound paradox, but let me explain: encryption
using onetime pads results in the message being close to
random in its statistics and thus barely compressible - this
is a quite strong indication for the use of a onetime pad.
You might therefore be asked to decrypt the message as a
'matter of courtesy'.

PASSWORD

Figure - 3: Enhanced cryptographic techniques for one
time pad

To circumvent this 'courteous' request, there is another
trick at hand: we encrypt the original message to
Ciphertextl. This Ciphertextl we now encrypt yet again
using Vernam, this time however using a completely
harmless dummy message. This then yields Ciphertext2,
which we send to the recipient, deleting the onetime pad
immediately. Secure enhanced cryptographic techniques
for one time pad may compose of plain text, compression,
secret key file, secret code, key modification and password.
Figure — 3 illustrates the functioning of enhanced
cryptographic techniques for one time pad.

6. Applications of enhanced one-time-pad

e Enhanced one-time pads are practical in
situations where two parties in a secure
environment must be able to depart from one
another and communicate from two separate
secure environments with perfect secrecy.

e The algorithm most commonly associated with
guantum key distribution is the one-time pad.

e The enhanced one-time pad can be a part of an
introduction to cryptography

e The enhanced one-time-pad can be used in super
encryption.
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e The enhanced one-time-pad is one of the most
practical methods of encryption where one or
both parties must do all work by hand, without
the aid of a computer; this made it important in
the pre-computer era, and it could conceivably
still be useful in situations where possession of a
computer is illegal or incriminating or where
trustworthy computers are not available.

e The enhanced one-time-pad is the only
cryptosystem with theoretically perfect secrecy.

7. Conclusion

In this paper we have proposed a new methodology
through which one time pads can be practically used for
communication for large range of devices. Through above
methodology we will be able to decrease the key size
without compromising the complexity which has come
down by reduction of the key size. By the above proposed
hypothesis we are making one time pads a practical
solution between two entities which wants to communicate
securely to each other, and as the one time pad file is not
even with the server through which they are
communicating, we are trying to remove any vulnerable
point in between. So even the server got compromised the
users need not have to worry about the security of there
communication. Therefore, the proposed scheme is secure
and efficient against notorious conspiracy attacks.
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