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Summary 
Routing paths are important for the network security in wireless 
sensor networks (WSNs). Most en-route filtering schemes 
predetermine routing paths using various path selection methods 
to protect against security threats before network operation. 
However, the topology of a sensor network may frequently 
change. Path reselection is needed to guarantee data collection 
when this occurs. Nevertheless, global path selection is 
inefficient due to the large number of message transmissions. 
Therefore, it is necessary to reduce the number of global path 
selection operations if possible. In this paper, we propose the 
region segmentation and regional path selection method to 
enable regional path selection using several distinguishing nodes. 
We also highlight the advantages of regional path selection 
method and show the effectiveness of the proposed method via 
simulation. 
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1. Introduction 

Recent advancements in micro-electro-mechanical system 
(MEMS) technology, digital electronics and wireless 
communication have made the development of low-cost, 
low-power and multifunctional small size sensor nodes 
possible [1]. A sensor node has sensing, computing and 
wireless communication modules. A sensor node also 
senses the changes in the surrounding environment and 
reports the sensing results to base stations (BSs) using 
these modules [1, 2]. 

A sensor network is made up of one or more BSs and 
multiple sensor nodes. Generally, wireless sensor 
networks (WSNs) are practical in open and unattended 
environments without infrastructure. Hence, numerous 
studies on where and how to apply them in various fields 
abound [3]. Conversely, the fact that WSNs operate in 
open and unattended environments means that they are 
exposed to various security threats [3-5]. Hence, there are 
many studies on conceivable attacks, countermeasures and 
how to more efficiently use constraints in which a sensor 
node has limited energy resources and processing power. 

False report injection attack is an attack type in the 
application layer [6], in which a malicious adversary first 
takes one or more sensor nodes over from a large-scale 
sensor network, and then generates and injects bogus 

sensing reports into the network, exploiting the key                        
information acquired from compromised modes. Once the 
reports are forwarded to the BS, such an attack causes 
false alarms and unnecessary depletion of the limited 
energy resources [7]. If such an attack occurs without 
detection, several nodes can no longer work due to the 
exhaustion of their finite amount of energy. Therefore, the 
operating time of the network is shortened [6, 7]. 

 

 

Fig. 1 Forwarding paths to report sensing data in WSN 

One countermeasure is the statistical en-route 
filtering (SEF) [7] scheme [7-12] against injection of false 
data. Proposed by Ye et al., the main goal of SEF is to 
detect bogus sensing reports early, with low computation 
and low communication overhead. In the en-route filtering 
phase, each forwarding node verifies event reports 
utilizing its key information. Thus, the kinds of nodes 
belonging to a routing path have a decisive effect on the 
detection power of false data injection. Therefore, 
selecting routing paths is a crucial issue in en-route 
filtering based WSN. 

Generally, the first establishment of routing path 
begins immediately after sensor nodes are deployed in a 
target field. However, the topology of a sensor network 
can frequently change [1]. Therefore, routing path 
reselection is needed repeatedly after the initial 
establishment. Even though there are no topology changes, 
for the network management, the path reselection is 
executed with consideration of the energy level of sensor 
nodes and network security. Fig. 1 shows the structure of a 
WSN and event report routing paths. In Fig. 1, the event 
report generated by node A is usually forwarded to the 
BS; however, the event report generated by node B and C 
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are not delivered to the BS, since there are several dead 
sensor nodes in the paths. Even if partial flaws occur in a 
network, global path reselection is executed to solve them. 

In this paper, we propose the region segmentation 
and regional path selection method to allow regional path 
selection using several distinguishing nodes (DNs). These 
DNs are dispersed in a sensor network and utilized to 
divide the network into sub-regions hierarchically. In 
addition, they perform roles that determine and manage 
routing paths in their regions, unlike normal sensor nodes. 
Using our proposed method, we can minimize the number 
of needless global path selections, thus the energy 
consumption of routing path reselection can be reduced. 

The remainder of the paper is organized as follows. 
We briefly explain the operating process of SEF and one 
of the existing path selection methods in Section 2. 
Section 3 presents our new proposed method. Section 4 
evaluates the method through simulation. Finally, Section 
5 discusses future work and concludes the paper. 

2. BACKGROUND 

2.1 Statistical En-route Filtering (SEF) 

Sensor nodes fulfill the generation of sensing reports and 
the en-route verification collaboratively in SEF. SEF has a 
characteristic in that the false report detection power of 
each node is decided probabilistically. The operating 
process of SEF can be separated into three processes: a) 
key assignment; b) report generation; c) en-route filtering 
and BS verification. Fig. 2-(a) shows a global key pool 
and key assignment process. The entire key information of 
a network is in the global key pool managed by the BS. 
The global key pool exists as a kind of set that is 
composed of numerous keys divided into several non-
overlapping partitions. Each node receives a small number 
of keys from a randomly chosen partition before 
deployment to a target area. In the report generation 
process, first, the center-of-stimulus (COS) node is 
selected from among nodes sensing the same event. Then, 
the elected COS node collects message authentication 
codes (MACs) sent by the sensed nodes. Subsequently, the 
COS node classifies the collected MACs by partitions and 
reorganizes them. Finally, the COS node attaches the 
MACs to the sensing report. Fig. 2-(b) shows the report 
generation process in which nodes, sensing the same event, 
generate a sensing report cooperatively. After the report 
generation process, the sensing report is delivered to the 
BS via multiple hops. In this process, each forwarding 
node can verify the correctness of the MACs if the keys 
each forwarding node has are the same as one of the keys 
used to generate the MACs in a sensing report. As soon as 
a sensing report arrives at the BS, it is verified again using 

the entire key information of the global key pool by the 
BS. Fig. 2-(c) shows the process of en-route filtering and 
BS verification in terms of an event report. 
 

 

 

 

Fig. 2 SEF operation process 

2.2 Existing Path Selection Method 

This existing path selection method [13] is proposed to 
improve the detection power of false reports in SEF-based 
WSN. In the method, the BS floods a control message first 
to establish routing paths in a target field. Every node in 
the network receives one or more control messages, and 
each node determines the next forwarding node using the 
proposed evaluation functions based on the information 
stored in each control message. The two evaluation 
functions are as follows: 
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All information to calculate the evaluation functions, Q(p) 
and R(p), can be obtained from the control message, 
where p is a path, D(p) is the distance of p in the hop 
count, ω is a security parameter whose value is adjusted 
between 0 and 1 by the network administrator, P(p) is the 
number of unset columns in the check count, σ{Cn} is the 
standard deviation value of the elements in the check 
count low, O(p) is the number of overlaps among the 
partition IDs in the queue of partition ID, and s is the size 
of the queue of partition ID. Using equations (1) and (2), it 
is possible to grasp which nodes are in the incoming path. 
Smaller values for Q(p) and R(p) mean that the path has  
various keys in different partitions. Therefore, the one 
with the minimum value is selected as the optimal path 
among the incoming paths. Note that the smaller the 
values of the two evaluation functions, the better the path. 

3. Proposed Method 

In this section, we present the region segmentation based 
path selection method. First, the basic assumptions and 
motivation of our proposed method are provided. Then, 
the proposed method is described divided into three 
phases. 

3.1 Assumptions 

The basic assumptions of this paper are as follows. The 
network is composed of a large number of small sensor 
nodes and several DNs. Sensor nodes have limited energy, 
memory and computing power, whereas the BS and DNs 
do not. The path establishment phase is safe from the 
security threats. The BS or DNs flood a control message to 
establish the routing paths and the determined routing 
paths last, until the BS or DNs request path reselection. A 
control message is flooded only downstream. The network 
uses a single path routing protocol to send event reports, 
hence every sensing report is delivered to the BS only 
using the routing path determined by each node. 

3.2 Goal and Motivation 

The frequent repetition of global path selection causes the 
depletion of limited energy resources in networks. Thus, 
the goal of our proposed method reduces the number of 
frequent repetitions, and the global path selection is 
carried out when necessary. To achieve the goal, we 
divide the network into several sub-regions using DNs, so 
that the regional path selection is available by the sub-
region after the initial establishment of routing paths. The 
initial establishment is executed hierarchically and 
sequentially by the sub-area, so it is possible that energy 
consumption drops and is limited in certain sub-regions 
when the routing path reselection process occurs. 

3.3 Region Segmentation Based Path Selection 
Method 

We explain the proposed method, focusing on the initial 
establishment phase. Key assignment is the same as for 
SEF in network initialization. The aforementioned 
evaluation functions in Section 2.2 are used for the 
incoming path assessment performed by each node. 

3.3.1 Hierarchical WSN structure 

Several DNs are deployed and fixed in the network to 
provide the region segmentation. In addition, the distance 
of BS-DN or DN-DN is regular.  Fig. 3-(a) shows one 
possible WSN model to separate the network into several 
sub-areas. Moreover, the WSN model can have a 
hierarchical structure, as in Fig. 3-(b). The hierarchical 
WSN structure is completed through n steps for the 
division of the network into sub-regions. The target area, 
belonging to the first step, is divided into three sub-
regions, BS-DN1, BS-DN2 and BS-DN3. Every sensor 
node in these sub-regions belongs to more than one sub-
region. From the second step to n-1 step, the division 
process is carried out repetitively, as the first step between 
super DNs (was sub-DN at the previous step) and sub-
DNs (will be super-DN in the next step). In the final n step, 
super DNs have no sub-DNs, so the last target area is 
segmented only by the last super-DNs. Note that every 
node deployed in the sensor field belongs to one or more 
sub-regions. 
 

 

Fig. 3 Region segmentation 

3.3.2 Region Establishment 

The BS and each DN broadcast an advertisement message 
first to let sensor nodes know where they belong for 
region establishment. Every node uses the received signal 
strength indication (RSSI) that is a measurement of the 
power present in a received radio signal to accurately 
check the affiliated regions. The threshold value of the 
RSSI is needed when each node decides whether to regard 
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the region that sends an advertisement message as its 
region; hence, the network administrator needs to set up 
the threshold value before the network operates. At least, 
the total range formed by the threshold value covers the 
whole network without any isolated nodes. As 
aforementioned, each node knows where to belong by 
receiving advertisement messages from certain regions. 
However, even if a node receives an advertisement 
message from a certain region but the signal power is less 
than the threshold, the region is not regarded as its region. 
Fig. 4 shows the advertisement message broadcasting 
process. 
 

 

Fig. 4 Advertisement message broadcasting 

 

Fig. 5 Region establishment by RSSI 

 
Fig. 5 shows the region establishment process among 

the three neighboring DNs in more detail. In Fig. 5-(1), the 
routing path between BS-DN1 is already determined 
through the region establishment process and the regional 
path selection process that is detailed in the next section. 

In addition, it is shown that the DN1, DN2, and DN3 are 
broadcasting an advertisement message. After 
broadcasting, the nodes that receive the messages, decide 
whether to join the region by comparing the received 
signal power and the threshold value of the RSSI. That is, 
if a node receives the messages from a super-DN and a 
sub-DN with satisfied signal power within the threshold 
value, then the node regards the region (super DN- sub 
DN) as its region. Fig. 5-(2) and (3) show the established 
regions of DN1-DN2 and DN1-DN3, respectively. The 
nodes located in region A (Fig. 5-(2)) belong to the region 
of DN1- DN2; in region B (Fig. 5-(3)), belong to the 
region of DN1-DN3; and in the region C (Fig. 5-(4)), 
belong to both region A and B. 

3.3.3 Regional Path Selection 

The BS floods a control message after the region 
establishment process is completed, and then every node 
assesses all its incoming paths based on each received 
control message to determine the routing path. 
Furthermore, this process is executed hierarchically and 
sequentially from the BS to the leaf nodes that are at the 
boundary of the network. The control message can be 
presented, as shown in Fig. 6. The control message can 
store the sender ID and the hop count as a control message 
is used by most routing protocols, and in addition, the 
super- and sub-DNs IDs, the lowest energy level (LEL), 
and the two additional arrays are in the control message. It 
is possible to know, from the arrays in the received 
message, what kind of nodes are in the incoming path 
approximately [13]. The super- and sub-DNs IDs in a 
region are stored in a control message, so when each 
forwarding node receives a control message, the received 
node can make sure for which region’s path selection this 
message pertains. In the LEL, the energy level of the node 
that has the least energy in the forwarding nodes is stored. 
 

 

Fig. 6 Control message 

When a node receives two or more different control 
message, the incoming paths are evaluated based on the 
acquired information from each control message. First, the 
node checks the LEL to see if the value is exceeds the 
minimum energy level. Before the network operates, the 
administrator determines the minimum energy level, 
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considering the period of regular path reselection. This is 
done to guarantee the lifetime of selected paths at least up 
to the next period, unless the network topology changes. 
After the LEL check, the incoming paths are assessed, 
using the evaluation functions, Q(p) and P(p), mentioned 
in Section 2-2. The initial establishment process is 
completed using the proposed method. Finally, path 
reselection is possible selectively the region. 

4. Simulation 

 Simulation studies show the effectiveness of the proposed 
method compared to existing global path selection 
methods [13]. The simulation environment conditions are 
as follows: The size of sensor field is 575 x 575m2, 
consisting of one BS, 7 DNs, and 500 to 2,500 sensor 
nodes. In addition, the sensor field is separated into 13 
sub-regions, each of similar density. The global key pool 
has 10 partitions. As each partition has 100 keys, the total 
number of keys is 1,000. Each sensor node loads 5 keys in 
a certain partition and the threshold value is 5. The size of 
advertisement message is 1 byte the size of control 
message is 15 bytes. Each node takes 16.25μJ/12.5μJ to 
transmit/receive a byte [7, 14-15]. The BS and DNs have 
sufficient energy resource. 
 

 

Fig. 7 Energy consumption of initial global path selection 

Fig. 7 shows comparing an existing global path 
selection (GPS) and our proposed method in energy 
consumption of initial global path selection. As show in 
the figure, the proposed method spends more energy than 
GPS in drips and drips when the number of sensor nodes 
increase in sensor field.  

 

Fig. 8 Energy consumption of path reselection 

Fig. 8 shows comparing GPS and the proposed 
method in energy consumption of path reselection when 
the BS requires path reselection to one or more regions. In 
this, the proposed method uses less energy than GPS when 
the required regions are fewer. Note that the proposed 
method is not always better than GPS. 

5. Conclusion 

Although global path selection is necessary, it is 
inefficient due to the large number of message 
transmissions. Hence, we proposed a region segmentation 
based path selection method for WSNs to reduce the 
number of global path selections. The WSN model using 
DNs and the hierarchical structure of the model are 
presented for the proposed method. Then, RSSI separates 
the network is into several sub-regions. This segmentation 
enables routing path selection by sub-region. Furthermore, 
simulations show that the proposed method can limit the 
amount of global path selection and reduce the energy 
consumption of the path reselection. Our plan for the next 
step is to maintain a balance between network security and 
energy efficiency by setting up different security power by 
sub-region, considering each region’s environment. This 
will be also evaluated via simulations. 
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