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Summary

Mobile ad-hoc networks MANETSs are extensively used in
defense and rescue applications. The dynamic topology of
MANETs allows nodes to join and leave the network at any
point of time. This dynamic property has rendered it vulnerable
to various security attacks than traditional wired networks.
Many solutions have been proposed in recent researches for
secure routing protocol to increase the security of MANETS. In
this paper, have been proposed and evaluate a novel
authenticated digital watermarking algorithm in mobile ad-hoc
distance vector routing protocol (AWDYV) based on the design of
the Destination-Sequenced Distance-Vector routing protocol
DSDV. In order to support use with nodes to guard against
Byzantine and Denial-of-Service attacks attempts to cause other
nodes to consume excess network bandwidth or processing time,
have been used to embed a watermark bits in each routing
advertisements to create authentic watermarked packet entry in
an routing update. The result of the AWDV proposed was
compared with the standard DSDV and secure efficient ad-hoc
distance vector routing protocol SEAD under the performance
analysis of simulation setup ns-2 and metrics. The results
obtained prove that the proposed AWDV outscores the
traditional DSDV and SEAD in all aspects. The proposed
AWDV enhanced table-driven DSDV provides the solution for
the possible packet dropping attack in an ad-hoc network.
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1. Introduction

The MANET is a collection of wireless mobile nodes
dynamically forming a temporary network without the
use of any existing network infrastructure or centralized
administration[1][2]. Ad-hoc networks all nodes are
mobile and can be connected dynamically in an arbitrary
manner. All nodes of these networks behave as routers
and take part in discovery and maintenance of routes to
other nodes in the network. MANET's are very useful in
tactical military, emergency search, disaster relief, sensor,
rescue operations, conferences and meetings or
conventions in which persons wish to quickly share
information[33]. There are a number of characteristics in
MANET's. Dynamic topologies, bandwidth constrain,
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energy-constrained and limited physical security[4][6], the
two different types of attacks in MANETS can be disrupted
in routing function by external (passive) or internal (active)
attacks[4][7]. An external attacker does not disrupt the
operation of the routing protocol, but tries to discover
valuable information by monitoring the traffic, for an
internal attacker is that it is able to injects false routing
information and tries to disrupt the operation of the protocol
in order to limit availability, gain authentication, or divert
packets. So that the internal attackers have the capabilities
of the strongest outside attacker, as they are legitimate
participants of the routing process. Having complete access
to the communication link they are able to advertise false
routing information at will and force arbitrary routing
decisions on their peers. One of the most difficult to detect
problems in routing is that of Byzantine failures[17]. These
failures are the result of nodes that behave in a way that
does not comply with the protocol[9], the specific attacks
that can target the operation of a routing protocol in
MANET:

Byzantine attack, a compromised intermediate node works
alone, or a set of compromised intermediate nodes works in
collusion and carry out attacks such as creating routing
loops, forwarding packets through non-optimal paths, or
selectively dropping packets, which results in disruption or
degradation of the routing services|[7].

Denial-of-Service attacks 'DoS', an attacker attempts to
cause other nodes to consume excess network bandwidth or
processing time[11].

Impersonation or spoofing attack, since current ad-hoc
routing protocols do not authenticate routing packets[24]. It
is the misrepresentation of the network topology that may
cause network loops or partitioning.

Routing table overflow attacker, attempts to create routes to
nonexistent nodes. The goal is to have enough routes so that
creation of new routes is prevented or the implementation
of routing protocol is overwhelmed.

. Replay attack, an attacker sends old
advertisements of routing information to a node causing it
to update its routing table with stale routes[10].
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o Modification attacks, malicious nodes can easily
modifying routing information[7] and attacker can cause
network traffic to be dropped, be redirected to a different
destination, or take a longer route to the destination, thus
increasing communication delays.

. The organization of the rest paper is as
follows: In section.2 the problem definition, in section.3
described the routing protocols in MANETs and in
section.4 the proposed a novel authenticated digital
watermarking routing protocol. In section.5 the
performance analysis of proposed AWDV algorithm
described simulation setup, performance metrics and
experimental results with discussion. Finally, conclusion
and future work.

2. Problem Definition:

In this paper the problem statement in MANETSs one of
the major concerns is how to increase the routing
security in presence of malicious nodes. Where the
dynamic topology of MANET's allows nodes to join and
leave the network at any point of time. This dynamic
property of has rendered it vulnerable to various security
attacks[10][31]. Whereas the existing link level security
techniques (e.g. encryption) are often applied within
wireless networks to reduce these threats[4]. Absent link
level security, at the network layer, the most pressing
issue is one of inter-router authentication prior to the
exchange of network control information, due to the
dynamic changes of topology; it is difficult to determine
whether the node participating in the routing domain is
Byzantine or DoS attacks, then indeed an authenticated
node. However the security requirements of MANET's
are route signaling can’t be spoofed, fabricated routing
messages can’t be injected into the network, routing
messages can’t be altered in transit, routing loops can’t
be formed by through malicious action, routes can’t be
redirected from the shortest path by malicious action and
unauthorized nodes should be excluded from route
computation and discovery[4].

The digital watermarking solutions can be employed to
prevent the impact of external attackers by mutual
authentication of the participating nodes through
authenticated digital watermarking in spatial domain
scheme[21][22][23]. A digital watermarking is used to
insert an imperceptible signal into digital data[16], it has
a variety of applications like copyright control,
authenticity,...etc[12]. Watermark is used to provide
authentication like the ID cards[13]. It may be designed
in such a way that, any possible alteration in the data
either destroys the watermark or creates a mismatch
between the content and the watermark that can easily be
detected[12]. Moreover the digital watermarking differs
from cryptography, where cryptography is the art of
sending a message by converting it into a secret code

called as cipher text, here, the very existence of the
message is not being kept secret but only the contents are,
this rouses suspicion and curiosity. But the digital
watermarking, unlike cryptography, leaves the original
medium or data almost unaltered even after embedding it
with the copyright information. The naked eye cannot tell
the difference in the alteration and machine
inspection[13][14][15]. We aim at introducing to
development an enhanced approach for authenticated
digital watermarking in MANET that is satisfies these
requirements and problems at the same time in an
acceptable manner.

3. Routing Protocols in MANETS

There are a number of routing protocols have been
developed for MANET's. They can be divided into three
categories[4][9] (Flat, Hierarchical, Geographic position
assisted) routing: the flat routing can be divided into
proactive (the table-driven) and reactive (the source-
initiated on-demand) protocols[11][25]. The Destination
Sequenced Distance Vector Routing protocol (DSDV)
belongs to the table-driven protocols[8]. The most popular
protocols nowadays are Dynamic Source Routing protocol
DSR[34] belong to the source-initiated on-demand
protocols. We will briefly describe distance vector routing
DV, DSDV routing protocol in MANET's and SEAD
secure routing protocol in MANET's are the following:

A. Distance Vector Routing

In DV routing[8][25], each router maintains a routing table
listing all possible destinations within the network. Each
entry in a node’s routing table contains the address
(identity) of some destination, this node’s shortest known
distance (usually in number of hops) to that destination,
and the address of this node’s neighbor router that is the
first hop on this shortest route to that destination; the
distance to the destination is known as the metric in that
table entry. Each router forwarding a packet uses its own
routing table to determine the next hop towards the
destination. To maintain the routing tables, each node
periodically broadcasts routing update containing the
information from its own routing table. Each node updates
its own table using the updates it hears, so that its route for
each destination uses as a next hop the neighbor that
advertised the smallest metric in its update for that
destination; the node sets the metric in its table entry for
that destination to 'l' (hop) more than the metric in that
neighbor’s update[ 18][20].

B. DSDV

The DSDV routing protocol[8][25] is a table-driven
algorithm based on the classical Bellman-Ford routing
mechanism[19]. Every mobile node in the network
maintains a routing table in which all of the possible
destinations within the network and the number of hops to
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each destination are recorded. Each entry is marked with
a sequence number assigned by the destination node.
The sequence numbers enable the mobile nodes to
distinguish stale routes from new ones, thereby avoiding
the formation of routing loops. Routing table updates are
periodically transmitted throughout the network in order
to maintain table consistency. In order to reduce the
amount of information carried in these packets, two
types will be defined. One will carry all the available
routing information, called a "full dump". The other type
will carry only information changed since the last full
dump, called an "incremental". First the full dump. This
type of packet carries all available routing information
and can require multiple network protocol data units
NPDUs. During periods of occasional movement, these
packets are transmitted infrequently. Second Smaller
incremental packets are used to relay only that
information which has changed since the last full dump.
Each of these broadcasts should fit into a standard-size
NPDU, thereby decreasing the amount of traffic
generated. The mobile nodes maintain an additional table
where they store the data sent in the incremental routing
information packets. New route broadcasts contain the
address of the destination, the number of hops to reach
the destination, the sequence number of the information
received regarding the destination, as well as a new
sequence number unique to the broadcast. The route
labeled with the most recent sequence number is always
used. In the event that two updates have the same
sequence number, the route with the smaller metric is
used in order to optimize (shorten) the path. Mobiles also
keep track of the settling time of routes, or the weighted
average time that routes to a destination will fluctuate
before the route with the best metric is received. By
delaying the broadcast of a routing update by the length
of the settling time, mobiles can reduce network traffic
and optimize routes by eliminating those broadcasts that
would occur if a better route was discovered[1][17][24].

C SEAD

Secure Efficient Ad-hoc Distance vector routing protocol
(SEAD)[18] is a part of the Destination-Sequenced
Distance-Vector ad-hoc network routing protocol. The
SEAD use efficient one-way hash functions and do not
use asymmetric cryptographic operations in the protocol.
A one-way hash chain is built on a one-way hash
function. Like a normal hash function, a one-way hash
function, H, maps an input of any length to a fixed-
length bit string. Thus, H:{0,1}*—{0,1}p, where p is the
length in bits of the hash output.. The function H should
be simple to compute yet must be computationally
infeasible in general to invert. To create a one-way hash
chain, a node chooses a random x & {0,1}p and
computes the list of values h0, h1, h2, h3,..., hn, where
h0=x, and hi = H(hi-1) for 0<i <n, for some n. The node
at initialization generates the elements of its hash chain

as shown above, from “left to right” (in order of increasing
subscript i) and then over time uses certain elements of the
chain to secure its routing updates; in using these values,
the node progresses from “right to left” (in order of
decreasing subscript 1) within the generated chain. Given an
existing authenticated element of a one-way hash chain, it
is possible to verify elements later in the sequence of use
within the chain (further to the “left,” or in order of
decreasing subscript). For example, given an authenticated
hi value, a node can authenticate hi-3 by computing
H(H(H(hi-3))) and verifying that the resulting value equals
hi. To use one-way hash chains for authentication, we
assume some mechanism for a node to distribute an
authentic element such as hn from its generated hash chain.
Authenticating routing updates each node in SEAD uses a
specific single next element from its hash chain in each
routing update that it sends about itself (metric '0'). Based
on this initial element, the one-way hash chain conceptually
provides authentication for the lower bound of the metric in
other routing updates for this destination; the authentication
provides only a lower bound on the metric. We assume that
an upper bound can be placed on the diameter of the ad hoc
network, and we use (m-1) to denote this bound. The
method used by SEAD for authenticating an entry in a
routing update uses the sequence number in that entry to
determine a contiguous group of m elements from that
destination node’s hash chain, one element of which must
be used to authenticate that routing update. The particular
element from this group of elements that must be used to
authenticate the entry is determined by the metric value
being sent in that entry. Specifically, if a node’s hash chain
is the sequence of values hO, hl, h2, h3,...,hn and n is
divisible by m, then for a sequence number i in some
routing update entry, let k=((n/m)-i). An element from the
group of elements hkm, hkm+1,...,hkm+m-1, from this
hash chain is used to authenticate the entry; if the metric
value for this entry is j, 0< j <m, then the value hkm+j here
is used to authenticate the routing update entry for that
sequence number. Nodes receiving any routing update can
easily authenticate each entry in the update, given any
earlier authentic hash element from the same hash
chain[20].

4. Proposed A Novel Authenticated Digital
Watermarking Routing Protocol

In this section, have been proposed a novel authenticated
digital watermarking algorithm in mobile ad-hoc network
by modifying the destination sequenced distance vector
routing protocol DSDV[1][8][17][25] used to embed
watermark bits in each authentic routing advertisements to
create authentic watermarked packet entry in an routing
update, whereas the mobile nodes maintain an additional
table with new table entry of authentic route (AWDYV)
value as shown in Fig.1are store the data sent or received in
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the incremental authentic routing information packet. A
new authentic route broadcasts contain the address of the
destination, the number of hops to reach the destination,
the sequence number of the information received
regarding the destination with watermarked packet, as
well as the authentic routing update can be generate by
employ smaller incremental packet is used to relay only
that information which has changed and keeping track of
the settling time of authentic route, for e.g. a new
sequence number unique to the broadcast update, the
following mechanism of authenticated  digital
watermarking algorithm (encoder):

Node (B) imnl-:ediate route

=

||| F
7
||| A

Metric| Seq | AWDV

|
|
}

0| 550 1

e | B -

2 | 588 | 1 Py ¥ ¢

st. | Next Meiric| Seq. AWDV
B 2 550 1
B 2 210 1
C 0 588 1

olw|»§

Dest. | Next | Metric]_Seq [AWDY]
A A1 ssol 1
B| B | 0 |210] 1

€| 1 s8] 1

<
Fig.1 Mobile nodes in the network maintains a routing table.

First: Each node in the topology network create
randomly a numerical value matrix or gray scale image
of '128' bytes in size (a, b) at each authentication
routing advertisements. Notice that let the value P(;; be
the corresponding 8 bits pair value of numerical
rr;atrix and gray scale value in the range of 0 < Pg; <
2°,
Second: Each node in the topology network store or
kept the secure watermark bits, W € {0, 1. Secret key
(p) is the length in bits of secure watermark input is
used at encoder process to produce authenticated
routing advertisement of watermarked packet or in
decoder at  received  authenticated  routing
advertisement of watermarked packet used to
comparator between extracted watermark bits and
original secure watermark bits to provides the
successfully routing function authentication at each
route advertisements.

Third: The mechanism is used for each node in the
topology to distribute authenticated watermarked
packet at each route advertisements, it will be using the
proposed embedding algorithm[21] of an adaptively
value P ;) adjustment process based on medial pyramid
of embedding error by applying in falling-off-boundary
in corners board set of most significant bit[22][23]
with the random value manipulation in spatial domain
called(APAP-MPOEE-FOBCBysps)[22], then required
encoder algorithm as a step:

Step.1: Extract value Pgj from created randomly a
numerical matrix or image and converted into the
binary bits least & most significant bit (LSB ;34 &
MSBs47s), then set of the MSB, in each value Py
within the boundary of corners in the first, last rows

and columns of numerical matrix, when the {MSB; of the
value Pj = the embedded watermark bit W;, (EMB)}
then do nothing. Otherwise when the MSBj, in the created
value P(;j not equal the embedded watermark bit (EMB),
it is mean that MSB#EMB, thus the value Pgj can be
further segmented into eight intervals is described in[22].

Step.2: The pseudo code for encoder algorithm of APAP-
MPOEE\ysg, set of the MSB, of the created randomly a
numerical value matrix or image. Let’s have a binary
watermark W, where the bits EMB={EMB,, EMB,,...,
EMB g}, and set MSB, in each value P ;of boundary in
corners board, whereas n=6 in the range of 5<n < 8§ and
k=012..,p-1:

k=0,
fori=0 to a-1
forj=0to b-1

if(MSB~==0&EMB==0)|(MSB==1&EMB==1),then
"P(i,j) = P(iJ); No Change.
else if (MSBs == 0 and EMBy == 1 ),then
lf( P(ij)z 0 and P(i,j)<2An-1 ), then "P(i’j):2An-1;
else if (Pgj>2"n and P(;;<3x2”n-1 ),then
if (Pi;>2"n and P;;<5%2"n-2 ),then
"Pgj) = (2"n) -1;
else "Pij= 3x2"n-1; end;
else if(Pj>2"n+1 and Pg;<5%2"n-1),then
if(Pij > 2"n+1 and P(;<9x2”n-2 ),then
"Pyy = 21t 1)-1;
else "P;=5%2"n-1; end;
else if(P(ijy > 3x2"n and P(;;<7x2"n-1 ),then
if(P(i’j) >3"n and P(i,j)<13 XZ’\n-Z),then
"Pij = (3%2%n)-1;
else "P(i,j) = 7x2"n-1;
end; end; end; end; end;
else ifMSB¢==1 & EMB,== 0 ),then
lf( P(i,j) >2"n-1 and P(i,j) <2”n ),then
if (Pij>2"n-1 and Pgj <3%2"n ),then
"Pij=(2"n-1) - 1;
else "Pijy = 2"n; end;
else if (P;j >3%2"n-1 and Pg;;<2”n+1),then
if (P(i’j)z 3x2”n-1 and P(i’j)<7><2An-2),then
"Piijy = (3%2"n-1) - 1;
else "P;;=2"n+1; end;
else if (P(jy> 5%2”n-1 and P;;<3x2"n),then
if (Pij) > 5%2”n-1 and P;;<11x2"n-2),then
"P(ij) = (5><2An-1) -1
else "Pj=3%2"n; end;
else if (P(ijy > 7%2"n-1 and P;;,<2"n+2 ),then
"Pij = (7x2"n-1)-1;
end; end; end; end; end; end; end;
if(k<(p-1))
k=k+1;
else k= 0; end; end; end.

From the above algorithm we will applied under the
algorithm FOBCB of the (a numerical value matrix or
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image) with the random value manipulation[23]. The
proposed APAP-MPOEE-FOBCBMSB6
scheme[21][22] using to embed watermark bits in a
boundary in corners board of the (image or in the first,
last rows and columns of a numerical matrix), and before
embedding requires a checking between the MSB6 in the
boundary in corners board or matrix value P(i,j) of the
created randomly (image or in the first, last rows and
columns of a numerical matrix) within EMB of the
embedded watermark bit, depending on the nearest of the
adaptively value in the medial pyramid of embedding
error to inform the forward authenticated watermarked
packet value "P(i,j) obtained by a APAP-MPOEE-
FOBCBMSB6 scheme.

Step.4: Decoder algorithm, the node advertises by
broadcasts routing information using the mechanism of
message authentication ‘'watermarked packet' are
received by authentic route advertisement watermarked
packet to neighbors node, each node required to
comparator between extracted watermark bits and
original secure watermark bits to provides the
successfully of mechanism authentication at each route
advertisements as following:

First: Extracted watermark bits from the drawbacks in
FOBCB of the received 'watermarked packet' by using
inverse the same procedure of the embedding algorithm
without using the steps of embedding process in encoder
algorithm, adjust recovery the watermark bits from the
FOBCB in received 'watermarked packet' depending on
the sequence number to know the manipulation value
between the boundary corners board in the received
'watermarked packet' and select one of drawback from
the MSB6, then the watermark in original form is thus
obtained.

Second: Each node in the topology network after
extracted watermark required to comparator between the
extracted watermark and secure watermark to indicated
in entire table of route authentication AWDV as
&{0,1,00} into incremental update routing table entries
at each authentic route advertisements to avoiding the
formation of routing loops, where 'zero' indicate broken
link, one authentic and infinite 'c' it is not authenticated,
according to the install time in entire table, when entry
was made (used to delete stale entries from table), where
stable data pointer to a table holding information on how
stable a route is used to damp fluctuations in network
need to update authentication and metric number of hops
to each destination or required to increase sequence
number of node, for e.g. at authentic route advertisement
as shown in Fig.2 a node ‘B’ increases even sequence
number from 210" to '302', node ‘B’ broadcasts entry
table information by applying advertise authenticated
routing update to neighbors node (A & C) including
address, sequence numbers of destination and number of
hops (metric) with watermarked packet by employ

smaller incremental packet update with watermarked
packet. Then node ‘A’ & ‘C’ received the authenticated
watermarked packed with update entry table. After
successfully authentication routing update then set of the
AWDV to ‘1’ in entry table. Otherwise if a node is

Node (B) immediate advertise authenticated route update

(1)-Node ‘B’ increases even Seq.# from 210 to 302,
‘B*~broadcasts entry table information by
applying-advertisement authenticated routing
update to neighbors (A & C) nodes including
destination sequence numbers and watermarked
packet by employ smaller incremental. packet
update with watermarked packet.

) & “C’ received the authenticated.:

arked packed with update entry } |
table. After succeed Aauthentication then : |
update and set AWDYV to ‘1 in entry table . }

7 e oo i ’

(8,0, B-302) + (W-pkt) « -~ Ut (B,0,B-302) + (W-pkt)
| S S

A B C
Dest. | Next |Metric| Seq AWDV]| |Dest. | Next [Metric] Seq |[AWDYV| |Dest. | Next Metric| Seq. AWDV
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B B 1 302 1 B B ] 302 s B B 1 302 A
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If authenticset AWDYV to “one’. Ifauthenticset AWDV to ‘one’.

Fig.2 Authenticated routing advertisement update.

no more reachable (timeout) increase sequence number of
this node by 'l' (odd sequence number) and set metric = '’
and set of AWDYV to ‘0’ in entry table. For e.g. as shown in
Fig.3 at respond broken link between nodes 'C' and 'B' the
node ‘B’ detects broken link immediately increase
sequence number by ‘1’ (only case where not the
destination sets the sequence number odd number) and set
of AWDV to ‘0’ in entry table. After that immediately
propagation entry table information by applying
incremental advertisement authenticated routing update
with watermarked packet to neighbor's node ‘B’ to node
‘A’ (if successfully routing authentication, then update
information has higher sequence number and replace table
entry with set of AWDV to ‘0°).

- -
* (2)-Immediately pre gation entry table information *

by _applying remental_ advertisentent |
| authenticated routing update with watermarked |
packet to neighbors ‘B’ to “A’ (update information «
gher Seq.# and replace table entry with set |
AWDV to ‘zero' ) :

(1)-Node _“B’ detects broken - Link:
increase Seq. # by “1° (only case where not
the destination sets the sequence number
odd number) and set AWDV to ‘zero’.

/Broken Link

Dest.| Next Metric] Seq AWDV Dest. | Next [Metric| Seq. AWDY]
A LALONSO] L Dest.| Next Metric| Seq |AWDV A | B ISEEE OIS S
I N T AT A1 ot BB [w ioa [
C B o0 589 0 B B 0 302 1 € C w0 388 0
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Ifbroken link set AWDV zero. If broken link set AWDV zero.
Fig.3 Authenticated routing advertisement update at broken link.

In Fig.4 shows at respond to topology add new node ‘D’
immediate propagation for first time entry table
information by applying advertisements authenticated
routing update sending address and sequence numbers '100'
of destination and number of hops (metric) with
watermarked packet to neighbors node. After the neighbors
node 'C' successfully authentication then insert entry for
node ‘D’ with sequence number '100' and set AWDV to ‘1’
in entry table, after finishing entry table update then
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immediately broadcast all own entry table information
by applying advertisements authenticated routing update
with watermarked packet to neighbors node by employ
smaller incremental packet update one by one until
completed the entry table information. Finally, Notice
that after successfully routing authentication the route
selection of update information is compared to own
routing table select route with higher destination
sequence number to ensure using newest information
from destination or select the route with better metric
when sequence numbers are equal.

(2)- After succeed authentication then insert entry for node ‘D’ with sequence number 100 and set AWDV to ‘1’ in
entry table, then immediately broadcast all own entry table information by applying advertisements
authenticated routing update with watermarked packet to neighbors nodes by employ smaller incremental packet
updateoneby oneuntil complete entry table information,

[Dest. [Next Metric] Seq. [AWDY] . [Pt [Next letii]_Seq. [AWDV
A A0 [0 |1 A B | 2 [0 | 1 NewNode
BB |1 [302] 1 B[ B |1 |02 | 1
C B2 [0 1 c[c o [ | 1
DD | 1 |10 | 1
Q. % Q 5 Q. ” Q. 7
B Gt ofpm i D
Dest. | Next | Metric| Seq. |AWDV] (D, 0, 100) + W-pkt.
A a1 [0 1
3T o 30 1| (New node ‘D’ immediate propagation for first
E o R T time entry table information by applying

advertisements  authenticated routing -update
sending sequence number 100 with watermarked
packet to neighbors node.

Fig.4 Respond to topology add new node.

5. Performance Analysis of Proposed A
Novel AWDYV algorithm and Discussion

5.1.  Simulation Setup

The simulation environment consists of a set of wireless
and mobile networking extensions, we are using ns-2
simulator because it is a popular and powerful simulation
environment, and the number of ns-2 users has increased
greatly in recent years[24], that have done a simulation
ns-2 studies with this environment, analyzing the
behavior and performance of routing protocols and
comparing it to other proposed routing protocols for ad-
hoc networks[1][2][3][5][6][10][17]. The parameters
used for our simulation are given in Table.l. The
standard ns-2 distribution runs on Linux. However, a
package for running ns-2 on Cygwin Linux Emulation
for windows is available[28] the latest version of ns-2 is
ns-2.34. An attempt was made to implement a novel
authenticated digital watermarking algorithm in mobile
ad-hoc distance vector routing protocol (AWDYV) in ns-2
simulator with environment of attacker and compared
with two routing protocols (SEAD and DSDV). The goal
was to measure the ability of the improved proposed a
novel AWDYV secure routing protocol with two routing
protocols to react network topology change with
environment of attackers, while continuing to
successfully deliver data packets to their destinations. To
measure this ability, to apply a simulated network a
variety of workloads, in effect testing with each data
packet originated by some sender whether the routing
protocol can at that time route to the destination of that

packet. We are attempting to measure the performance
analysis protocols on a particular performance under a
range of five metrics. The routing protocols (AWDYV,
SEAD and DSDV) evaluations are based on the simulation
of '50" wireless nodes forming an ad-hoc network, moving
about over a rectangular (1000m>1000m) flat space for
different simulation time as in Table.1. We chose a space in
order to force the use of longer routes between nodes. In
order to enable direct, fair comparisons between the
protocols, it was critical to challenge the protocols with
identical loads and environment attacker. Each run of the
simulator accepts as input a scenario file that describes the
exact motion of each node and the exact sequence of
packets originated by each node, together with the exact
time at which each change in motion or packet origination
is to occur. We pre-generated 24" different scenario files
with varying movement patterns of mobility model used
random waypoint model[26][30][31] and one file traffic
loads, and then ran all three routing protocols (AWDYV,
SEAD, and DSDV) against each of these scenario files.
We run simulator ns-2 by writing the simulation code Tcl
script '72' files (Tool command language) see to
tutorial[26][27][32] to set up the wireless simulation
components: network components types, parameters like
the type of antenna, the radio-propagation model, the type
of ad-hoc routing protocol, traffic models and node
movement models used by mobile nodes,...etc, with
movement patterns generated for 'S' different pause times: 0,
10, 20, 40, and '100'seconds for simulation time 100
seconds , and '7' different pause times: 0, 50, 100, 300, 600,
800 and '900'seconds for simulation time '900'seconds , a
pause time of '0' seconds corresponds to continuous motion,
and a pause time of '100' (the length of the simulation)
corresponds to end of stop motion at simulation time '100'
seconds and as the same of simulation time 900s. Because
the performance of the protocols is very sensitive to
movement pattern we generated movement pattern scenario
'24' files, for each value of pause time with traffic
communication source model file of '10' sources as Table.1,
for proposed AWDYV protocol and two (SEAD and DSDV)
protocols are run on the same movement patterns. We
experimented with two different movement maximum
speed of node. We primarily report in this paper data from
simulations using two maximum node speeds of 2m/s and
20m/s. From running simulator ns-2, we generated '24'
outputs trace files and animator files, for each three routing
protocols (AWDV, SEAD and DSDV).

After the simulation we obtain the trace file which contains
the packet dump from the simulation, where the trace files
format outputs are most important files in our experiment
to analyze the outputs trace file. The format of trace file for
ad-hoc wireless networks depending on the packet type, the
trace file may log additional information[29]. Have been
implemented a Java code to extract the performance
metrics from the (24x3=72) output trace files format to
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record the packets and compute the performance metrics
graphs, also the output animator trace files can be
visualized in network animator[26][27][28].

Table.1: Scenario for the simulator ns-2 experiments

Parameter Value

Number of Nodes s0
l4rea size of the topography (x,y) mater] (1000. 1000) m
Traffic type Cbr : Constant bit rate

Node transmission range (Wireless range) 150 m

Number of traffic sources 10
Send rate of traffic
Mobility (Movement speed node)

1 packets/ second.

2 mater/second and 20 mater/second

Application data payioad size (Packet size) 512 bytes/packet

Random waypoint model

The mobility model used

Environment of attacker

¥
Secret key watermark bit length ( p) |

Created a numerical matrix of size (a, b)|
The range values of numerical matrix
Embedded bit Most significant bit used
Simulation time (second)

(4. 4). 128 bytes
0 < Numerical value < 256
MSB,. n=6
'100's. '900's
Pause time (s) at time simulation 100s 0.10.20.40. 100 Second
Pause time (5) at time simulation 900s | 0,50, 100_ 300, 600, 800, S00 Second

5.2.  Performance Analysis Metrics

In order to compare the improved proposed a novel
AWDYV secure routing protocol with two (SEAD and
DSDV) routing protocols are run on identical movement
speed and communication scenarios, studies of
performance evaluations of routing protocols for
MANTs indicate that the following metrics are
computed for each simulation run defined:

. Packet Delivery Fraction (PDF):Which defined as
the ratio of the data packets delivered to the
destinations to those generated by the CBR sources
and calculated as[1][2][3][5][10][17]:

PDF = Number of packet received by destination

Number of packet received

e Average End-to-End Delay (AED): It is a metric of
data packets which includes all possible delays
caused by buffering during route discovery, queuing
at the interface queue, retransmission delays at the
MAC, and propagation and transfer times. It is very
significant with real-time traffic[1][2][5][6][17]:

AED ZLUT ime packet received — time packet sent

Total number of packet received

o Normalized Routing Load (NRL): It means that the
number of routing packets transmitted per data
packet delivered at the destination[1][3][6][17].

NRL — Number of routing packets sent
Total number of packets received

e Routing Packet Overhead (RPO): It is the total
number of transmissions routing packets[1][3][17].

e Drop of Packets (DP): It is a metric to determine the

amount of packets that are dropped by malicious nodes
from the total dropped packets[3][10].

5.3. Experimental Results and Discussion

This section reports the results obtained to compare the
performance of the proposed a novel AWDV routing
protocol with two (SEAD & DSDV) protocols using ns-2
network simulator under the performance analysis metrics
as shown in Fig.5, 6, 7, 8 and 9.

5.3.1. Packet delivery comparison

Packet delivery ratio is important as it describes the loss
rate that will be seen by the transport protocols, which in
turn affect the maximum throughput that the network can
support. This metric characterizes both the completeness
and correctness of the routing protocol.

a)- Simulation time 100s: At the lower movement speed of
2m/s, the proposed AWDV secure routing protocol
performed particularly well, delivering over 95% of the
data packets regardless of mobility rate as shown in
Fig.5(a) with the lower movement speed of 2m/s. So for
AWDV, packet delivery ratio is independent of offered
traffic load, delivering between 95% and 98% of the
packets at SIMT 100s, compared with SEAD delivering
between 94% and 95% of the packets and DSDV
delivering between 70% and 62% of the packets. The
AWDV routing protocol perform better than the table-
driven DSDV and SEAD protocol. Where DSDV
delivering over 70% of the data packets regardless of
mobility rate as shown in Fig.5(a) with the lower
movement speed of (2m/s), but DSDV loses about 46%
more packets than AWDV and DSDV loses about 44%
more packets than SEAD at lower 10s pause times (higher
mobility). Nearly all of the dropped packets are lost
because a stale routing table entry directed them to be
forwarded over a broken link. At the higher movement
speed of 20m/s as shown in Fig.5(a), the AWDV routing
protocol performed particularly well, delivering over 72%
of the data packets regardless of the mobility rate at pause
time '0's, whereas at high pause times with lower mobility
it delivers over 68% of the data packets, compared with
SEAD delivering between 73% and 69% of the packets and
DSDV delivering between 17% and 65% of the packets. So
that SEAD packet delivery ratio is independent of offered
traffic load, with both protocols delivering between 73%
and 69% of the packets. The AWDV and SEAD routing
protocol perform better than the table-driven DSDV
protocol. The DSDV delivers 20% of the data packets
regardless of the mobility rate at pause time Os, while at
high pause times with lower mobility it delivers over 70%
of the data packets, but DSDV proximity loses about 40%
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more packets than AWDYV and SEAD at higher mobility
of pause times start from '0's to '40's. Nearly all of the
dropped packets are lost because a stale routing table
entry directed them to be forwarded over a broken link.

Packet Delivery Ratio

—e— AWDV speed 2mis

£y —+— SEAD speed 2mis

—+—DSDV speed 2mis

—+— AWDV speed 20mis

—=— SEAD speed 20m/s

—=—DSDV speed 20m/s

0 10 20 30 40 50 60 70 80 90 100

Pause time(sec)

Fig.5(a) Packet delivery ratio at simulation time 100s.

b)- Simulation time 900s: At the lower movement speed
of 2m/s, the AWDV routing protocol performed
particularly well, delivering over 98% of the data packets
regardless of mobility rate as shown in Fig.5(b) with the
lower movement speed of 2m/s. So for AWDYV, packet
delivery ratio is independent of offered traffic load,
delivering between 97% and 98% of the packets at SIMT
100s, compared with SEAD delivering between 97% and
98% of the packets and DSDV delivering between 87%
and 96% of the packets. The AWDV and SEAD routing
protocol perform better than the table-driven DSDV
routing protocol. Whereas the DSDV loses about 11%
more packets than AWDV and DSDV loses about 9%
more packets than SEAD at lower 300s pause times
(higher mobility). Nearly all of the dropped packets are
lost because a stale routing table entry directed them to
be forwarded over a broken link. At the higher
movement speed of 20m/s as shown in Fig.5(b), the
AWDV routing protocol performed particularly well,
delivering over 80% of the data packets regardless of the
mobility rate at pause time '0's and delivering over 99%
of the data packets regardless of the mobility rate at
pause time '900's. The SEAD routing protocol 81% of
the data packets regardless of the mobility rate from
pause time Os to 50s, where very similar for AWDV and
DSDV routing protocol at pause time 900s are delivering
over 99% of the data packets. However, in all cases
AWDYV and SEAD proximity delivers over 88% of the
data, and DSDV delivers over 65% of the data. But
AWDYV and SEAD are proximity very similar at pause
times 100s to 900s, so that AWDV and SEAD routing
protocol perform better than the table-driven DSDV
protocol. But DSDV proximity loses about 14% more
packets than AWDV and SEAD at higher mobility of
pause times start from '0's to '100's and proximity loses
about 3% at higher mobility of pause times start from
'300's to '600's. Nearly all of the dropped packets are lost

because a stale routing table entry directed them to be
forwarded over a broken link.

It is obvious that from the above packet delivery ratio or
called fraction at simulation time 100s and 900s the
performance analysis of proposed AWDV protocol
consistently outperforms than SEAD and DSDV routing
protocol at movement speed 2m/s and 20m/s is similar with
SEAD secure routing protocol. But the DSDV routing
protocol has worst performance compared to both, where
the DSDV is having worst performance for high mobility
20m/s, because it is not as adaptive to the route changes
that occur.

Packet delivery ratio

Packet delery ratio (%)

0 100 200 300 400 500 600 700 200 900
Pause time (sec)

Fig.5(b) Packet delivery simulation time 900s.

5.3.2. Average end to end delays comparison

a)- Simulation time 100s: The average end-to-end delay of
packet delivery at the lower movement speed of 2m/s is
higher in AWDYV and SEAD routing protocol as compared
to DSDV in all cases as shown in Fig.6(a). But AWDYV and
SEAD are proximity the same level at pause time started
from '0's to "20's, whereas the AWDYV routing protocol is
higher than SEAD from greater than 20's pause time. The
average end-to-end delay of packet delivery at the higher
movement speed of 20m/s the proposed AWDYV secure
routing protocol is good performance with lower delay
packets delivery at pause time start in range '0's < pause
time <'40's are compared with SEAD secure routing
protocol and DADV routing protocol, where DSDV is
higher and from pause time 40s to 100s at the end of
simulation time are similar average end-to-end delay of
both secure routing protocols, where DSDV is lower. So
that in the higher movement speed of 20m/s the proposed
AWDV and SEAD protocols dose not stable of routing
protocol within environment of attacker and lost because a
stale routing table entry directed them to be forwarded over
a broken link with high movement speed.

b)- Simulation time 900s: The average end-to-end delay of
packet delivery at the lower movement speed of 2m/s the
proposed AWDYV secure routing protocol is higher delay of
packet delivery at pause time start in range '300's<pause
time<'800's are compared with SEAD secure routing
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protocol and with DADYV routing protocol at pause time
from '500's to '900's as shown in Fig.6(b). The average
end-to-end delay of packet delivery at the higher
movement speed of 20m/s as the same the proposed
AWDYV secure routing protocol is higher delay of packet
delivery at pause time started from '0's to '400's and from
'700's to '900's compared with SEAD secure routing
protocol, otherwise the proposed AWDYV secure routing
protocol is lower delay of packet delivery at in all cases
of pause time.

Average End-End delay

e AWDV spast Zmis

—a—SEAD spess Zmis

—s— oV =

AINDV spees 20mis

Avorage End-End dolay (soc)

e SEAD spess 20mis

—& —=—osov

uy

o 10 20 30 a0 50 60 70 80 %0 100

Pause Time(sec)

Fig.6(a) Average end to end delay at simulation time 100s.

Average End-End delay

Average endto end delay(soc)

[ 100 200 300 200 500 800 700 800 200

Pause time(sec)

Fig.6(b) Average end to end delay at simulation time 900s.

It is obvious that the performance of AWDV under
average end-to-end delay of packet delivery metric the
authenticated digital watermarking algorithm consuming
lower prepared delay of packet delivery than compared
with the SEAD routing protocol using one way hash
function with high consuming faster algorithm and the
DSDV routing protocol has worst performance
compared to both.

5.3.3. Normalized routing load comparison

a)- Simulation time 100s: In all cases, at the lower
movement speed of 2m/s, DSDV demonstrates
significantly lower normalized routing load than
proposed AWDYV and SEAD of secure routing protocol
as shown in Fig.7(a). Moreover at the higher movement
speed of 20m/s, the proposed AWDV and SEAD of
secure routing protocol demonstrates significantly lower

routing load than DSDV at pause time started from '55's to
'100's end of simulation time.

b)- Simulation time 900s: The normalized routing load at
the lower movement speed of 2m/s, the DSDV routing
protocol is lower normalized routing load with compared
the proposed AWDYV and SEAD secure routing protocol as
shown in Fig.7(b). The normalized routing load was higher
in the proposed AWDV secure routing protocol with
compared to DSDV routing protocol and SEAD secure
routing protocol.

The normalized routing load at higher movement speed of
20m/s, the proposed AWDV and SEAD secure routing
protocols are higher routing load than DSDV routing
protocol as shown in Fig.7(b). Where the proposed AWDV
and SEAD secure routing protocols are the same
normalized routing load.

Normalized routing load
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Fig.7(a) Normalized routing load at simulation time 100s.
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Fig.7(b) Normalized routing load at simulation time 900s.

5.3.4. Routing overhead comparison

a)- Simulation time 100s: The routing overhead as shown
in Fig.8(a) is the number of routing overhead packets
generated by routing protocols to achieve this level of data
packet delivery. In all cases, at the movement speed of
2m/s and 20m/s, DSDV demonstrates significantly lower
routing overhead. Moreover, the proposed AWDYV secure
routing protocol is demonstrates significantly higher
routing overhead than SEAD secure routing protocol and
DSDV protocol.
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b)- Simulation time 900s: The routing overhead of the
DSDV routing protocol is lower routing overhead than
proposed AWDV and SEAD protocols as shown in
Fig.8(b). The routing overhead was higher in the same
level of the proposed AWDV and SEAD protocols.

It is obvious that from the routing overhead the
performance analysis of proposed AWDV and SEAD are
higher network bandwidth overhead than DSDV
protocol, because it is required periodic authenticated
route updates to inform other nodes to achieve a
consistent routing table depending on malicious node
and mobility, but the proposed AWDYV protocol is higher
because the authentic routing update generated by
employ smaller incremental packet update one by one
until completed the entry table periodically.
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Fig.8(a) Routing overhead at movement simulation time 100s.
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Fig.8(b) Routing overhead at movement simulation time 900s.

5.3.5. Drop packets comparison:

a)- Simulation time 100s: The drop packets by malicious
nodes from the total drop packets at the lower and higher
movement speeds of 2m/s and 20m/s, the performance
analysis of proposed AWDYV protocol is a lower drop
packet by malicious node than the SEAD and DSDV
protocols as shown in Fig.9(a).

b)- Simulation time 900s: The drop packets by malicious
nodes from the total drop packets at the lower and higher
movement speeds, the DSDV routing protocol is higher.
But at higher movement speed 20m/s, the SEAD
protocol is lower drop packet by malicious node at pause
time start from '0's to '50's and from '450's to '900's as
shown in Fig.9(b).

53
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Fig.9(a) Drop packets at simulation time 100s.
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Fig.9(b) Drop packets at simulation time 900s.

6. Conclusion and Future Work

This paper proposed a novel authenticated digital
watermarking algorithm in mobile ad-hoc distance vector
routing protocol (AWDYV) to provides a secure routing
protocol and compared with two ad-hoc routing protocols
such as SEAD secure routing protocol and traditional
DSDV routing protocol. The performance analysis
evaluation of simulation setup ns-2 and metrics are based
on packet delivery ration, average end to end delay,
normalized routing load, routing overhead and drop packets
metrics. We have studied the results of the simulation
models, which are showed the effect under various pause
time and different movement mobility.

In this paper, over all we are suggesting that the proposed
AWDV outscores the traditional DSDV and SEAD
protocols in all aspects, and the proposed AWDV enhanced
table-driven routing protocol DSDV provides the solution
for the possible packet dropping attack in MANET.
Moreover the performance of AWDV under average end-
to-end delay of packet delivery metric the authenticated
digital watermarking algorithm consuming lower fast
prepared delay of packet delivery than compared with of
the SEAD using one way hash function with high
consuming faster algorithm and the DSDV routing protocol
has worst performance compared to both, where it is
having worst performance for high mobility 20m/s, because
it is not as adaptive to the route changes that occur. In the
future, extensive complex simulations could be carried out
using this paper code, in order to gain a more in-depth
performance analysis of the ad-hoc routing protocols with
the source-initiated on-demand routing protocols.
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