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Summary 
Electronic commerce is becoming more important along with 
fast progress of the Internet and information technology, many 
customers use e-cash instead of real cash in wide. An e-cash is 
issued by a bank with a fixed face-value. The face-value of the e-
cash is usually not fitted with actual amount, and it is 
inconvenient for customers to use. Moreover, it consumes huge 
amounts of computing resources and difficult to engage in 
electronic commerce with mobile devices for limited computing 
capability. This paper proposes a novel payment system with 
smart mobile devices, wherein customers are not limited to 
purchase e-cash with the fixed face-value. The amount of every 
transaction is deducted directly from the customer's account, 
eliminating the inconvenience of fixed face-value of the e-cash, 
and reducing online computation cost of a bank. Using a 
technique of trapdoor hash function to mitigate the 
computational cost, our system can be used with the mobile 
devices effectively. 
Key words: 
Electronic commerce, E-cash, Trapdoor hash function, Smart 
mobile devices. 

1. Introduction 

Owing to the rapid progress of the Internet and 
information technology, the electronic commerce has been 
used widely. Currently, researchers focus on the e-
payment system such that electronic cash [1-6], electronic 
check [7, 8], electronic traveler’s check [9, 10] and so on. 
The advantages of e-payment system are the customer 
doesn’t bring any real money to consume and achieves the 
property of transference and convenience. D. Chaum [1] 
proposed an e-cash system based on blind signatures. In 
the system, the customer had to purchase the e-cash via the 
Internet or directly from the bank in person, and banks 
issued the e-cash only in fixed face-value. Due to these 
restrictions and shortcomings, the customer cannot use e-
cash flexibly. Moreover, many researchers proposed the e-
cash payment protocol [1, 2, 4, 5, 6], using plenty of 
computational resources such that exponential operation. 
It causes the big burden for the system. Chang and Lai [5] 
proposed a flexible date-attachment scheme on e-cash and 

Juang [6] proposed the D-cash. In withdraw phase of 
previous scheme, if the customer wants to apply for e-cash, 
it will attach date slip on the e-cash. The date slip adapts 
to request the bank signing the signature on the date of 
payment. Because of attaching the date slip, it needs 
signing the signature with the bank to prevent the 
conspiracy between customers and merchants. This system 
consumes huge computational cost for using the digital 
signature twice. 
To eliminate the shortcomings above, we proposed a novel 
e-cash payment protocol using a trapdoor hash function on 
smart mobile devices. This system would temporarily 
freeze and deduct the amount of the transaction from 
customers’ accounts. The customer would be unable to 
exceed the balance of his/her account, thus avoiding the 
possibility of overspending. To integrate trapdoor hash 
function into the system, the computational cost on the 
customer side would require only the integer 
multiplication and addition; hence, it would reduce 
computational costs and make the system more suitable for 
application with mobile devices. 
On the other hand, many applications of e-cash is used on 
smart card, the customers need to bring different smart 
cards issued by the banks to consume, which is very 
inconvenient. Moreover, many researchers have proposed 
systems that do not explain how to transfer the e-cash to 
the merchant over the transaction. For the current QR-
code applications, it usually needs to print the visual graph 
on the paper. For instances: boarding card, high speed 
railway and so on. It causes the consumption and pollution. 
This system packages the payment information from the 
bank with QR-Code (Quick Response) code and transfers 
the visual graph to the merchant. The merchant will 
recognize it by QR-code recognizer and sends it to the 
bank for verifying the validity of the user and the double-
spending problem. In the whole transaction processes, it 
doesn’t need to consume any paper and reduce the cost to 
achieve the paperless transaction. 
The paper is organized as follows. Briefly introduce the 
concept of the trapdoor hash function in Section 2. In 



IJCSNS International Journal of Computer Science and Network Security, VOL.11 No.6, June 2011 

 

13

Section 3, a brief description of Chang and Lai’s e-cash 
protocol is shown. In Section 4, we propose a novel 
payment system. The security analysis is given in Section 
5. Section 6 then provides the discussion of the protocol. 
Finally, the conclusion is given in Section 7. 

2. Preliminary on Trapdoor hash function 

The hash functions are applied to the technique of digital 
signature commonly, the digital signature can be divided 
into three phases: signing key generation, signing, and 
signature verification. In general, using hash functions to 
extract the abstract of the document to be signed and 
signing the digital signature on the abstract.   
Collision-resistance is one of the important properties of 
traditional hash functions. For Chameleon functions [11] 
or trapdoor hash functions [12-15], the property of 
collision-resistance is optional; the owner of a trapdoor 
key can easily find other collided pre-images and produce 
the same trapdoor hash value. For instance, assuming 
TH(⋅) represents a trapdoor hash function and a trapdoor 
hash value v = TH(h1), the owner of the trapdoor key can 
compute h2; hence, v = TH(h2) = TH(h1) when knowing h1. 
The online Computational cost of Chameleon function 
(collided pre-images) requires a multiplication and modulo 
operation. In the literature [12], only one modulo 
operation was required for the computation. In the 
literature [14, 15], the computational cost were reduced to 
one integer multiplication and addition, it is suitable for 
the mobile devices with limited computational resources. 
The techniques mentioned in literature [14, 15] are as 
follows:  
Let p, q, t, P and Q be prime numbers, the compound 
number n is the product of P and Q; that is, n = P ⋅ Q, P = 2 
⋅ p ⋅ t + 1, Q = 2 ⋅ q + 1. |P|, |Q|, and |p| represent the encoded bit 
length of P, Q, and p. |P| = |Q| = 512, |p| = l = 160. The order 
of g ∈ Z * 

n  is p. Randomly selecting x ∈R {0, 1}l; 
Computing y = gx mod n. The trapdoor key is TK = x, and 
the public key is HK = (g, n, y).  
If the message m1 ∈R {0, 1}l, the hash operation is to 
obtain the hash value of the message m1. The processes are 
as follows. 
1. Randomly Selects: r1 ∈R {0, 1}2⋅l + k,  
2. Computes the trapdoor hash value: v = THHK(m1, r1), i.e., 
v = gr1 ⋅ ym1 mod n.  
After determining r1, then the hash value of message m1 is 
v = THHK(m1, r1). The owner of a trapdoor key can use the 
trapdoor operation to obtain m2 and r2 such that v = 
THHK(m1, r1) = THHK(m2, r2). The detailed processes of the 
trapdoor operation are shown as below.  
1. Determines the message: m2 ∈ {0, 1}l,  

2. Computes r2, i.e., THTK(m2) = r2 = r1 + (m1 - m2) ⋅ x.  
Although integer arithmetic is used for computing r2, the 
confidential information (m1 - m2) ⋅ x is still properly 

hidden behind the random number r1 because |r1| = 2 ⋅ l + k, 
k = 80. Similar research of information hiding techniques 
can also be seen in the literature [16-18]. 

3. Review of Chang and Lai’s scheme 

In this section, we review of the Chang-Lai’s scheme [5]. 
The date-attachment e-cash scheme is for customer to 
attach the effective date into e-cash. Their system is 
divided into five phases: initializing phase, withdrawing 
phase, unblinding phase, date-attaching phase and 
depositing phase. The brief description is shown as 
following. 

Initializing phase: There are three participants in the 
protocol: the customer, the merchant and the bank. Firstly, 
the back generates two pairs of RSA keys. That is, the 
public keys are (n, e) and (n', e'), and the private keys are 
(d, p, q) and (d ', p', q'). 
Withdrawing phase: The customer randomly chooses the 
blinding factor *

1 nR Zr ∈  and computes 

nmHre mod)(1 ⋅=α then sends α to the bank. The bank 
signs the message α then transmits the signature 

nt d mod1 α=  back to the customer and deducts w dollars 
from the customer’s account. 
Unblinding phase: After receiving t1, the customer 
computes ntrs mod1

1
1 ⋅= − to obtain the e-cash (w, s). The 

customer chooses the random blinding factor 
*

2 nR Zr ′∈ and sends the blind 

message nsGre ′⋅= ′   mod)(2β to the bank. After 
receiving β , then uses the private key to generate the 

blind signature nt d ′= ′ mod2 β and sends back to the 

customer. The customer computes ntr ′⋅= − mod2
1

2δ , 
where δ is the date slip.  
Date-attaching phase: When the customer decides to 
purchase, the customer sends ),( sδ and (a, b, c), where is 
(a, b, c) is the effective date. The bank checks the 

validation of the date slip with nsGe ′=
′ mod)(?δ . If it holds, 

the bank sends ncbasGs d ′=′ ′ mod))||||||((  to the 
customer. 
Depositing phase: If the customer wants to purchase the 
merchandises, the customer sends the e-
cash )),,(,,,( cbasms′ to the merchant for the w dollars. The 
merchant verifies the validity of the e-cash by 

nmHse mod)(?
= and ncbasGs e ′=′ ′ mod)||||||(? . If it holds, 

the merchant sends the e-cash )),,(,,,( cbasms′ to the bank 
for checking double-spending problem. If the e-cash is 
fresh, the bank deposits the amount into the merchant’s 



IJCSNS International Journal of Computer Science and Network Security, VOL.11 No.6, June 2011 
 

 

14

account and stores the transaction information in its 
database. 
In their scheme, it adopts the date-attachment on e-cash 
can be used more flexible, unfortunately, owing to the 
date-attachment, the bank needs to signing the signature 
on the date slip. It increases the cost of computation and 
communication. 

4. The proposed scheme 

In order to solve the above flaws, this paper introduces the 
mobile pre-paid system based on trapdoor hash functions. 
If the customer wants to purchase merchandises through 
the Internet, after receiving the purchase order, the 
merchant would sign up the order and send the valid 
transaction information back to the customer. When 
payment is required, the customer would use an electronic 
payment certificate issued by the bank to request payment 
from the bank. After receiving the certificate from the 
customer, the bank would confirm whether the customer’s 
balance is enough, electronic payment certificate and order 
information were valid. If all checked out, the bank would 
temporarily freeze the amount of the transaction in the 
customer’s account and send the transaction information 
to the merchant, verifying that the customer can afford it. 
The merchant would accept the order and deliver the 
merchandises to the customer. After receiving 
confirmation that the customer has received the goods 
already, the bank would deduct the total amount of the 
purchase from the customer’s account and deposit it into 
the merchant’s account.   
The mobile pre-paid system consists of three entities: 
customer, merchant, and bank. This system will be 
illustrated in Fig. 1. 

 
Fig. 1: The mobile pre-paid system 

The procedures are as follows: 

1. Customer accepts the price. Using the e-cash issued 
by the bank and packages it as the QR code visual 
graph and places the order. 

2. The merchant verifies the graph with QR code 
recognizer and delivers it to the bank for verifying. 

3. The bank freezes the purchase amount of the 
customer’s account and notifies the merchant to 

deliver the merchandises to the customer. 
4. Merchant delivers the merchandises to the customer.  
5. Customer confirms with the bank that they have 

received the goods already; the bank may proceed 
with the payment. 

6. The bank deposits the payment into the merchant’s 
account. 

4.1 Parameters and Notations 

The parameters and notations for mobile pre-paid system 
can be divided into four sections: the public system’s 
parameters, the bank’s parameters, the customer’s 
parameters, and the merchant’s parameters. There would 
be described as follows: 

The Public System’s Parameters 

H(⋅): The collision-resistant one-way hash function and 
defines H(⋅):{0, 1}*→Z* 

n . 
k, l: The confidential parameters classified in accordance 
with level of security. For instance, k = 80，l = 160. 

The Bank’s Parameters: 

IDB: The identity of the bank.  
P, Q, p, q, t: All large prime numbers and P, Q have the 
same encoded bit length. P = 2 ⋅ p ⋅ t + 1, Q = 2 ⋅ q + 1. 
n: The product of two large prime numbers, for instance, n 
= P ⋅ Q. 
g: g ∈R Z* 

n  is with the order p, the encoded bit length of p 
is l, for instance, |p| = l. 
d, e: The bank’s signing key and public verification key,  
e ∈R Zn and d ⋅ e = 1 mod (P - 1) ⋅ (Q - 1). 

The Customer’s Parameters: 

IDi: The identity of the customer i. 
x1: The trapdoor key selected by the customer, for instance, 
TK = x1, and x1 ∈R {0, 1}l. 
HK: The public key corresponding to the trapdoor key, for 
instance, )mod , ,( 1

1 ngyngHK x==  
m1, r1: The random message and the random number 
selected by the customer, for instance, m1 ∈R {0, 1}l, r1 ∈R 
{0, 1}2⋅l + k. 

The Merchant’s Parameters: 

IDM: The identity of the merchant.  
MP: The price of the purchased goods. 
MN: The name of the purchased goods.  
TI: The transaction information is included time, date and 
serial number of the purchase order. 
SigM(⋅), VerM(⋅): The merchant uses signing key to sign the 
message, and verifies the signature with the merchant’s 
public verification key. 

4. 

6. 

2. 
5. 

Merchant 

1. 

3. 

Bank 

Customer 
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EncM(⋅), DecM(⋅): The encryption and decryption function 
of the merchant. 

4.2 The procedures of mobile pre-paid system 

The mobile pre-paid system can be divided into three 
phases: the registration phase, the payment phase, and the 
deposit phase. Fig. 2, 3, 4 would show the three phases, 
respectively. 

(1) The registration phase 

In this phase, if the customer wants to apply for the e-cash 
from the bank, firstly, he/she needs to open the bank 
account with the smart mobile devices via the Internet, 
then selects a random number x1 ∈R {0, 1}l ,and calculate 
y1 = gx1 mod n. The public key for the trapdoor hash 
function is HK = (g, n, y1) and the trapdoor key is x1. In 
order to apply for an electronic payment certificate σ, the 
customer calculates the trapdoor hash value and sends 
his/her identity IDi and the hash value A to the bank. The 
process is shown as follows. 
1. Randomly generates message m1 ∈R {0, 1}l and number 
r1 ∈R {0, 1}2⋅l + k. 
2. Computes the trapdoor hash value A = THHK (m1, r1, y1) 
= gr1 ⋅ y1

m1 mod n. 
3. Transmits identity message IDi, and the trapdoor hash 
value A to the bank. 
After receiving the registration message, the bank uses its 
signing key d to sign the message and generate an 
electronic payment certificate σ. The bank will send the e-
payment certificate σ to the customer. The process is 
shown as follows.   
1. Computes σ = H (IDi, A)d mod n. 
2. Transmits the electronic payment certificate σ to the 
customer.  
After receiving the certificate σ, the customer verifies if σ 
is a valid signature on the registration message signed by 
the bank, then check σe ? 

= H (IDi, A) mod n. If it holds, the 
customer stores the random pair (m1, r1, x1) and the e-
payment certificate σ into the smart mobile devices. Then 
compute another pair (m2, r2) in the payment phase such 
that both pairs generate the same trapdoor hash value. Fig. 
2 shows the process of the registration phase as below. 

 
Fig. 2: The registration phase 

(2) The payment phase 

1. When the customer agrees the price of the merchandises 
and would like to purchase, the customer will determine 
the document m2 = H(IDi, IDM, IDB, MN, MP). The 
contents of the document include: the identity of the 
customer, merchant and bank, name and price of the 
purchased goods. 
2. The customer retrieves the stored information (m1, r1, 
x1) from the smart mobile devices. 
3. Firstly, selects a new trapdoor key x2 ∈R {0, 1}l and 
compute y2 = gx2 mod n. Then execute the trapdoor 
operation THTK (m2) = r2 = r1 + x1 ⋅ m1－ x2 ⋅ m2. For r1 + x1 ⋅ 
m1 = r2  + x2 ⋅ m2, it implies that A = gr1 ⋅ y1

m1 = gr2 ⋅y2
m2 mod 

n. 
4. Let α = EncM (σ, A, IDi, IDM, IDB, MN, MP, r2, y2) forms 
the payment information. The customer utilizes QR Code 
generator to package the payment information α as the QR 
Code visualization graph and transmits it to the merchant. 
After receiving the encrypted order α, the merchant uses 
code recognizer to verify the graph and decrypts the order 
α with its decryption key to obtain the order information. 
That is, DecM (α) = (σ, A, IDi, IDM, IDB, MN, MP, r2, y2). 
The merchant adds the transaction information TI to the 
order and forms a quotation then signs with his signing 
key, that is, s = SigM (σ, A, IDi, IDM, IDB, MN, MP, r2, y2, 
TI). Then the merchant sends the signature s to the bank 
for verifying. Fig. 3 shows the process of the payment 
phase as below. 
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Fig. 3: The payment phase 

(3) The deposit phase 

After receiving the payment information, the bank uses the 
merchant’s public key to decrypt the message and obtain 
the payment information (σ, A, IDi, IDM, IDB, MN, MP, r2, 
y2, TI). The bank then verifies the validity of the quotation 
signed by the merchant; that is, check VerM(s) ? 

= “True” and 
the customer’s account balance for the purchase. The bank 
also verifies the legality of the customer’s e-payment 
certificate, double-spending problem and order 
information. The verification process is shown as follows: 

1. Verifies the merchant’s quotation VerM (s) ? 
=  “True”. 

2. Combines the document m2 =H(IDi, IDM, IDB, MN, MP).  
3. Computes the trapdoor hash value A = THHK(m2, r2, y2) 
= gr2 ⋅ y2

m2 mod n. 
4. Verifies the validity of e-payment certificate; that is 
 σ e ? 

= H(IDi, A) mod n. 

After verifying the above information, the bank accepts 
the payment information and temporarily freezes the MP 
amount in the customer’s account. The bank transmits the 
verified transaction information to the merchant; the 
merchant accepts this order and delivers the merchandises 
to the customer. The customer transmits the transaction 
completion message to the bank when he/she received the 
merchandises. After receiving the completion message, the 
bank stores the transaction details (σ, IDi, IDM, IDB, MN, 
MP, r2, y2, s, TI) in its database and deposits the amount 
MP to the merchant's account. Fig. 4 shows the process of 
the deposit phase. 

 
Fig. 4: The deposit phase 

5. Security analysis 

The mobile pre-paid system can achieve the following 
security requirements.  

(1) Unforgeability 

Every legal quotation has to be signed by the merchant 
with its signing key. If an attacker wants to forge the 
information of quotation, he/she need to obtain the 
merchant’s signing key, but it is difficult to get. Moreover, 
only the legal customer possesses the trapdoor key. 
Without this trapdoor key, it would be difficult for an 
attacker to compute (m2, r2, y2) such that the trapdoor hash 
value A = THHK (m2, r2, y2) = 

22
2

mr yg ⋅  mod n.   

(2) Undeniability 

For every transaction made between the customer and the 
merchant, the quotation has to be signed by the merchant’s 
signing key. After the signature is completed, the 
merchant will transfer the quotation to the bank, the bank 
uses the public key published by the merchant to verify the 
quotation. The merchant cannot deny signing the 
information on the quotation. On the other hand, in the 
payment phase, the customer uses his/her own trapdoor 
key to compute THTK(m2) and obtain (m2, r2, y2) and 
generate the trapdoor hash value A. Only the customer 
who knows the trapdoor key could perform the 
computation of THTK(m2). Therefore, the customer cannot 
deny the transaction information. 
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(3) Accuracy  

The quotation generated by the merchant. Therefore, it can 
be provided to any party for verifying. If any party wants 
to check the accuracy of the quotation, he/she can use the 
public key published by the merchant to verify the 
signature s and the transaction information TI. 

(4) Prevention of Double-Spending 

The payment information (σ, A, IDi, IDM, IDB, MN, MP, r2, 
y2, TI) is generated after the transaction between the 
customer and the merchant. The bank stores the payment 
information to its database. When the bank receives a new 
payment request from the customer, the bank will check 
its database to ensure that no other payment information 
exists in the database. If the same payment information is 
found, the request for the new payment will be rejected. It 
can prevent any possibility of double-spending problem 
from the customer’s account efficiently. 

6. Discussion 

In this section, we would discuss the performance and the 
advantages of the mobile pre-paid system. The comparison 
table is shown as Table 1. 

More flexible for E-cash 

For the previous researcher’s e-cash systems [1-6], the 
customer had to apply for the fixed amount of e-cash from 
the bank for payment. When the transaction amount would 
be more than the applied amount, it needs to apply for it 
again. Hence, in this proposed system, every transaction is 
paid directly to the merchant through the bank. The bank 
deposits the amount directly from the customer’s account, 
so the customer’s amount consumption is based on his/her 
account balance. Therefore, there are no problems of idle 
balance and cannot afford it.  

Reducing the online computation and more efficiently 

Chang and Lai [5] proposed the protocol that requires a 
huge number of modulo and hash operations to complete 
the purchase and deposit phases. The details are shown as 
Table 1. Comparing with both protocols, the 
computational cost doesn’t greater than Chang and Lai’s 
protocol too much. Nevertheless, customers must to apply 
for new e-cash when he/she used it. It needs more waiting 
time and computational cost, which is inconvenient for the 
customer. There are no above problems in our protocol, 
because the deduction is based on customer’s account. 
Applications of such protocols with mobile devices have a 
number of shortcomings including limited battery power 
and low computational capabilities. The protocols 
developed in this paper including the trapdoor hash 
functions to reduce the limitations of online computation 

cost by using only integer multiplication, making it 
effective for applications with mobile devices. 
 

Table 1: Computational cost evaluation 

Computational cost Withdraw Payment Deposi
t 

Chang 
and 

Lai’s 
scheme

Customer

1Texp 

+2Tmul 

+1Tdiv 

+1TH 

1Texp 

+2Tmul 

+1Tdiv 

+1TH 

0 

Merchant 0 2Texp+2TH 0 

Bank 1Texp 3Texp+2TH

2Texp 

+2TH 

Our 
protoco

l 

Customer
4Texp 

+1Tmul 

1Texp 

+2Timul 

+2Tadd 

+1Tasym 

+1TH 

0 

Merchant 0 
1Texp 

+1Tasym 

0 

Bank 
1Texp 

+1TH 

0 

4Texp 

+1Tmul 

+1TH 

Texp: The exponential operation. 
Tasym: The asymmetric encryption/decryption operation. 
Tmul: The modulo multiplication operation. 
Timul: The integer multiplication operation. 
Tdiv: The modulo division operation. 
Tadd: The integer addition operation. 
TH: The one-way hash function. 

7. Conclusions 

In this paper, we proposed a novel e-cash payment 
protocol using trapdoor hash function on smart mobile 
devices. Customers can easily use the smart mobile 
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devices to apply for the e-cash and purchase the 
merchandises conveniently. The customer doesn’t 
withdraw e-cash from the bank anymore. This system 
deducts the amount of the transaction from the customers’ 
accounts directly and resolves the idle remainder of the 
previous e-cash systems. By using trapdoor hash function, 
this protocol can reduce the computational cost and 
achieve the security requirements of e-commerce systems. 
Our protocol have more computational cost than Chang 
and Lai’s scheme in the withdraw phase. However, if the 
e-cash doesn’t be fitted with the price of the merchandises 
that needs to apply for the e-cash again, it needs more 
computational cost. In the future, we’ll figure out the more 
efficient protocol not only for the customer but also for the 
bank. 
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