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Summary 
Recently, much attention is paid to the network security 
including information leak through a network. As one of 
the important technologies about network security, there is 
an access control for network services. There are some 
methods of access control: the access control by packet 
filtering mechanism on the network server side, the access 
control by the communication control mechanism on the 
network such as VPN, and the access control by the packet 
filtering mechanism on the client computer server side 
such as a personal firewall of a quarantine network. In this 
paper, a new access control is proposed. This new access 
control is realized by combing the access control on the 
network server side with that on the client computer side. 
Then, the access control is realized by DACS Scheme as a 
network management scheme we have been proposed. 
Key words: 
Access control, Packet filtering, Policy-based network 
management 

1.  Introduction 

Recently, much attention is paid to the network security 
including information leak through a network. As one of 
the important technologies about network security, there is 
an access control for network services. In university 
networks, it is often necessary to improve security level so 
that only a user allowed to use network services can use 
them. To be concrete, the access control for network 
servers such as a POP server and a file server in which 
data for individual users is handled is needed. Moreover, 
when a network can often be managed in each laboratory, 
a computer management section may not manage a whole 
network. In that case, because a network administrator 
cannot often change the system network configuration 
freely, the method that does not need to change the 
network configuration will be expected. In addition, 
because there are numerous network services on the 
network, the access control for not only specific network 
services but also other network services is needed. 

As methods to perform the access control of the 
communications that were sent from a client computer to 
network services every user, there are some methods as 
follows. First, there is a method to perform an access 
control on the network server side. For example, by 
making VPN support the communication between a client 
computer and a network service and rejecting the 
communication not supported by VPN on the network 
server side, the access control is performed. In this method, 
the access control on the network server side can be 
achieved reliably, because the network server side’s 
setting needed for that control is done by a system 
administrator. Though the setting of every network server 
needs to be done by the system administrator, the 
configuration change of the network is not needed. Next, 
there is another method to perform the access control by 
the mechanism for communication control 
(Communication Control Service) which is located on the 
network. In this method, the access control by 
Communication Control Service on the network can be 
achieved depending on network configuration. The setting 
of every network server does not need to be done by the 
system administrator. However, the configuration change 
of the network is needed. Moreover, there is other method 
to perform the access control by the packet filtering 
mechanism located on the client computer such as a 
personal firewall of quarantine network. In this method, 
the access control on the client computer is not achieved 
certainly, though the setting of every network server does 
not need to be done and the configuration change of the 
network is not needed by the system administrator. Among 
these methods, there is no method which achieves the 
reliable access control without the setting of every 
network server and the configuration change of the 
network. 

To realize the access control such as this, we propose a 
new access control by combing the access control on the 
network server side with that on the client computer side. 
To be concrete, it is realized by functions of DACS 
(Destination Addressing Control System) Scheme. As the 
process of the access control on the client computer, it is 
judged whether the passing of the communication from the 
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client computer is permitted or not permitted first. When 
the passing is permitted, the communication from the 
client computer is sent as VPN communication to the 
network server side through the VPN mechanism on the 
client computer. When the passing is not permitted, the 
communication is rejected by the packet filtering 
mechanism on the client computer. Then, the access 
control on the network server side is performed by 
rejecting or permitting the communication except the 
above VPN communication. 

The basic principle of DACS Scheme is as follows. 
Communication control every user is realized by locating 
the mechanism of destination NAT and packet filtering on 
the client computer, and a whole network system is 
managed through that communication control [1]. Then, 
the function was extended so that communication control 
every client computer can coexist with communication 
control every user in the practical network. In addition, 
two kinds of functions of Web Service, which are realized 
on the network introducing DACS Scheme, are described 
as follows. The first function of Web Service is that, data 
which is stored in database dispersed on the network can 
be used efficiently [2]. The second function of Web 
Service is that, data which is stored in document medium 
such as PDF file and simple text file can be used 
efficiently [3]. Moreover, the information usage system for 
realizing the Portal which users can customize easily and 
freely is described. 

In chapter 2, the existing method of an access control is 
explained and compared with a new access control 
proposed in this paper. The functions of DACS Scheme 
are explained in chapter 3. In chapter 4, the possibility of 
the new access control is confirmed by verifying the 
movement of the DACS Scheme’s prototype system. 

2.  Existing Research and New Access Control 

Methods of the access control for the communication 
from a client computer to a network server are described 
as follows from (1) to (3). 
 
(1) Method of the access control on the network server 

side. 
(2) Method of the access control on the Communication 

Control Service located on the network. 
(3) Method of the access control on the client computer 

side. 
 

The characteristics of these methods are described in 
Figure 1. 

In the method of (1), an access control can be achieved 
reliably, because the setting which is needed for that 
control is done by a system administrator. Then, the 
setting of every network server by the system 

administrator needs to be done, and the configuration 
change of the network by the system administrator is not 
needed. As examples of this method, there are some 
methods as follows from (a) to (b). 
 

 
Figure 1 Characteristic of Three Methods 

 
(a) Method of an access control by the mechanism 

which is located on the network server side. [4][5] 
   (b) Method of an access control by making VPN 

support the communication between a client 
computer and a network service and rejecting the 
communication not supported by VPN on the 
network server side.  

 
In the method of (2), an access control can be achieved 

by the Communication Control Service. Then, the setting 
of every network server by the system administrator is not 
needed, and the configuration change of the network by 
the system administrator is needed. As examples of this 
method, there are some methods such as follows from (c) 
to (e). 

 
      (c) Method of an access control for the communication 

between LAN (Local Area Network) and external 
network by VPN [6][7][8] and Opengate [9][10]. 

      (d) Method of an access control for the communication 
from a client computer to a network server in the 
different network via Communication Control 
Service such as quarantine network with gateway 
[11] or other mechanism [12][13][14]. 

      (e) Method of an access control on access point in 
wireless LAN [15]. 

 
In the method of (3), an access control can not be 

achieved certainly. The setting of every network server 
and the configuration change of the network by the system 
administrator is not needed. As examples of this method, 
there is a method to use the personal firewall of quarantine 
network [16][17]. 
In the three methods explained to here, there is no 
method having the following three points. 
 
  Point1:  Access control is performed reliably. 
  Point2: There is no need of the setting every network 

server. 
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  Point3: There is no need of changing the network 
configuration. 

 
To realize the access control having three characteristics, 

we propose a new access control realized by combing the 
access control on the network server side with that on the 
client computer side. As the confusing point, it is 
explained about the difference between the proposed 
access control and the existing access control by VPN 
shown in (b) of section 2. The existing access control by 
VPN is performed on the network server side for the 
communications from all client computers. On the other 
hand, the proposed access control is performed on the 
network server side for only communications which pass 
the packet filtering mechanism on the client computer as 
shown next.  

 

 
Figure2 New Access Control 

In Figure 2, a new access control is shown. The packet 
filtering mechanism is located on the client computer, and 
the access control for the communication from a client 
application is performed as shown in (Y) of Figure2 as the 
process on the client computer. To be concrete, it is judged 
whether the passing of the communication from the client 
application is permitted or not permitted first. When the 
passing is permitted, the communication from the client 
application is sent to the network server side as VPN 
communication through the VPN mechanism on the client 
computer. When the passing is not permitted, the 
communication from the client application is rejected by 
the packet filtering mechanism on the client computer. 

Then, after the passing of the communication from the 
client application is permitted on the client computer, the 
access control on the network server side in (Z) of Figure2 
is performed. By rejecting the communication except VPN 
communication in (X) of Figure3 on the network server 
side, the communication form the client computer which 

does not have packet filtering mechanism and VPN 
mechanism is rejected on the network server side. 
However, depending on the network policy and security 
policy, that communication may be permitted. In that case, 
the packet filtering mechanism on the sever side can pass 
that communication.  

3.  Functions of DACS Scheme 

 
Figure3 Function of DACS Scheme (1) 

First, summary of DACS Scheme is explained. Figure3 
and Figure4 shows the functions of the network services 
by DACS Scheme. At the timing of the (a) or (b) as shown 
in the following, DACS rules (rules defined by user unit) 
are distributed from DACS Server to DACS Client. DACS 
Server has the function for storing the communication 
control rules, and DASC Client has the function for 
controlling the communication sent from a client computer 
based on the above rules. Then, DACS Control has the 
function for controlling the normal communication, and 
DACS SControl has the function for changing the normal 
communication into the VPN communication.  

 
(a) At the time of user’s logging in the client computer 
(b) At the time of a delivery indication from the system 

administrator 
 
According to distributed DACS rules, DACS Client 

performs (1) or (2) or (3) operation as shown in the 
following. Then, communication control of the client 
computer is performed for every login user. 

 
(1) Destination information on IP Packet, which is sent 

from application program, is changed by destination 
NAT. 

(2) Packet from the client computer, which is sent from 
the application program to the outside of the client 
computer, is blocked by packet filtering mechanism. 
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(3) Communication between a client computer and a 
network server is supported by VPN with the port 
forward function of SSH, after the destination of the 
communication is changed to localhost (127.0.01) 
by the function of (1). 

 
An example of the case (1) is shown in Figure3. In 

Figure3, the system administrator can distribute a 
communication of the login user to the specified server 
among server A, B or C. Moreover, the case (2) is added. 
When the system administrator wants to forbid user to use 
MUA (Mail User Agent), it will be performed by blocking 
IP Packet with the specific destination information. An 
example of the case (3) is shown in Figure4. The 
communication is supported by VPN, and the system 
administrator can distribute that VPN communication of 
the login user to the specific server A,B or C. 

In order to realize DACS Scheme, the operation is done 
by DACS Protocol as shown in Figure5. DACS rules are 
distributed from DACS Server to DACS Client in (a) of 
Figure5, and applied to DACS Control and DACS S 
Control in (b) and (c) of Figure5. The normal 
communication control such as a modification of the 
destination information or the communication blocking is 
performed at the network layer in (d) of Figure5. Then, 
when a communication is supported by VPN, the 
communication is performed from (f) to (g) via (e). The 
VPN communication of (g) is sent by DACS S Control. 
By using the port forwarding function of SSH, the VPN 
communication to tunnel and encrypt the communication 
between a network server and a client computer with 
DACS Client is realized. Normally, to communicate from 
a client application to a network server by using the 
function of port forwarding of SSH, it is needed for local 
host (127.0.0.1) to be indicated on that application as a 
communicating server. By using this function, the 
transparent use of a client computer as a characteristic of 
DACS Scheme is not failed. The transparent use of a 
client computer means that, even if configuration change 
of network servers is performed, a client computer can be 
used continuously without changing setups of the client 
computer. The communication control for this function is 
performed with DACS SControl by the function of SSH. 
By using these two functions, VPN communication or no 
VPN communication for each network service can be 
selected for each user. In the case of no VPN 
communication being selected, the communication control 
is performed by DACS Control as shown in (d) of Figure5. 
In the case of VPN communication being selected, 
destination of the communication is changed by DACS 
Control to localhost. Then, the port number is changed to 
the number assigned for each communication. After that, 
the communicating server is changed to the network server 
and VPN communication is sent by DASC SControl as 

shown in (g) of Figure5. In DACS rules applied to DACS 
Control, localhost is indicated as the destination of 
communication. In DACS rules applied to DACS 
SControl, the network server is indicated as the destination 
of communication. Then, by changing the content of 
DACS rules applied to DACS Control and DACS 
SControl, the control in the case of VPN communication 
or no VPN communication is distinguished. 

 

 
Figure4 Function of DACS Scheme (2) 

In DACS Scheme, there are two points which may be 
worried about security. 

First, because communications between a client 
computer and an authentication server are encrypted by 
the encrypted function, authentication information such as 
user name and pass word doesn’t be intercepted by a 
malicious user. DACS Scheme is using OpenLDAP as an 
authentication server and OpenLDAP has the function of 
encrypted communication called SSL/TLS (Secure 
Sockets Layer/Transport Layer Security) as default.  

Next, because communications between DACS Sever 
and DACS Client are encrypted simply by the port 
forwarding function of SSH, packet sniffering is prevented. 
Because DACS Scheme is using OpenSSH as a VPN 
client, the setting for the port forwarding function is done 
very simply. 
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Figure5 Layer setting of DACS Scheme 

4.  Experimental results 

4.1 Ranges and Contents of Movement 
Verification in Prototype System 

To confirm the possibility of a new access control, it is 
necessary to confirm the following Items. By confirming 
Item 1 and Item 2, it is confirmed that the communication 
not supported by VPN is denied on the network server 
side. By confirming Item 3, it is confirmed that the 
communication not supported by VPN is permitted on the 
network server side. By confirming Item 4, it is confirmed 
that the access control on the client computer is realized. 

 
(Item 1) 

      Confirmation content:  
When the communication from a client application 
on the client computer having DACS Client is 
supported by VPN, access to network services can 
be realized. 

      Confirmation method:  
Permission of access to the Web Server in LAN is 
confirmed when one user logs into a client 
computer and the communication from that client 
application is supported by VPN. 
 

(Item 2) 
  Confirmation content:  

When the communication from the client 
application on the client computer not having 
DACS Client is not supported by VPN, access to 
network services can not be realized. 

Confirmation method:  
No permission of access to the Web Server in LAN 
is confirmed when another user logs into a client 

computer and the communication from that client 
application is not supported by VPN. 
 

(Item 3) 
Confirmation content:  

When the communication from the client 
application on the client computer not having 
DACS Client is not supported by VPN, access to 
network services can be realized. 
 

(Item 4) 
Confirmation content:  

The access control for the communication from the 
client application is performed on the client 
computer having DACS Client. 

 
Figure6 Prototype System 

Among these five Items, Item 3 does not need to be 
confirmed. This is because the communication method in 
Item 3 is the normal communication method when 
communication is not supported by VPN. Item 4 is a basic 
function of DACS Scheme, and has already been 
confirmed in the study of the conventional DACS Scheme. 
As the result, the possibility of this new access control is 
confirmed by confirming Item 1 and Item 2 in this 
experiment. The prototype system for movement 
verification is described in Figure6. The details of system 
configuration is described in the following (1)-(3). This 
prototype system is located on LAN which is separated 
from external network, and one Web Server and one client 
computer are connected to the LAN. Therefore, it is 
assured that communication for the network server is sent 
from the user who sits before the client computer and logs 
into that client computer. The details of this prototype 
system are described as follows. 

 
 (1)Server Machine 
 CPU: Celeron M Processor340 (1.5GHz) 
 OS: FedoraCore3 
 Language: JAVA(DACS Server) 
 Database: PostgresSQL 
 Web Server: Apache 
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(2)Client Machine 
 CPU: Celeron M Processor340 (1.5GHz) 
 OS: Windows XP professional 

Language: JAVA(DACS Client except DACS Control 
and DACS SControl) 

 Others: Visual C++ (DACS Control),  
Putty (DACS SControl) 

(3)Others 
Authentication Server:  

OpenLDAP-2.1.22-8(FedoraCore1) 
DHCP Server:  

Microsoft DHCS Server(WindowsNT4.0) 
DNS Server:  

bind-9.2.2.P3-9(FedoraCore1) 

4.2 Ranges and Contents of Movement 
Verification in Prototype System 

In this section, experimental results of movement 
verification in the prototype system are described. First, 
Item 1 was confirmed. The content is explained along the 
movement of prototype system. When the client 
computer with DACS Client was initialized, DACS rules 
were sent from DACS Server to DACS Client, and were 
applied to DACS Control and DACS SControl as shown 
in (a) of Figure6. When destination was changed by 
destination NAT of DACS Control, that destination was 
port 80 of localhost (127.0.0.1) in the rectangular frame 
of Figure7.  

 

 
Figure7 Results after the application of DACS rules to 

DACS Control 

When destination was changed by DACS SControl, that 
destination was the IP address of Web Server in Figure6. 
After DACS rules were applied, access to Web Server was 
performed through Web Browser. That communication 
was performed through the course from (b) to (c) in 
Figure6. Then, by the port forwarding function of SSH 
Client as DACS SControl, the destination was changed to 
the Web Server and that communication was encrypted in 
(d) of Figure6. As the result, response from Web Server to 
Web Browser was returned and Web page was displayed 
on that Web Browser. Then, because communication 
except the port of SSH (22) from the client computer was 
denied on Web Server and error message from Web 
Server was returned, it was confirmed that communication 
was surely supported by VPN. At that point, 

communication records of the personal firewall on Web 
Server were confirmed. As the rectangular frame of 
Figure8, communication quantity by SSH was increased 
from 0 byte to 1316 byte. It was confirmed that 
communication by SSH was performed.  
 

 
Figure8 Communication results on Network Server (1) 

5. Conclusion 
In this paper, a new access control was realized by 

combining the access control on the network server side 
with that on the client computer side. The existing access 
control methods could not satisfy three points as follows at 
the same time. 1) Access control is performed reliably. 2) 
There is no need of the setting every network server. 3) 
There is no need of changing the network configuration.  
However, this new access control satisfied these three 
points at the same time. Then, this new access control was 
realized by DACS Scheme we have been proposed as a 
network management scheme. 
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