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ABSTRACT 
The strength of the combination between hiding and encryption 
science is due to the non-existence of standard algorithms to be 
used in hiding and encrypting secret messages. Also there are 
many ways in hiding methods such as combining several media 
(covers) with different methods to pass a secret message. 
Furthermore, there is no formal method to be followed to 
discover a hidden data.For this reason, the task of this paper 
becomes difficult. In this paper proposed a new system of 
information hiding is presented. The proposed system aim to 
hide information (data file) in unused area 2 of any execution file 
(exe.file), to make sure changes made to the exe.file will not be 
detected by anti-virus and the functionality of the exe.file is still 
functioning. The system includes two main functions; first is the 
hiding of the information in the unused area 2 of PE-file 
(exe.file), through the execution of four process (specify the 
cover file, specify the information file, encryption of the 
information, and hiding the information) and the second function 
is the extraction of the hiding information through three process 
(specify the steno file, extract the information, and decryption of 
the information). The testing result shows; the result file does not 
make any conflict with anti-virus software and the exe.file still 
function as usual after the hiding process. The proposed system 
is implemented by using Java. 
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1. INTRODUCTION 

Steganography is the art of concealing the presence of 
information within an innocuous container. Steganography 
has been used throughout History to protect important 
information from being discovered by Enemies. A very 
early example of Steganography comes from the story of 
Demartus of Greece. He wished to inform Sparta that 
Xerces the King of Persia was planning to invade. In 
ancient Greece wax covered wooden tablets were used to 
record written text .In order to avoid detection by the 
Persians, Demartus scraped the wax from a tablet, etched 
the message into the underlying wood, then recovered the 
tabled with wax. This concealed the underlying message 
from the sentries who inspected the tablets as they left 
Persia by courier for Greece. Other historical examples of 
Steganography are the use of invisible inks. A common 

experiment conducted by young kids everywhere is to use 
a toothpick dipped in vinegar to write a message on a 
piece of paper. Once the vinegar dries, the presence of the 
message is not obvious to a casual inspector (aside from 
the smell). 
Upon slight heating of the paper, a chemical reaction 
occurs which darkens the vinegar and makes the message 
readable. Other, less smelly, invisible inks have been used 
throughout history similarly even up until World War. 
A more recently developed Steganography technique was 
invented by the Germans in World War II, the use of 
microdots. Microdots were very small photographs, the 
size of a printed period, which contain very clear text 
when magnified. These microdots contained important 
information about German war plans and were placed in 
completely unrelated letters as periods. Although 
Steganography is related to Cryptography, the two are 
fundamentally different .The quick development of 
multimedia and internet allows for wide distribution of 
digital media data. It becomes much easier to edit, modify 
and duplicate digital information. In additional, digital 
document is also easy to copy and distribute, therefore it 
may face many threats. It becomes necessary to find an 
appropriate protection due to the significance, accuracy 
and sensitivity of the information. 
Nowadays, protection system can be classified into more 
specific as hiding information and encrypting information 
or a combination between them. Cryptography is the 
practice of ‘scrambling’ messages so that even if detected, 
they are very difficult to decipher. The purpose of 
Steganography is to conceal the message such that the 
very existence of the hidden is ‘camouflaged’. However, 
the two techniques are not mutually exclusive. 
Steganography and Cryptography are in fact 
complementary techniques. No matter how strong 
algorithm, if an encrypted message is discovered, it will 
be subject to cryptanalysis. Likewise, no matter how well 
concealed a message is, it is always possible that it will be 
discovered. By combining Steganography with 
Cryptography we can conceal the existence of an 
encrypted message. In doing this, we make it far less 
likely that an encrypted message will be found. Also, if a 
message concealed through Steganography is discovered, 
the discoverer is still faced with the formidable task of  
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deciphering it. 

2. RELATED WORK 

Steganography and cryptology are similar in the way that 
they both are used to protect important information [1]. 
The difference between the two is that Steganography 
involves hiding information so it appears that no 
information is hidden at all. Nowadays the 
term“Information Hiding” relates to both watermarking 
and steganography [2]. Watermarking is the technique use 
to hides information in a digital object (video, audio or 
image) 
so that information is robust to adjustments or 
alterations[1],[2]. By watermarking, the mark itself is 
invisible or unnoticeable for the human vision system. In 
addition, it should be impossible to remove a watermark 
without degrading the quality of the data of the digital 
object [3]. The important application of watermarking is 
to copyright protection systems, which are intended to 
prevent unauthorized copying of digital media (pirating). 
For 
example if the digital signal (audio, pictures or video) is 
copied, then the information is also carried in the copy 
[2],[3]. On the other hand, the main goal of steganography 
is to hide secret information in the other cover media 
(video, audio or image) so that other persons will not 
notice the presence of the information [2],[3]. This is a 
major distinction between this method and the other 
methods of covert exchange of information because, for 
example, in cryptography, the individuals notice the 
information by seeing the coded information but they will 
not be able to comprehend the information. However, in 
steganography, the existence of the information in the 
sources will not be noticed at all. Although 
steganography is separate and different from cryptography, 
but they are related in the way that they both are used to 
protect valuable information [3]. From here emerged the 
urgent need to find new techniques alternative 
organization to overcome these weaknesses, giving rise to 
conceal information technology (Information Hiding), 
which are based on a different principle to the idea of 
organization, where they are buried information 
(Information Embedding) within other media carrier, and 
making them aware (Imperceptible) by hackers and 
attackers, and so are the public domain of information to 
users of the network, while the content monopoly "on the 
relevant agencies, which alone knows how to extract 
content .Nowadays, protection framework can be 
classified into more specific as hiding information 
(Steganography) or encryption information 
(Cryptography) or a combination between them[4]. 

3. PROPOSED SYSTEM  

In this paper proposed a new system of information hiding 
using computation between cryptography and 
steganography is presented. The proposed system aim to 
hide information (data file) using computation between 
cryptography and steganography with in computation area 
which is unused area two and image page of any execution 
file (exe.file), to increase the degree of security and the 
amount of hidden data within exe file without change the 
size of cover file, to make sure changes made to the 
exe.file will not be detected by anti-virus and the 
functionality of the exe.file is still functioning. The system 
includes two main functions; first is the hiding of the 
information in the with in computation area which is 
unused area two and image page of PE-file (exe.file), 
through the execution of four process (specify the cover 
file, specify the information file, encryption of the 
information, and hiding the information) and the second 
function is the extraction of the hiding information 
through three process (specify the steno file, extract the 
information, and decryption of the information). 

3.1 ADVANTAGE 

The hiding operation within computation between unused 
area two and image page of EXE file, increases the degree 
of security for the information hiding which is used in the 
proposed system because the data which is embedded 
inside the EXE file is not embed directly of EXE file , it 
will be hiding within unused area two and then image 
page of EXE file. So the attacker cannot be guessing the 
information hidden. 
The cover file can be executed normally after hiding  
operation. Because the hidden information already hide in 
the unused area two and image page within exe.file and 
thus cannot be manipulated as the exe.file, therefore, the 
cover file still natural, working normally and not effected, 
such as if the cover is EXE file (WINDOWES XP 
SETUP) after hiding operation it'll continued working, In 
other words, the EXE file can be installed of windows. 

3.2 PORTABLE EXECUTABLE FILE 

The characteristics of the Executable file does not have a 
standard size, like other files, for example the image file 
(BMP) the size of this file is between (2-10 MB), Other 
example is the text file (TEXT) the size often is less than 2 
MB.  
For taking advantage of this feature(disparity size) make it 
a suitable environment for concealing information without 
detect the file from attacker and discover hidden 
information in this file.  
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3.5 PE FILE LAYOUT 

 
 

3.6 BLOCK CIPHER 

In cryptography, a block cipher is a symmetric key cipher. 
Which operates on fixed-length groups of bits, termed 
blocks, with an unvarying transformation. When 
encrypting, a block Mcipher might take a (for example) 
128-bit block of plaintext as input, and outputs a 
corresponding 128-bit block of cipher text. The exact 
transformation is controlled using a second input — the 
secret key. Decryption is similar: the decryption algorithm 
takes, in this example, a 128-bit block of cipher text 
together with the secret key, and yields the original 128-
bit block of plaintext. To encrypt messages longer than the 
block size (128 bits in the above example), a mode of 
operation is used. 
A message longer than the block size(128 bits) can still be 
encrypted with a block cipher by breaking the message 
into blocks and encrypting each block individually, 
however  in this method all blocks are encrypted with the 
same key 
 

 

3.3 STATISTICAL TECHNIQUE 

Statistical Steganography techniques utilize the existence 
of "1-bits" Steganography schemes, which embed one bit 
of information in a digital carrier. This is done by 
modifying the cover in such a way that some statistical 

characteristics change significantly if a "1" is transmitted. 
Otherwise, the cover is left UN changed. So the receiver 
must be able to distinguish unmodified covers from 
modified ones. A cover is divided into l (m) disjoint 
blocks B1...B l (m). A secret bit, mi is inserted into the ith 
block by placing "1" in to Bi if mi=1.Otherwise, the block 
is not changed in the embedding process. Table 1: 
Weakness of Steganography Techniques 

 

 
 
From the above table, most of the techniques are very 
complex and not suitable to be used with exe.file. In order 
to use exe.file. Thus, we choose to apply statistical 
technique because it is not complex and suitable to be 
implemented with the structure and characteristic of the 
exe.file. 

3.4 ADVANCE ENCRYPTION STANDARD 

In 1997, the NIST called for submissions for a new 
standard to replace the aging DES. The contest terminated 
in November 2001with the selection of the Rijndael 
cryptosystem as the Advanced Encryption Standard (AES). 
The Rijndael cryptosystem operates on 128-bit blocks, 
arranged as 4 × 4 matrices with 8-bit entries. The 
algorithm can use a variable block length and key length. 
The latest specification allowed any combination of keys 
lengths of 128, 192, or 256 bits and blocks of length 
128,192, or 256 bits. AES may, as all algorithms, be used 
in different ways to perform encryption. Different 
methods are suitable for different situations. It is vital that 
the correct method is applied in the correct manner to each 
and every situation, or the result may well be insecure 
even if AES as such is secure. It is very easy to implement 
a system using AES as its encryption algorithm, but much 
more skill and experience are required to do it in the right 
way for a given situation. To describe exactly how to 
apply AES for varying purposes is very much out of scope 
for this short introduction. 

4. IMPLEMENTATION: 

Implementation is the stage of the project when the 
theoretical design is turned out into a working system. 
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Thus it can be considered to be the most critical stage in 
achieving a successful new system and in giving the user, 
confidence that the new system will work and be effective. 
 The implementation stage involves careful planning, 
investigation of the existing system and it’s constraints on 
implementation, designing of methods to achieve 
changeover and evaluation of changeover methods. 

4.1 Key generation 

In this module, the data owner produces key using pseudo-
random key generator. The key is a secret parameter for 
encrypting or decrypting a specific message exchange 
context. Keys are important, as ciphers without keys are 
trivially breakable  and therefore less than useful for most 
purposes. 

4.2 Block cipher encryption 

In this module the plaintext will be encrypted using an aes 
encryption algorithm and it will be stored in the data 
sharing centre. The encryption will be based on the 
encryption algorithm and the data will be encrypted. 
Encryption is the process of 
transforming information using an aes  algorithm  to make 
it unreadable to anyone except those possessing  a key.  

4.3 Stegnography 

In this module stegnography is applied for embedding the 
encrypted information with an exe file. 

4.4 Cover object 

In this module, the user has to select a portable exe as a 
cover object. one particular advantage of steganography, 
as opposed to other information hiding techniques, is that 
the embedded has the freedom to choose a cover object 
that results in the least detectable stego object. 

4.5 Applying stegnography embedding 

In this module the encrypted data is taken as a stego object 
and the exe is taken as the carrier object. Embedding data  
in steganographic system can be carried out without use of 
a key or with use of a key. To improve steganographic 
robustness key can be used as a verification option. It can 
make an impact on the distribution of bits of a message 
within a container, as well as an impact on the procedure 
of forming a sequence of embedded bits of a message.  

4.6 Applying reverse stenography algorithm 

While information can be hidden inside exe in such a way 
that the presence of the message can only be detected with 
knowledge of the secret key. using the reverse process of 

the stenography algorithm we can separate the exe object 
with the encrypted data. Later the information is decrypted. 

4.7Decryption 

Decryption is the reverse operation of encryption. In this 
module the decryptor will use the encryption key for 
decrypting the information.  

5. EXPERIMENTAL RESULT 
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6. CONCLUSION 

The EXE files are one of the most important files in 
operating systems and in most systems designed by 
developers (programmers/software engineers), and then 
hiding information in these file is the basic goal for this 
research, because most users of any system cannot alter or 

modify the content of these files. We get the following 
conclusions: PE files structure is very complex because 
they depend on multi headers and addressing, and then 
insertion of data to PE files without full understanding of 
their structure may damage them, so the choice is to hide 
the information beyond the structure of these files. Most 
antivirus systems do not allow direct write in executable 
file, so the approach of the proposed system is to prevent 
the hidden information to observation of these systems. 
One of the important conclusions in implementation of the 
proposed system is the solving of the problems that are 
related to the size of cover file, so the hiding method 
makes the relation between the cover and the message 
independent. The encryption of the message increases the 
degree of security of hiding technique which is used in the 
proposed system. The proposed hiding technique is 
flexible and very useful in hiding any type of data for files 
(message) because there are no limitations or restrictions 
on the type of the message (image, sound, text). 
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