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Abstract 
The greatest strength of biometrics is that it does not change over 
time. But at the same time while using it directly for enhancing 
the security in network system, if that data has been compromised, 
its compromised forever[1].  Therefore, cancellable biometrics 
will increase the privacy which means that the true biometrics are 
never stored or revealed to the authentication server. Biometrics, 
cryptography and data hiding will provide good perspectives for 
information security. Most of the researchers confirmed that the 
finger print is widely used than the iris or face and more over it is 
the primary choice for most privacy concerned applications. Also 
many mathematicians proved that Elliptic Curve is the best 
solution for Cryptography[10]. For finger prints applications, 
choosing proper sensor is at risk. The proposed work deals about, 
how the image quality can be improved by introducing image 
fusion technique at sensor levels. The results of the images after 
introducing the decision rule based image fusion technique are 
evaluated and analyzed with its entropy levels and root mean 
square error. Then the resultant enhanced image is used for 
extracting the key for ECC applications. 
Keywords 
Finger Print Image, Wavelet Neural Network, Image Fusion, 
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1.  Introduction 

The requirements of identification and authentication are 
increasing day by day in real time on line and offline 
applications. The Public as well as the private sectors are in 
a great need to identify to whom they are dealing with. 
Many security models for identification and authentications 
are available.  
Most of the researches were demonstrating that Biometric 
is the ultimate solution for identification and authentication, 
since it is proved as reliable and universally acceptable 
identification/authentication methods in many application 
areas[15]. Biometric is referred as automatic system that 
uses measurable, physical or physiological characteristics 
or behavioral traits to recognize the identity of an 
individual.  It is the characteristics of an individual (e.g. 
face, voice, fingerprint, gait, hand geometry, iris, gene, 
etc.). While comparing with traditional identify / 
authentication systems, biometrics offers greater security. 
In recent development of Information Technology, secured 

communication has become necessary. Cryptography is a 
kind of secret writing by which two parties can 
communicate with secret messages[17].  
 Due to the popularity of biometrics and cryptography, the 
information security is becoming as a common demand in 
all applications area. Enhancing the identification and 
authentication system using cryptography and biometrics 
are providing high assurance[14].  In the past decades, a lot 
of efforts have been taken in the combination of biometric 
and cryptography. There are two issues in this combination, 
such as the quality of the biometric image in data 
acquisition and the security/privacy concerns in enhancing 
information security[2]. We proposed an approach to 
enhance the biometric image by image fusion technique 
and to enhance the security by generating the cryptographic 
key from this enhanced biometric image. 
In many researches, it is confirmed that the finger print is 
widely used than iris or face and more over it is the primary 
choice for most privacy concerned applications. It is most 
popular in market, comprising 32% of the total market due 
to the low cost implementation and high level of 
accuracy[15].  
Many algorithms are proposed in Cryptography, which are 
based on symmetric and asymmetric key. In asymmetric 
cryptography system, private and public keys are involved, 
which is based on mathematical functions rather than on 
substitution and permutation.  Elliptic Curve Cryptography 
(ECC) is a public-key cryptography system[10], in which a 
key pair is selected so that the problem of deriving the 
private key from the corresponding public key is equivalent 
to solve a computational problem that is believed to be 
intractable. 
In this paper, we derived a mathematical approach for 
generating the key for ECC from the fingerprint image. The 
rest of the paper is organized as follows. In Section II,  the 
fingerprint image  enhancement by decision rule based 
image fusion technique and then the feature extraction from 
the enhanced fingerprint image are provided.  Section III 
provides the mathematic approach to derive the 
cryptographic key from the resultant image template that is 
cable of providing better authentication / identification with 
security. Finally the conclusions are summarized in Section 
IV. 
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2. DECISION RULE BASED FINGER 
PRINT IMAGE ENHANCEMENT 

A. Image Enhancement: 

The major drawback of fingerprint technology is contact 
nature of sensors such as inability of the sensing process to 
accommodate dirt and other environment[19]. The ability 
of the system to perform well is based almost solely based 
upon the quality of the biometric captured.  
Multi-modal biometrics, or biometric fusion, is the process 
of combining information from multiple biometric readings, 
either before, during or after a decision has been made 
regarding identification or authentication from a single 
biometric. Fused Biometric image has the possibility to 
make identification more secure and more accurate than 
single biometric systems[2]. 
In our research, we think objects carry the information of 
interest, each pixel or small neighboring pixels are just one 
part of an object. Thus, we proposed a region-based fusion 
scheme. When make the decision on each coefficient, we 
consider not only the corresponding coefficients and their 
closing neighborhood, but also the regions the coefficients 
are in. We think the regions represent the objects of interest. 

 

Figure. 1 Block Diagram region-based image fusion Technique. 

 
In the proposed approach, the Neural Network and Fuzzy 
Logic approach can be used for image fusion. Such a image 
fusion could belong to a class of image fusion in which 
case the features could be input and decision could be 
output. The help of Neuro-fuzzy of fuzzy systems can 
achieve this. 
The pixel level image fusion using the above approach by 
using Fuzzy Logic and the  process of defining 
membership functions and rules for the image fusion 
process using FIS (Fuzzy Inference System) editor of 
Fuzzy Logic toolbox in Matlab are provided below as an 
algortithm. 

B. Algorithm: 

Step 1: Read the images into the variables M1 & M2 
respectively. Variables MI and M2 are images in matrix 
form where each pixel value is in the range from 0-255. 
Use Gray color map. 
Step 2: Apply wavelet decomposition and form spatial 
decomposition Trees and Convert the images in column 
form which has C= zl*sl entries. 
Step 3: Create fuzzy interference system.   
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

Figure 2.  Fuzzy Interference creation 

Step 4: Decide number and type of membership functions 
for both the input images by tuning the membership 
functions. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3. Tuning membership functions 

Figure 3.  Tuning the membership functions 

Step 5: For num=l to C in steps of one, apply fuzzification 
using the rules developed above on the corresponding pixel 
values of the input images which gives a fuzzy set 
represented by a membership function and results in output 
image in column format. 
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Step 6: Convert the column form to matrix form and 
display the fused image. 

C. Performance Evaluation 

The performance evaluation is done by quantitative 
measures such as (1) Information Entropy and (2) Root 
Mean Square Error. 
For an image consists of L grey levels, the entropy is 
defined as: 

 …..  (1) 
where is the probability (here frequency) of each grey scale 
level. As an example a digital image of type uint8 
(unsigned integer 8) has 256 different levels from 0 (black) 
to 255 (white). It must be noticed that in combined images 
the number of levels is very large and grey level intensity 
of each pixel is a decimal, double number. But the equation   
is still valid to compute the entropy.  
 

 

Figure 4. Time Analysis 

 

Figure 5.  Entropy Analysis 

For images with high information content the entropy is 
large. The larger alternations and changes in an image give 
larger entropy and the sharp and focused images have more 
changes than blurred and misfocused images. Hence, the 

entropy is a measure to assess the quality of different 
aligned images from the same scene. 
 
The Root Mean Square Error between the reference image, 
I and the fused image is defined as: F 

   ….(2) 
where and i, j denotes the spatial position of pixels, M and 
N are the dimensions of the images.  This measure is 
appropriate for a pair of images containing two objects.  
Firstly, a “ground truth” image needs to be created that can 
be quantitatively compared to the fusion result images. 
This is produced using a simple cut-and-paste technique, 
physically taking the “in focus” areas from each image and 
combining them. The quantitative measure used to compare 
the cut-and-paste image to each fused image was taken 
from [1]  

     …(3) 
where Igt is the cut-and-paste “ground truth” image, Ifd  is 
the fused image and N is the size of the image. Lower 
values indicate greater similarity between the images Igt 
and Ifd and therefore more successful fusion in terms of 
quantitatively measurable similarity.  

 

Figure 6.  MSE for Source Image 

 

Figure 7. MSE for Fused Image 
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The following table shows the results for the various 
methods used. The average pixel value method, the pixel 
based PCA and the DWT methods give poor results 
relatively to the others as expected. 

Table 1: Results of Various Fusion Methods 

Different 
Tech Entropy Process 

Time 

Mean Square Error 

Image1 Image2 

T
w
o  
 

M
a
x 

Aver
aging 9.3198 0.5150 1.0241e+004 1.0241e+004 

Maxi
mum 12.2813 0.5150 1.9268e+004 6.9486e+003 

Mini
mum 12.9647 0.5460 6.9486e+003 1.9268e+004 

PCA 10.5563 3.3280 1.8058e+004 2.4251e+003 

Two Max 
Fuzzy 14.9813 174.7040 1.5173e+004 1.2026e+004 

Two Max 
Fuzzy App 12.4181 44.7030 1.0643e+004 1.0581e+004 

Two Max 
Neuro 
Fuzzy 

15.7258 0.8750 1.0241e+004 1.0241e+004 

Two Max 
Neuro 

Fuzzy App 
12.4556 0.6250 1.0241e+004 1.0241e+004 

 
In order to evaluate the results and compare these methods 
two quantitative assessment criteria Information Entropy 
and Root Mean Square Error were employed. In fact if the 
result of fusion in each level of decomposition is separately 
evaluated visually and quantitatively in terms of entropy, 
no considerable differences are observed. Experimental 
results demonstrated indicate that LPT algorithm reaches 
its best quality in terms of entropy in lower levels than 
DWT. 
The RMSE values represented in Table show that neither 
LPT nor DWT has better performance in all levels, 
although the best result belongs to the LPT method. 
However the RMSE results compared to quality and 
entropy of fused images indicate that RMSE cannot be 
used as a proper criterion to evaluate and compare the 
fusion results.  
Finally the experiments showed that the LPT approach is 
implemented faster than DWT. Actually LPT takes less 
than half the time in comparison with DWT and with 
regard to approximately similar performance, LPT is 
preferred in real-time applications. Fuzzy and Neuro-Fuzzy 
algorithms have been implemented to fuse a variety of 
images. The results of fusion process proposed are given in 
terms of Entropy and Variance. The resultant image after 
fusion is considered for further process. 

III  ELLIPTIC CURVE CRYPTOGRAPHIC 
KEY GENERATION FROM FINGER 
PRINT IMAGE  

A.  Cryptographic Key Generation: 

Elliptic curves are mathematical constructs that have been 
studied by mathematicians since the seventeenth century. 
In 1970s, private keys, which are not known to others, are 
used by both parties. In 1976, another method was devised 
by Rivest, Shamir and Adleman[6] for using cryptography 
with public key distribution. Both methods made 
fundamental use of the arithmetic in some algebraic object.   
 In 1997,Victor S.Miller[10]   has suggested that the 
Elliptic Curves gives solutions to many issues in providing 
high security by finding the curves whose group orders are 
divisible by a small prime in order to provide a fast 
algorithm. Also It could reduce the problem of calculating 
discrete logarithms to the Diffe-Hellman problem.[5] 
The following section will give the algorithms for 
embedding minutiae on elliptic curve and the biometric 
based key generation method. To encode plaintexts as 
points on some elliptic curve E defined over a finite field 
Fp. Here plaintext is nothing but the minutiae co-ordinate 
which is extracted from the fingerprint. Minutiae is 
represented in three co-ordinate system as (x,y,θ). To map 
the minutiae on to the elliptic curve, this three co-ordinate 
minutiae are converted into one co-ordinate system and 
then this single co-ordinate value is mapped on to elliptic 
curve. 
Therefore in the proposed algorithm, by using these co-
ordinates, the private key is generated. To generate the key, 
all the minutiae co-ordinates of the given image are to be 
extracted.  

B. Algorithm: 

First, add all x co-ordinates, y co-ordinates and  co-
ordinates separately and then take average value each co-
ordinates separately. This resultant average values of X and 
Y co-ordinates are in decimal representation and the co-
ordinate θ will be in radians.  
Now this average values are converted into binary string 
separately subject to the condition that the input image 
should be resized into 256x256 array during preprocessing 
of the image for minutiae extraction. So maximum value 
for each co-ordinates require 9 bits for each X and Y co-
ordinates to represent 256 and θ require maximum of 3 
bits. 
Finally, these three binary strings are converted into one 
co-ordinate value by concatenation these three binary 
strings, which will give the private key for the given finger 
print image. The algorithm for the above processes follows 
as below: 
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Step 1: Get the binary values XBi, YBi and θBi of Xi, Yi and θi for 
ginve ith minutiae. 1<i< θ, where θ is a number of 
minutiae. 
 
Step 2: Concatenate all the binary values in the following order. 
 
MBi = X Location (9bits) ||  Y Location (9bits) ||Angle 
(3 bits) 
 
Step 3: Convert the above concatenated binary string MBi to 
decimal to get the single co-ordinate value M1i. 
 
Let K be a large enough integer so that the failure 
probability of 1 out of 2k  will be satisfied when the 
plaintext m is attempted to imbed; in practice k=30. 
Suppose message units are integers 0 <= m <= M, then 
finite filed should be selected to satisfy q>Mk. Therefore 
the integers are from 1 to Mk in th form mk+j, where 
1<=j<=k [3]. Thus the given m, for each j = 1,2,…,k obtain 
an element x of Fp corresponding to mk+j by using the 
following equation. 
 

        Y2 = x 3 + a x + b                   …(4) 
 
Step 1: Let k = 30 
 
Step 2: Xi = MBi + j whre 1 <=j<=k 
 
Step 3. For each Xi, compute Yi using the following equation. 
 

F(Xi) = Yi 
2 = Xi

2 + aXi + b mod p 
 
Step 4: If f(Xi) is non square, then increment j by 1 and try again 
with new Xi. 
 
Step 5: If j reaches K, then increment k 
 
Step 6: Repeat the above steps for all minutiae 
 
Step 7: Mapped points Pmi E(F q) 
 
Thus the single co-ordinate value is mapped on to the 
elliptic curve.  
B. Experimental Results: 
 
In real time application, it is applied in such a way that the 
enhanced finger print is given as input to the Minutiae 
Extractor. Output of Minutiae Extractor is the list of 
Minutiae Co-coordinators, which is given as input to the 
Key Generator, which will generates the biometric based 
keys private key and public key. Then elliptic curve digital 
signature generator generates digital signature for a given 
message using private key. This signature can be validated 
using elliptic curve digital signature validate using message 
and corresponding public key.  
 

The minutiae extractor is implemented using Matlab on the 
window operating system. The various operations prime 
field, methods are available in java class and the remaining 
filed inversion and elliptic curve point operations over 
GF(P) and key generation, signature generation and 
verification programs are tested by using java. 
 
More than 50 finger print images were tested using 
different ECC parameter sets. The results of the modules – 
minutiae extractor, key generator, signature generator and 
signature verifier are provided below: 
 
The ECDSA using prime field biometric parameters are as 
follows: 

• The purpose is to test that signature can be generated 
and verified by using   prime filed parameter which are 
derived from biometric image. 

 
• The prerequisites are the finger pring and ECC 

parameters. 
 
• The test data needed are the sample finger print image, 

Certicom Parameter and NIST Parameters. 
 
• The steps to procced are to extract the minutiae from 

finger print, generate the keys from the biometric data, 
generate the signature and verity it. 

 

Figure 8.   Finger Print Image 

The following shows the results of the key generator, 
signature generator and signature verifier. 

Table 2. Sample ECC parameter set 
p 0158685C903F164390BA955 

a 0C8AE4F7DE8918AA9FAB2260 

h 1 

S B8ACF4D697D76786515175D2358C7B46DCABD6 

r 00D7AE4F6ED9880AA9FBA626 

b 00627E7EA0126AD68A7C1273 

n 0148685D803EF905D7F57D46 

X 00D021D85DBF9E50BA94C0A 

Y 0007F73D1f779745CF676D0A 

m This is to verify the text 
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Table 3   The sample outputs 
Module Variable 

Name 

Value 

Key 

generation 

Private Key 25798195726938566296849679

3 

Public Key X 23651893476326549817238008

7 

Public Key Y 26938710487639680738650017

9 

Signature 

Generation 

Signature r 32895029687031968329587018

5 

Signature S 20984817598374659004719476

9 

Signature 

verification 

v 32895029687031968329587018

5 

Status v = r, signature accepted 

IV. Conclusion 

In the recent development of Information Technology, 
communication with security is becoming as a necessary 
component in any application development. Also, Security 
is the foundation to privacy. 
Our proposed work consists of two parts. In the first part of 
our work, the used of DWT, Fuzzy and Neuro Fuzzy, the 
fusion of biometric images were studied and identified that 
the Decision Rule Based Image Fusion Technique could be 
used in order to obtain a good quality image for further 
processing.  
In the second part of our work, we proposed a method 
Elliptic Curve Cryptography by using Biometric Data, 
which provides greater security and more efficient 
performance than the first generation public key techniques 
(RSA and Diffie-Hellman). Even now it is in use because 
of the benefits and compatibility with security in terms of 
computational and bandwidth requirements. 
The primary focus of our work is to obtain the 
cryptography key to secure the network by using enhanced 
biometric image. A combination of biometrics and 
cryptography will provide higher level of assurance for the 
legal information. Hence our work will enhance the 
cryptographic systems performance by improving the 
problem of key management. 
Our future research will be focused on deriving the elliptic 
curve co-efficient   from multimodal biometric 
measurement, by which the security and privacy could be 
enhanced. 
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