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Summary 
There have been many security solutions to secure representation 
in the work flow used in business processes and Grid Networks. 
Most of these solutions try to provide maximum security in 
workflow processes and most of them are used Role-Based 
Access Control model (RBAC). Capability Role-Base Access 
Control (CRBAC) is one of the models that are used to model 
RBAC which in this paper, we introduce these models and our 
proposed solution. Central idea of the model and the solution is 
secure Transfer ability of one user to other users within a safe 
and secure workflow. 
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1. Introduction 

Workflow systems are used to control the execution of 
business processes. In fact, a workflow system saves 
Features of a workflow and designs a series of tasks to 
provide a specific implementation. Workflow management 
systems (WFMS) commonly used by organizations to 
automate and verify their business processes. Success of a 
workflow depends on a secure implementation; So WFMS 
is responsible for security maintaining. Security in 
business processes is considered as a major issue and 
many research activities have been in this field. Naturally, 
a WFMS is a network-based application. In a WFMS, 
participate in various that can communicate with the 
workflow activities through one network system. This 
issue is needed to communication security. Processes 
should be changed in workflow networks, so it is required 
a WFMS based security network to implement security 
processes such as authentication, confidentiality, data 
integrity and non-repudiation [1]. Confidentiality includes 
Privacy against unauthorized disclosures of information 
such as workflow processes or external data. Thus, a 
WFMS usually should have an accessible mechanism to 
validate users. Access control is one of important 
technologies that should make it possible the data in the 
system can be accessed only by authorized users with valid 
roles. Although there are standards for security and access 
control services in distributed systems but still there is the 
lack of a comprehensive approach in access control 

services, especially job flows. In recent years, many 
attempts have been made to establish security in workflow 
systems. There are a variety of security models to create a 
flexible access control system to support workflow in 
business processes colleague. An access control model for 
workflow system architecture is workflow access control 
model based on service-oriented workflow access control 
(SOWAC) [2]. This model is based on SO architecture. 
SOA provides the following: 

• Services by reduce the complexity of service 
• Service interfaces, able to function within the 

system architecture and the use of open 
standards 

• Services support a weak coupling model that 
clients can be connected at runtime to Terminal 
servers 

Compared to traditional systems, SOA is a distributed and 
dynamic environment, so to provide appropriate access 
control; access control model based on service-oriented 
(SOWAC) is proposed. In this model, the service access 
control is being licensed based on the work of replacing 
the unit, In fact, is described as a summary of a business 
service in the workflow. In state of workflow, logic 
business provides all their need to do and complete. In fact, 
these logic services can connect a variety of resources 
using other services to a workflow. 
In SOWAC, access control of workflow is divided into 
two stages: 
• Management 
• implement or evaluate 
Management Stage is included Security rules and policies, 
update and delete rules, use the security services and 
licensing policies. Stage implement evaluates Application 
access requirements of service providers, with security 
policies defined by the management Stage. 
Implement Stage is divided into two parts: 
The first part consists of licensing and the authenticity and 
consistency of privileges defined in the workflow model 
and The second part consists of evaluating access requests 
using security policies to be used when the need for 
services. Most of today's models for workflow access 
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control model are based on RBAC [3]. An example of this 
model is shown in [4]. Another model uses RBAC access 
control model, the model is CRBAC. In fact CRBAC is 
developed of RBAC96 model [5]. One of the models for 
secure access control in workflow is Chinese wall security 
model (CWSM) that reduces the contradictions and 
inconsistencies in business organizations and it is 
appropriate for large-scale applications [3]. Model CWSM 
has been to establish controls to prevent conflicts and 
contradictions (COI) in business organizations. In this 
model data objects are owned by the companies. Access to 
data and information on this model depends on the rules of 
reading, writing, or reading – writing. The information of 
each company is divided into classes of COI. If the 
information belongs to the one class of COI, The 
information cannot be used in the classroom; conversely, 
the information cannot be applied to other classes. CWSM 
have set of rules to avoid conflicts and to read as follows: 
• read rule: s can read o only if o is of the same company. 
• Writing rule: s can write o only if s read o by reading rule 
and another object of the other companies could not read it. 
In general, the following is done in a CWSM: 

• Dynamic binding between objects and companies 
• Dynamic Data Manipulation 
• Privileged object management 
• Run on Time 

Generally implement a CWSM depends on the dynamic 
behavior of the workflow process. 

2. CRBAC model 

CRBAC is a mechanism of role-based access control that 
obtained from the RBAC and RBAC96. In this model, 
users use their roles and their ability to access objects and 
system components. In general, the ability is a 
unchangeable sign that contains An object and a list of 
authorized actions That can be imposed on the system and 
the corresponding object. In this model, the ability of a 
valid license to access a specific object are allowed 
between actions that This ability can be viewed as 
representing the user contingent and will be transferred to 
another user or users. So delegation will be realized by 
transferring the roles and capabilities. 
Delegation will be awarding by two ways:  
• Licensing agency representing the work done in each 
part of the workflow 
• licensing to the representative of the state agency 
In CRBAC model, agencies can be postponed by users 
without the interference of heads. CRBAC is an extension 
of RBAC96 model which obtained with community access 
control base mechanism that is able to model RBAC96. 
In this model there are the following components: 
• A set of Capabilities 

• A set of tasks 
• A mapping to identify its own strengths and abilities and 
assign roles and duties to others. 
In this model, a set of domain is considered and users use 
of network and resource in the field and the domain. . In 
this model, the ability are resulted of and current roles and 
previous capabilities. What is important in workflow 
systems, is limiting their scope to the Capabilities. Overall 
CRBAC is shown in Fig 1.  

 

Fig1. View CRBAC 

In this figure, there are the following basic components: 
-Dom and sub, respectively represent the domain 
(domains), and a subset of the objects  
- Roli− and Peri and Sesi and Capi respectively represent 
the set of roles, powers, and abilities meetings in my 
domain i for each Dom∈i   
In addition to the above components, functions and 
relations are in the model: 
- User: Dom→2 sub: Dom a function that i has a set of 
users in a domain can be specified for each Dom∈i 
- Ses_ui: sesi→usri: a function mapping each session of 
the user in my domain i  
- Ses_ri: sesi×2 Roli: a function mapping each session of 
the domain i into a set of roles that will be activated this 
session  
- Cpa i⊂cap i ×per i : An ability to communicate, even 
though the assignment of authority 
In addition to the above functions, there are the terms and 
conditions: 
- ses_ri⊂ { r| (ses_ ui(s), r) ∈usri}: The active role of a 
session be attributed the user does it 
S meeting have the following options: 
- r∈ses, rj(s) {p|(r,p)∈peri}   
- Ses_c i⊂ { c| (ses_ u i (s), c) ∈usr i}: Means that each 
activated own user ability with a session that does this 
session. 
In addition, this model includes the following for 
workflow: 
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Workflow features: A feature of workflow w is a series of 
short works (taski) that taski= {t1…tm} is A collection of 
things Dom∈i   
Sample workflow: An instance of workflow w, that w= 
(task i ) is a sequence of pairs of objects such as {(t1, 
u1)…(tm, um)} so that Taski= {t1…tm}, {u1…um} ⊂sub 
The grant process is represented as a sequence of three 
basic procedures is the following: 
First 
Create: a user creates a new ability. 
Second 
Assignment: a user, an assignment will have the ability. 
Third 
Transfer: Move the user the ability to send and assigned to 
another user. 
Given the above definitions and the procedure, some rules 
is obtained that should be applied in the model. 
The rules are as follows: 
Creation rule: If user u, has be the role r or capability c, 
then he can create new ability of ci 
Assignment rule: If user u has the role r with capability c, 
then can assign Authority of p to the ability of ci. 
Transfer rule: New capabilities of ci in a specific area can 
be transferred of user u to another user ui. 

3. Simulation and results 

 In the proposed solution, the Grid environment is 
simulated using the simulation software Grasim Then 
users with certain conditions have been enter in the 
environment and are examined with different way and 
methods of user access to resources. In addition, each user 
is given privileges and powers and According to our terms 
powers and abilities that can be transferred to another 
without having to compromise system security. It is used 
in all stages of a workflow that Users are logged in the 
workflow and use the resources and delegate or receive 
privileges and powers delegated to another or from one 
another Using CRBAC. In addition the security of the grid 
environment must be protected under the work flow. 
Overall, our proposed solution is based on the algorithm 
shown in Fig 2. 
In this way, the Grady network with three users and 
resources R1, R2, R3 Grasim environment is created And 
each user is assigned a role and ability. Each user can then 
enter a workflow that The validity of them , is examined 
with the use of a central authentication system .It will be 
reviewed by the workflow After the security check if the 
user was safe then is entered into system and The Grid 
resources can be accessed either directly or indirectly. In 
direct access, users can use Grid environment and 
resources without interference workflow and Grid and 
resource security is achieved by the workflow. Three users 
U1 and U2 and U3 with capabilities and Cap3 Cap1 and 

Cap2 are entered Grid network. Here are the rules to create; 
transfer and assignment models used CRBAC. It is 
assumed that there are users with their own abilities and 
the creation of rule is not necessary. 
To evaluate the proposed solution, we consider two cases, 
and we have evaluated. In the first case, no threat apply to 
the system and the system will continue to operate as 
normal And any attack threaten the system. In the latter 
case, the signal is entered into the system as a threat and 
Run times of assignments are obtained according to the 
Fig3. 

 

Fig2. Outline of proposed solution 

 

Fig3.result of proposed solution 
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To evaluate the performance of the security, three factors 
are considered and compared and analyzed for both cases. 
These three factors are: 

• Runtime 
• Cost 
• Attack time 

These three factors, in fact, play a major role in the process 
of evaluating and comparing and Based on these 
parameters in both phases of the scenarios can be 
compared and payments. Run time measured in seconds, 
time has shown millions of instructions per second, 
Running costs is obtained based on costs that are incurred 
each source. Effective time of the attack is the amount of 
time that the system suffered damage to the circumstances 
of the attack. In The obtained graph can be seen that when 
the change is small and insignificant; It is the resistance of 
the system against attacks. In fact, the running time of the 
attack has been little change the run-time before the attack. 
And can thus be deduced when the system is modeled 
using Assignment capabilities CRBAC, in the form and 
context of a workflow acts properly against possible 
threats of attacks. 

4. Conclusions  

With achieved results can be seen that Attacks against the 
system, affect system performance, and slow the system 
even when the system is disabled. What is important in 
system, first, to prevent attackers from entering the system 
and the second is to minimize the effects of the attack. In 
the proposed method, the system attempts to prevent 
attacks using relevant workflows and are also seen a user 
can even transfer it to another (delegation). As can be 
observed during the follow-up workflow, changes are 
much less after the attack. One advantage of using this 
workflow in Grid networks is security. 
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