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Summary

Using the Devaney chaos theory, designed a compound chaotic
mapping as the encryption function, and had proven that the
track was non-periodic for the initial value of a finite decimal.
We have designed an encryption algorithm successively
according to this, and realized the encryption for sound
documents. Afterward the simulation experiment has been set on.
We realized the key sensitivity analysis, the statistical analysis,
as well as the correlation analysis of definite text and secret text.
The experimental result showed that this system has the good
cryptology performance, produces the large key space.
Meanwhile, it has excellent avalanche effect, resists exhaustion
and the statistical analysis effectively.
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1. Introduction

The needs of language communication are gradually
increased with the development of society, the
development of language communication technology is
also accelerating, however, attacks against it are more and
more serious, so information security has attracted
increasing attention of people [1,2].

Chaotic dynamics have been widely used in the encryption
algorithm. The features of chaotic map include sensitivity
to initial conditions, topological transitivity and density of
periodic points, chaotic sequence generated by it is a
pseudo-random sequence which has better randomness,
correlation, and complexities, but structure is complex and
difficult to analyze and predict, so the chaotic sequence
generated by chaotic dynamical systems to achieve
encryption can meet the safety requirements of sequence
encryption algorithm [3]. Document [4] proposed an
algorithm of composite nonlinear chaotic pseudo-random
number generator, however, due to the limited accuracy of
the computer, it’s difficult to avoid short-cycle effects. So,
in this paper, improved the designed a hybrid chaotic
system pseudo-random code generator which can avoid
short-cycle effectively, and proved it is no periodic in
theory, and then it is applied to the voice encryption, by
the experiments, the cipher text has better distribution
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characteristics, it can resist statistical analysis effectively,
thus ensuring the encryption system is high security.

2. Definition and characteristics of chaos

At present, there is no uniform definition of chaos, here
introduced the definition of Devaney[5]: set Vs a metric

space, X Y are any open subset of v , f is a

continuous mapping:V _>V, if meets the following

f

three conditions, it is said is chaotic on theV .

Q) f has sensitive dependence on initial conditions. That

is Ve >0, for any X eV there is 6 >0, and there is
Y and natural numbers Min the neighborhood O of X,

and d(f" () - f"(y)) > € is right.

2) f has topological transitivity, that is to say
vX.YeU, K >0 make | “(X)NY D

(3) The periodic point set T of f is dense on theV . That

is to say there is VxeV,Ve >0,

yeT make the inequality & right.

Wealthy chaotic characteristics: the sensitivity to the
parameters and initial values, the ergodic and the
randomness

and there is any
ly-x<

3. The design hybrid chaotic system

A hybrid chaotic system is designed :
Xpop = T(X,)=3.999 x,(1-x,)
fo(y,) =8y —8y2 +1,x, 205
f.(y,) =4y: -3y, x, <05

F(Xps1 Voet) =
Gt ) ym—e(yo—{

The selection of dynamic generated chaotic sequence
between

fo(y)=8y*-8y* +1



IJCSNS International Journal of Computer Science and Network Security, VOL.14 No.8, August 2014 45

f.(y) =4y’ -3y
The select conditions determined by the chaotic sequence

f(x) =3.999x(1-x) ,

of chaotic sequence flow

{y”}as the password flow, the orbit generated by the
system is more complex than a single chaotic system, and
it also has better randomness. The hybrid chaotic system
of random number generator mentioned by Literature [4]
is :

fo (yn—l) = 8Y:—1 _8y§—1 +1
fl(yn—l) = 4y2—1 _3yn—1

fo(Yns): Yos <O
ynzF(yn—l)z{ ° ' '
fl(yn—l)! yn—l 2 0

It is a system determined, set the initial value is yo, once
appears cyclical phenomenon due to the limited accuracy
of the computer, there is Yn ,and Yn = yo, and then the

chaotic sequence must be in cycle N , but for the
composite chaotic system in this paper, even though there

is  InTYo o is difficult to

ensure (x; —0.5) and Xy, —0.5) is the same sign,
once appears 0y , make the (x; -0.5) and
(XN+j _05)

is the different sign, sequence will jump out
of the original periodic orbit. It is should be noted that due

to the limited of precision of the machine, F(xy)
performance cycle behavior in the computer inevitably.
However, due to its complex dynamical behavior, it is can
be guaranteed that there is still large enough cycle even in
the limited accuracy of the computer, and it can resist the
statistical analysis effectively.

4. The algorithm description of encrypt and
decrypt which use mixed chaotic function
to language files

4.1 The design of voice files encryption

Q) SetS is the sampling points sequence of audio files,

§=85,5, and Siis the value of the

s, e [-11]

that is to say

sampling points of voice files, and , and

i=01n

(2)Encode for S , can get the plaintext sequence

M = [N % S],and H is the rounding operation, N s an
integer, and set N = 255, thus the plaintext sequence is

M MM, ---m m, €[-255255] j=12:-n

X, €[01]y, € [’—1,1]

(3)Select the initial that is the

key, the chaotic sequence Yo Yaroo ¥ generated by

iterative to F(x, y), encoded by the encoding method
described above, then get the password flow.

P=p;, Py Poi Py =[255>< yi] =120

Ci =pi@mi

(4)Then encrypt the plaintext stream, ,get the

cipher text streams C=0CC, " Crrn®mis the xOR

operation.

4.2 Decryption design

As ¢, =p;®m, , So mi:ci@pi, in fact the

decryption process is the inverse process described in (4),
at last encode to the decrypt files:

M
255

5. The analysis and simulation results of
encryption performance

(1) The analysis of key space

14 14
The key space is107 x2x10™ gye to the system key is
the initial of chaotic map, and they are the decimals

between -1 and 1, and the accuracy is10 14. The key
space is equivalent to providing a 94-bit binary key. The
key space is so large that can resist brute-force attacks of
the hardware.

(2) Time and frequency domain analysis of encrypted
information

In order to analyze encrypted files in the time and
frequency domain, we did the appropriate simulation
experiments with MALAB, and the original speech signal
format to be tested is PCM, the sampling frequency is
44KHz, sampling accuracy is 16 bit, bit rate is 1411kbps,
and voice file format is Wav. Analyzed time domain and
frequency domain between before and after encryption of
recording "Chaos" and the key is

X, =0.34521 y, =0.33129
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Fig 1. The original speech signal

Fig 3. The decrypted audio file

(3) The analysis of key sensitivity:

Good password system should be extremely sensitive to
the key changes, that is to say the avalanche phenomenon
of key. Here is the test of sensitive to the initial by the

algorithm, by using (X1 Yo) and (Xo: o) ,and decrypt

' an-lL
the encrypted files with ( X0 %o =10 ,

- _an-1
Yo =Y, =10 ) as the key and (X1 Yo) as the
encryption key.

(4) Correlation Analysis:

It is necessary to reduce the correlation between adjacent
data in order to damage statistics attack due to the high
correlation of the adjacent data of audio file. Select 2,000

pairs of adjacent data as (% Xi.1) randomly when tests

the voice segment, and Xis Xi+1are the voice data values
of the position, and then calculate the correlation
coefficient of them. We can get the correlation coefficient
of the selected data is 0.9927 before encryption and
0.0280 after encryption by calculating. It is can be seen
that data correlation before encryption is strong, but it is
destroyed after encryption from the figure. Data is
distributed to the entire space.

6. Conclusion

A voice encryption system is designed based on chaos
theory in this paper. Encryption of original file is achieved
by the cipher text generated by the chaotic sequence flow
generated by a complex chaotic mapping, and then coded,
XOR to the encoded audio files. The experimental results
show that the system has high security, its keys have a
good avalanche effect, and cipher text has good statistical
properties randomly.
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