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Abstract: 
Data retrieval is the most important part  of computer Forensic 
investigation. Any data written on the hard disk can be retrieved 
by the investigators. For that the investigators use many tools to 
search the files, retrieve the files which are deleted, encrypted, 
hidden. There are many techniques used to hide. So, how these 
type of data is recovered? The file which is deleted by the person 
using ‘delete’ or from recycle bin are never lost permanently. The 
address of deleted file is marked as free space to be allocated for 
new file. The main area from which data can be retrieved is file 
slack. In this we discuss different tools and techniques of 
searching and retrieving the data and enhancements to the 
existing tools for better performance. 
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1. INTRODUCTION 

Definition: Computer Forensics[6][7] is the process of 
methodically examining computer media (hard disks, 
diskettes, tapes, etc.) for evidence. Computer forensics[2], 
also referred to as computer forensic analysis, electronic 
discovery, electronic evidence discovery, digital discovery, 
data recovery, data discovery, computer analysis, and 
computer examination. A thorough analysis by a skilled 
examiner can result in the reconstruction of the activities of 
a computer user. In other words, computer forensics is the 
collection, preservation, analysis, and  presentation of 
computer-related evidence. Computer evidence [8] can be 
useful in criminal cases, civil disputes, and human 
resources/employment proceedings.  
 
Roles of a Computer in a Crime 
A computer can play one of three roles in a computer 
crime. A computer can be  
1.target of the crime - it can be the instrument of the crime. 
2.evidence repository- Storing valuable information about 
the crime.  
3.Instrument of the crime- It can also serve as a file cabinet 
storing critical evidence.  
For example, a hacker may use the computer as the tool to 
break into another computer and steal files, then store them 
on the computer. When investigating a case, it is important 

to know what roles the computer played in the crime and 
then tailor the investigative process to that particular role. 
Applying information about how the computer was used in 
the crime also helps when searching the system for 
evidence. If the computer was used to hack into a network 
password file, the investigator will know to look for 
password cracking software and password files. If the 
computer was the target of the crime, such as an intrusion, 
audit logs and unfamiliar programs should be checked. 
Knowing how the computer was used will help narrow 
down the evidence collection process. 
 
The Computer Forensic Objective 
The objective in computer forensics is quite 
straightforward. It is to recover, analyze, and present 
computer-based material in such a way that it is useable as 
evidence in a court of law[4]. The key phrase here is 
useable as evidence in a court of law.  

2. OVERVIEW 

When a file is deleted many forensic tools are used to 
retrieve the data. The computer forensic investigator uses 
the tools for this purpose but does not have idea of where  
the data is stored or what happens internally with the 
Operating system when a file is deleted or created here we 
discuss three potential locations for this information.  

3. PRESENT SYSTEM 

Most users aren't very good at covering their tracks. This is 
because lack of knowledge of  how computers manage 
memory and disks results in incriminating file or memory 
content stored in various locations invisible to the subject 
of an investigation[3]. There are three potential locations 
for this information – 
1.Deleted files and slack space 
2.Swap space, 
3.Hibernation files. 
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Deleted files and slack space When an operating system 
writes a file to the  disk, it allocates a certain number of 
sectors. The number of sectors allocated depends on the 
limitations of the operating system and configuration 
decisions made by the system administrator. The sectors 
allocated and their location on the disk are recorded in a 
directory table for later access. When the file is deleted, 
the space which is originally allocated to it is simply 
marked as unallocated and the actual data remains on the 
disk. But what happens if a new file is written to this same 
space? Figure 1 shows  slack space .  

 

Figure 1.slack space 

At some point in the past, File A was written to sectors 1 
and 2. The sectors were completely filled by the file's 
content. When the user decides to delete the file, the 
sectors are marked as unallocated. However, the file 
content remains Sometime after File A is deleted, the user 
requests the OS to save File B. The OS once again 
allocates sectors 1 and 2, but  the file content doesn't 
completely fill sector 2. The unwritten portion of sector 2 
is known as slack space, and it still contains content from 
File A.  Slack space data can be read and analyzed by any 
of the popular forensics toolkits. 
 
Swap space  
The Operating System moves data in memory to a special 
location on disk in order to free RAM for additional 
operations. When the data on disk is needed again, it is 
moved back into RAM. The area on disk used for this 
purpose is called the swap file or swap space. In Linux 
environments, the swap area is an actual disk partition.  On 
a Windows XP machine, the swap space is a file called 
Pagefile.sys. Since everything in RAM is subject to being 
swapped to disk, some very interesting information can be 
found in a swap file. In addition to plain-text data that 
might be encrypted in a disk file, encryption keys might 

also be present. This is due to weaknesses in some 
applications that allow unencrypted keys to reside in 
memory. Further, information contained in e-mails or 
stored at remote locations might still reside in swap space. 
Any standard disk maintenance utility can access this 
information. 
 
Hibernation files  
Hibernation files are created when a system goes into sleep 
or hibernation mode. For example, a laptop running 
Windows XP writes the entire contents of RAM to a file 
when going into hibernation. Like swap space, hibernation 
files can contain a wealth of information not found 
anywhere else on the target system. The contents of a 
hibernation file can be accessed by a number of disk 
maintenance utilities A target disk is usually full of useful 
information. An investigator just needs to know where to 
look and how to employ the proper tools and techniques[1] 
for extracting it. 

4. Computer Forensic Tools used to Search 
Data 

FTK TOOL  
FTK[7] can analyze data from several sources, including 
image files from other vendors. FTK also produces a case 
log file, where you can maintain a detailed log of  all 
activities during the examination such as keyword searches 
and data extractions. FTK provides two  options for 
searching for keywords. One option is an indexed  search, 
which catalogs all words on the evidence drive so that FTK 
can find them quickly. The other option is live search, 
which can locate items such as text hidden in unallocated 
space that might not turn up in an indexed search. Figure 
2.1 shows how search is performed in FTK . 
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Figure 2.1 Result of search option 

Figure 2.1 shows the search result of word “investigation” 
in an individual file. In addition to indexed and live   
Searches FTK has several advanced searching techniques, 
such as  

• Stemming: which enables to look for words 
with extensions such as “ing”, ”ed” and so on. 

• Phonic: search for similar sounding word such 
as “raise”, ”raze”. 

• Synonym: search for similar word such as 
“raise”, ”lift”. 

• Fuzzy: search forwards like “raise”,”raize”. 

In FTK search  can also be limited.Figure 2.2 shows the 
search options present in FTK. 

 

Figure 2.2 search options in FTK 

5. Computer Forensic Tools used to Retrieve  
Data 

ProDiscover Basic 
ProDiscover Basic[7] from Technology pathways is a 
forensics data  analysis tool.It can  be used to acquire and 
analyze data from several differentnfile systems such as 
Microsoft FAT and NTFS ,Linux Ext2 and Ext3 and other 
UNIX file system. Figure3.1 ,Figure 3.2 ,Figure 3.3 shows 
how  ProDiscover Tool is used to retrieve deleted data 
from a pendrive. Initially   the complete data in the 
pendrive is deleted,and we try to recover the deleted 
data.Figure 3.1 shows the pendrive is empty. 

 

Figure 3.1 Pendrive is empty. 

Now we need to perform data acquisition[5][9] of the 
pendrive.Figure 3.2 shows data acquisition . 

 

Figure 3.2 ProDiscover tool capturing Image of Pendrive 

After capturing image of the pen drive the  deleted data is 
recovered from pendrive which is shown in Figure 3.4 
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Figure 3.3 Results of data retieval 

6. Proposed system 

The grep program allows files to be searched for a 
particular sequence of characters: the word "place" or the 
phrase "the meeting is " for example. The real power of 
grep, however, lies in its ability to utilize metacharacters. 
Metacharacters are certain characters which have a special 
meaning to the grep program and provides great flexibility 
while searching in the process of finding evidence. For 
example the metacharacter "." (i.e. a full stop, without the 
quotation marks) means "any character" to grep, thus 
searching for "fa." might result in matches for "fan", "fat", 
"cab" and so on if these sequences of characters were 
present in the file being searched. 
Grep has for a long time been one of the most useful tools 
for forensic investigators and as well as being a standard 
program on UNIX systems is also included as part of 
Encase. As we discussed the features of FTK which 
provides different search options, but still if we include 
‘grep’ as part of FTK search option will be more flexible 
with more options. And if this complete search options 
along with ProDiscover tool data recovery techniques a 
new tool can be developed where  search and data 
recovery can be done using a single tool which will be 
more flexible for investigators. 

CONCLUSION 
The field of computer Forensics is highly dependent on 
Tools with more features. A computer forensic tool should 
be useful for multipurpose. Such kind of tools should be 
developed. In the paper we want to enhance the feature the 
FTK tool features by incorporating Grep program. And a 
new tool can be developed where  search and data 
recovery can be done with a single tool. 
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