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Abstract 
A packet in ALERT includes the source and destination 
zones rather than their positions to provide anonymity 
protection to the source and the goal node. ALERT further 
enhanced the anonymity protection of source and 
destination by hiding the data initiator/receiver among a 
number of data sender/ receivers. It has the apprise and 
extend mechanism for source anonymity, and uses 
broadcasting for anonymity to destination. ALERT’s 
ability to against timing pushattacks and traffic counter 
attacks is also analyzed. Using TWOAck  concept, we can 
able to detect the selfish and attacker nodes. Source node 
forwards  the Packet  to  neighbor node, and then, it 
forwards Packet  to node destination. When  destination  
receives Packet, as it is two hops away from Source. 
Destination is indebted to generate a TWOACK packet, 
which contains reverse route from source to destination, 
and sends it back to Source. The retrieval of this 
TWOACK packet at Source indicates that the 
transmission of Packet from Source to destination is 
successful .Otherwise, if this TWOACK packet is not 
received in a predefined time period, both neighbour and 
destination nodes are reportedmalicious. The same process 
applies to every three consecutive nodes along the rest of 
the route. 
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1. Introduction 

Mobile Ad Hoc Networks has stimulated numerous 
wireless applications that can be used in a wide number of 
areas such as commerce security communication, military, 
education, and entertainment. MANETs feature self-
organizing and independent infrastructures, which make 
them an ideal choice for uses such as communication and 
information sharing[1][3]][4][5]. Choosing the nodes in 
randomly using ALERT Protocol has working in many 
real time applications. The Anonymity protocol gives the 
anonymity protection in path and it hides the source and 
destination from the other intermediate nodes. The 
ALERT protocol helps to hide the data from intermediate 
nodes. Main disadvantage of traffic system, attacker may 
hack transmitted packets, comprising relay nodes (RN). 

Anonymous routing protocols are crucial in MANETs to 
provide secure communications by hiding node identities 
and preventing traffic analysis attacks from outside 
observers. Anonymity includes anonymity protection of 
data sources[1] (i.e., senders) and destinations (i.e., 
receiver), and also provide protection for route. 
“Anonymity protection for two endpoint” means it is hard 
if possible for other nodes to obtain the real identities and 
exact locations of the sources and destinations. For route 
anonymity, and protection  either en route or out of the 
route, cannot track  a packet flow back to its source or 
destination. Also, in order to dissociate the relationship 
between source and destination[1][4][7][8]. It is 
significant to form an anonymous path between the two 
end system  and ensure that nodes en route do not know 
where the target location may be equipped. 

 
Fig.1 Types of attackers 

2. Performance Measurement of Modules 

ALERT strengthens the privacy protection for S and D by 
the unlinkability of the transmission. 
It can able to detect the active attacker from the path by 
using cracking  algorithm and ALERT Algorthim 

3. Node Creation 

Node Creation is the main purpose in mobility of nodes. 
The sensor nodes are to be deployed in the network region 
what the network has been subdivided into zones. 

4. Route Discovery 

ALERT provides anonymity protection to source, 
destination and also for route. Rather than relying on hop-
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by-hop encryption and redundant traffic, ALERT mainly 
uses frequently routing of one message copy to provide 
anonymity protection.[1][2][6] 

5. Data Transmission 

Transmit the data from source node to destination node 
through the intermediate nodes which are selected 
randomly in the network zones, sending the TWOACK 
concept for sending and receiving packets in network area. 

6. Attacker Prevention  

ALERT has a strategy to effectively traffic counter attacks, 
which have proved to be a tough open issue. ALERT can 
also avoid timing push attacks because of its non fixed 
routing paths for a source-destination pair. Using 
“Traducer node detection” scheme to prevent the network 
from Active attackers. It having two types of Attacker  

1.  Inside  Attacker  2.  Outside  Attacker. 

6.1 INSIDE ATTACKER 
By using the ALERT Algorithm technique, able to detect 
and prevent the attacker by partition the network into 
zones. 

6.2 OUTSIDE ATTACKER 
By using Cracking Algorithm Technique  able to detect to 
outside attacker  by MAC address and IP address. 
The server will check the  IP  address and MACaddress of 
incoming nodes  and  also check  along with their  
behavior of the incoming nodes. If the IP address will  
match  means  allow the node to the zone otherwise it  not 
permitted. 

 
            - Inside Attacker 
            - Outside Attacker 

Fig.2  Routing among zones 

7. PARAMETERS: 

We use the following figures to evaluation the 
performance. 

 
FIG.3 Number of  Participating nodes.  

Fig.3 which describe about the  number of participating 
nodes  include random forwarder and relay nodes  that 
actually participated in routing.  
Fig.4  which demonstrates about routing efficiency and 
anonymity for source to destination. 

 
Fig.4 number of  random forwarder 

 
Fig.5 packet delay 

The above fig.5 describe about the average latency  from 
the packet is  sent and before it is received. 

 
Fig.6  delivery rate 

Fig.6  this is measured of the packets that are successfully 
delivered  to a destination. 
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8. Future Works 

A packet in ALERT includes the source and destination 
zones rather than their positions to provide anonymity 
protection to the source and the destination. ALERT 
further  enhanced the anonymity protection of source and 
destination by hiding the data initiator/receiver among a 
number of data initiators/receivers. It has the “apprise and 
extend” mechanism for source  and destination anonymity. 
In addition, ALERT has an valuable solution to traffic 
counterattacks. ALERT’s ability to struggle against timing 
push attacks is also analyzed. Performance  results based 
on experiment show that ALERT can endeavor high 
anonymity protection at a low cost when compared to 
other anonymity algorithms. It can also accomplish 
comparable routing efficiency to the base-line GSPR 
algorithm. Resemble the other anonymity routing 
algorithms, are ALERT is not adequately bulletproof to all 
attacks. Future work lies in boosting ALERT in an attempt 
to prevent stronger, active attackers and demonstrating 
comprehensive theoretical and simulation results. 
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