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ABSTRACT

Medical images transmitted through the communication networks
needs more robust and reliable algorithms. In this paper, we
propose a new medical image watermarking scheme of CT Scan
images based on the wavelet transform. The main contribution in
this paper lies in  the extraction process that improves
watermarking scheme robustness and efficiency against several
scenarios of attacks. The obtained results are very encouraging,
especially when the watermark is invisible. It became very helpful
for authenticity and integrity of the DICOM images. Moreover,
Our images present a high resistance against several dangerous
attacks known in the image processing such as rotation and noise.
This means that the proposed approach achieves a remarkable
robustness.

Keywords:
Wavelets; Watermarking; Robustness; Attacks; Medical Images.

1.Introduction

The handling of numeric information in hospitals,
especially in radiology systems, the storing and electronic
transfer of medical images between hospital services, has
become the central point of the information infrastructure
of modern healthcare systems. The recent development of
Information and Communication Technology (ICT) has
strengthened the potential of tele-medicine, and more
precisely of tele-consultation, tele-surgery and tele-
diagnosis. The evolution in the ICT domain provides new
solutions for storage, access and broadcasting of medical
information, including medical images. Nevertheless, the
use of ICT leads to new risks for the security of patient data,
especially for personal data transmitted through the network
and accessible via the internet. Given that all patient data
are subject to medical secret, their confidentiality and their
robustness should be ensured [1].

Watermarking is one of the best security solutions, it is
subjected to cover the security shortcoming issues.
Regarding medical image, watermarking method should be
invisible, high imperceptible (transparency) with high
fidelity. Where the physician diagnosis is based on those
images, any slight modification will affect the treatments
and the results. The general scenario of the digital
watermarking methods is to hide data into a medical image,
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where the only authorized user can extract them and verify
its integrity and authenticity [2].

Watermarking methods can be classified based on the
embedding manner into spatial and frequency domains. The
spatial domain provides less complexity, easy and fast
embedding and extraction processes. Whereas, it presents a
weakness in term of robustness against signal processing
attacks. The most known techniques are the Least
Significant Bit (LSB) [3] and the Local Binary Pattern
(LBP) [4]. However, Frequency domain provides more
robustness against different attacks. But presents a high
complexity during the embedding and extraction phases.
The most known techniques are Discrete Cosine Transform
(DCT), Discrete Wavelet Transform (DWT) [5], Discrete
Fourier ~Transform (DFT) [6], Singular Value
Decomposition (SVD) [7].

Indeed, the watermarking approaches in the frequency
domain are more robust than approaches operating in the
spatial domain. In this paper, we achieve our watermarking
framework in the frequency domain which make it possible
to ensure the image’s authenticity and as a consequence the
reliability. Whereas, our approach presents a high
robustness and less complexity regarding the proposed
algorithms in the literature.

We consider in particular the Digital Imaging and
Communication In Medicine (DICOM) in our work.
DICOM medical images have a special structure composed
of two parts: the header and pixel data. The header contains
the patient information like patient name, physician name
and other information. For the pixel data, it consists of the
image data to be displayed [8].

In the second section we present the wavelets
decomposition principle. The third section deals with
related works that address medical images authenticity and
robustness. The fourth section is dedicated to the new
watermarking approach we have proposed. In the fifth
section, we present the test results in our algorithm. The
paper ends by a conclusion and perspectives in the sixth
section.
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1.1Wavelet Decomposition Principle

Discrete Wavelet transform (DWT) is a mathematical
model for decomposing a signal. It is valuable for handling
of a non-fixed signals. The decomposition is based on a
modest waves called wavelets. The one level wavelets
decomposition principle for a given image is illustrated in
figurel. In fact, this decomposition can have several levels
called n-levels, multi-resolution domain. The result of this
decomposition gives four sub-bands: Low-Low (LL), Low-
High (LH), High-Low (HL) and High-High (HH). The LL
sub-band contains the estimated original image while the
other sub-bands contain the missing details. The LL sub-
band output from any stage can be decomposed further [5].

Figure. 1. 2D Medical image wavelet transform with one level
decomposition.

The multi-resolution domain offers several advantages. The
first advantage is that it defend for the used watermarking
algorithms to be robust against JPEG 2000 compression.
The second advantage is its power to choose the frequency
set that is watermarked to control the most noticeable visual
degradation in low and high frequencies. The embedding in
the low frequency sub-band provides a high robustness, but
the embedded watermark become visible which affects on
the image quality. This means a degradation in the
watermarked image [2]. While the embedding in the high
frequency sub-band supports more visibility and low
degradation, but less robustness [5]. This property is due to
the impairment of the visual human contrast sensitivity at
high frequencies [7].

2. Related Works

Among the existing wavelet based watermarking
techniques addressing the authenticity and integrity of
DICOM medical images, we can mention those based on
the multiple watermark achievement [1], those based on
different levels wavelet decomposition [5], those which
perform watermarking on regions of interest (ROI) [9] or
even combining ROI and non-region of interest (NROI)
[10].

Other interesting works have been achieved in the image
watermarking field. The authors in [11] applied image
watermarking with multiple watermarking techniques
based on Haar-DWT with four levels. Multiple watermarks
are also used: the reference watermark, Tamper Assessment

Factor (TAF), and physician's signature. When using the
Haar wavelet technique the authenticity was satisfied
against some kind of attacks, but for other attacks such as
rotation and cropping, contrast, flip, blurring, sharpening,
salt and pepper noise, and Gaussian noise, we note a
remarkable lossless of the embedded data.

In [12] an algorithm of watermark embedding is proposed.
It consists to divide the image into three wavelet transform
by using a graph theory approach to find optimal places to
embed the watermark key. The algorithm ensures a good
invisibility and robustness, especially against LSB attacks
and is reliable enough for tracing the intruder.

Authors in [13] proposed blind techniques using both DWT
and DCT to improve the robustness and the invisibility of
watermark. It is based on the regions of interests ROI. The
embedding process consists to apply Arnold transform to
the binary watermarking image, then decompose the image
into one layer DWT, after that compute the DCT for the
whole LL part to get featured vector. The lowest frequency
in feature vector is chosen and one gets the sign sequence.
The experimental result shows a good robustness against
different attacks and high weakness when applying JPEG
compression and Median Filter attacks.

In [14] the authors proposed an encryption and
watermarking technique to improve the authenticity and the
integrity of medical image. Firstly, the watermark phase is
based on quantization index modulation (QIM) in the
spatial domain. It is applied by embedding two messages as
watermark (every message contains a code to verify the
authenticity). Then, the encryption phase based on the
symmetric technique Advanced Encryption Standard (AES)
using Cipher Block Chaining (CBC) as mode of operation.
It is applied to increase the integrity of medical image. The
performance evaluation shows that the PSNR achieved the
60 dB and 105 dB for ultrasound and PET image. For the
capacity issue, the size of the bits that was used for the
watermark and encryption are enough and the capacity
increases when the PSNR decreases.

We find also in [15] a proposed blind dual watermarking for
binary image which is based on DWT and uses two
watermark layers. The first layer watermarking consist to
the original watermark signal. It is embedded in the lowest
frequency sub-band of the wavelet domain. The second
layer watermarking as well as a mapping between the two
layer watermarks is built by combining the encryption
technique with the invariant pixel distribution features
extracted from the binary image. In comparison with usual
single DWT techniques, the results obtained show a better
robustness, especially in Gaussian noise, JPEG
compression, and some geometric attacks, but present a less
robustness against some attacks such as scaling and rotation.
Authors in [16] proposed a blind watermarking technique in
the DWT domain, based on a chaotic mapping and a
dynamic blocking. Arnod’s Cat Map is used to produce the
watermark key used in the LL (3) step of the DWT
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transform. The key can therefore be produced in the
extraction phase without the need of the original image or
the transmitted information. The embedding of data was
done in LH (3) and HL (3) by using the special dynamic
blocking method and wavelet coefficient quantization. In
the extraction process, they decompose the image, then
decode the LL3 by chaotic map to get the key an extract the
watermark. The experimental results show that the
algorithm achieves a significant high security and
robustness against several attacks such as JPEG
compression, noise and median filter but not satisfy
robustness against blurring attack.
The work presented in [17] showed a blind reversible
watermark approach for medical images based on
histogram shifting in wavelet domain. An integer wavelet
transform is applied to map the integer host image
components to integer wavelet coefficients. Finally, the
watermark information is embedded into the high frequency
sub-band of the transformed image. The PSNR of the
extracted image exceeds the 53 dB in some non-geometrical
attacks. The proposed algorithm doesn’t take in
consideration the case of geometric attacks.
The authors in [18] proposed a blind robust watermarking
approach based on nonnegative matrix factorization (NMF)
in DWT domain. The watermark is embedded into the
“encoding” matrix, then the matrix is reconstructed. The
experimental results show a robustness against JPEG
compression, Gaussian low pass filtering and noise addition,
but a weakness against geometrical distortions like rotation,
cropping and resizing.
The author in [19] proposed a robust watermarking
technique in the frequency domain. It is based on DWT
three levels. The watermark embedded in the low frequency
sub band using blending technique. In the embedding phase,
three levels DWT transform are applied both to the original
and the watermark image. Then, embedding the watermark
image into the original image by using the linear
interpolation (Equa. 1). Finally, inverse DWT (DWT-1) is
applied to obtain the watermarked image. In the extraction
phase, three levels DWT transform are applied to the
watermarked image and original image. Then, they extract
the watermark by using the linear interpolation (Equat.2)

Wi =k X U3+ q X wps D

Ry, =wp; —k Xl (2)
where k, g € [0,1], I3 the 3-DWT original image, wm3 the
3-DWT watermark image, iwmi the watermarked image in
the 113, , Rw retrieved watermark. The quality of the
watermarked image and the retrieved one is depending on
the aspects k and g. The approach presents a high
performance in case of no attacks, but after applying the
attacks, especially the JPEG compression, adding noise and
filtering attacks, the retrieved watermark image quality
(PSNR) was around 22 dB which is qualified as a non robust
algorithm.

Another blind watermarking approach was presented in
[20], where the technique aimed to detect the tamper zones
and robustness against signal processing attacks. The
approach was based on DWT and cat map. The
approximation discrete wavelet transformation coefficient
of a block was embedded as a watermark in the detail
coefficients of an another block. The experimental results
show acceptable watermarked image after embedding.
Moreover, after the attacks, the extracted watermark was
robust against the compression and rotation attacks, where
the PSNR was around 37 dB, but after the noise and filter
attacks, the extracted watermark was distortion, where the
PSNR was around 20 dB.

From the previous related works, we can conclude that the
watermarking approaches in frequency domain still present
some gaps against some scenarios of attacks, and also for
the imperceptibility which remains a negotiate issue.
Moreover, the computational complexity in watermark
embedding/extraction has to be taken into account
especially for a real time application.

3.Proposed Watermarking Algorithm

In our work, we apply one level DWT for both the used
watermark and the original images. Then, we embed the
watermark in the original image by using linear
interpolation presented by our team in works [2, 21, 22, 23].
Linear interpolation provides an imperceptible of the
watermark without degradation in the quality of the
watermarked image.

Our technique considers two phases: embedding and
extraction processes. In the embedding phase, one level
DWT is applied to the watermark and also the original
image. Then, we embed the watermark using linear
interpolation. The inverse DWT (DWT-1) is applied to the
DWT coefficients of the watermarked image in order to
obtain a "readable” watermarked image. In the extraction
phase, one level DWT is applied to the watermarked and
watermark images. We achieve the embedding process
using linear interpolation to get a new watermarked image.
Then, the attacked watermarked image with the new
watermarked image is an unmarked using linear
interpolation. Finally, DWT-1 will be applied to the
extracted attacked DWT watermark image to achieve a
readable attacked watermark image.

3.1Watermark Embedding.
Figure 2 illustrates the watermark embedding process

which is based on the level-1 wavelet decomposition. The
watermark is embedded through a linear interpolation

i, =1—w+ti (3)
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Where t €]0,1[ and i, w and iw are respectively the
original image, the watermark and the watermarked image.
wDWT , iDWT and iwDWT are respectively the
watermark, the original image and the watermarked image
in wavelet decomposition.
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Figure 2. Watermark Embedding Process.

The main steps of the embedding process are as follows:

1. Divide the original image i and the watermark w
into 8x8 blocks.

2. Apply the DWT (one level) to each block obtained
in step one for the images i and w. The matrices of
the DWT coefficients give as results the ipwr and
Wpwt Mmatrices.

3. Mark wpwr in ipwr by the following equation:
twowr = (1 — Owpyr + tipwr 4)
where iwDWT are the watermarked matrices (visually this
matrix is unreadable, so to make it readable we need to

apply the step 4) and t is a given value € 10,1 [.

4.  Apply the DWT inverse operation (DWT-1) to all
the blocks in order to obtain the readable image iw

3.2 Watermark Extraction

The novelty and the contribution of this paper is in the
extraction phase, which takes into account the watermarked
image in the extraction process and not just the attacked
watermarked image. Figure 3 shows the extraction scheme.
We denote by “mark”, the embedded watermark by linear
interpolation, while "extraction” refers to the watermark
inverse embedding:
1 1-t.

Wq = ?WiDWT Tt lwa (5)
Where wa, iwa and wipwr are the extracted watermark, the
attacked watermarked image and inverse DWT of
watermark image, respectively. We resumed this process as
follows:

1. Apply the DWT one level of each block of w and iy to
obtain wpwr and iwpwr .

2. Mark wpwr in iwowr by using equation (6) to obtain
Wipwr.

Wipwr = (1 — )iypwr + tWpwr (6)

3. Apply the DWT one level of each block of the attacked
watermarked image iwa to obtain iwapwr Which is the DWT
coefficient matrix of the attacked watermarked image.

4. Unmark iwapwt , Wipwt With the same t value used in the

embedding process using the equation (7) to obtain Wapwr .
1 1-t
Wapwr = ?WiDWT — —— lwabwr @)

5. Apply the DWT inverse for all the blocks on w,pyr Iin
order to obtain a readable and significant image wa .

........

........

Y Wi Wa r------ CwW

................

Figure 3. Watermark Extraction Process.

4.Experimental Results

We performed our tests on a gray CT scan medical image
database that contains 250 images of size 256 x 256. The
original images come from [24] while the watermark image
contains the full name of one of this paper authors. The
watermarking process has as the secret key, it varies
exclusively between 0 and 1 in order to achieve a visible
finvisible watermarking. Similarly, we tested our proposed
watermarking algorithm against several kinds of attacks
introduced in Stirmark Benchmark [2, 23] such as: median
filtering, JPEG compression, rotation, adding noise and
PSNR attacks. Through the obtained results we concluded
that the invisible watermarking (where t close to 1) gives
better results compared to the visible one (t = 0.2) and the
semi-invisible one (t = 0.5) where the extracted watermarks
are similar to the original one. As for the robustness of the
proposed approach, we conducted tests in several cases
(according to the values of t). Figure 4.A illustrates the head
original image, watermark image and head watermarked
images obtained after applying our algorithm with several
values of the secret key t (0.2, 0.5 and 0.98) for a visible,
semi-visible and invisible watermarking.

Original mage /

LA e e
Watermark w

Watermarked image /,
(with t=0.5)

Watermarked image £,
(with t=0.98)

Figure 4.A. Embedding watermark by linear interpolation with different
values of t (secret key).

L
Watenmarked image 7,
(with t=0.2)
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In figure 4.B, the first level (a) shows the attacked
watermarked images, the second level (b) shows the
extracted attacked a watermark image and the third level (c)
shows the differences between the original watermark
image and the extracted attacked watermark in case of
t=0.98.
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Figure 4B Watermark Extraction Résults when t¥0.98
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In figure 4.C, the first level (a) shows the attacked
watermarked images, the second level (b) shows the
extracted attacked watermark image and the third level (c)
shows the differences between original watermark image
and extracted attacked watermark in case of t=0.5.

In figure 4.D, the first level (a) shows the attacked
watermarked images, the second level (b) shows the
extracted attacked watermark image and the third level (c)
shows the differences between original watermark image
and extracted attacked watermark in case of t=0.2.

Warermark w

Figure 5.A. Embedding watermark by linear interpolation with
different values of t (secret key).
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Figure 4.C. Watermark Extraction Results when t=0.5
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Figure 4.D. Watermark Extraction Results when t=0.2.

We have also made the same tests on other images
following the same steps in the cases of visible, semi visible
and invisible watermark by setting in each test the values of
the key t. Figure 5.A, figure 5.B, figure 5.C and figure 5.D
illustrate the results for used images sample such as: brain
image, while figure 5.A, figure 5.B, figure 5.C and figure
5.D illustrate these results.
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Figure 5.B. Watermark Extraction Results when t=0.98.
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Figure 5.C. Watermark Extraction Results when t=0.5.
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Figure 5.D. Watermark Extraction Results when t=0.2.
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Figure 6.A. Embedding watermark by linear interpolation with
different values of t (secret key).
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Figure 6.B. Watermark Extraction Results when t=0.98.
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Figure 6.C. Watermark Extraction Results when t=0.5.
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Figure 6.D. Watermark Extraction Results when t=0.2.
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4.1. Robustness Measurements

To assess the robustness of the proposed approach in this
paper, we introduce the latest techniques used in the
literature. It consists to calculate the Peak Signal to Noise
Ratio (PSNR), Structural Similarity Index SSIM [25] and
Universal Quality Index (UQI) [26].

1
MSE(w,w,) = TN

wo (i, )))? ®)

PSNR(w,w,) =
ZP—l 2
10 logyo (£ =) 9)

MSE
Where w and wa are the original and extracted watermarks,
respectively; P is the image depth; and M and N are the

image size.

?/1:1 Z;y=1(W(i']') -

The values of PSNR against the applied multiple attacks
show that its values exceeds 34dB (standard threshold)
which means a low degradation between the original
watermark and the extracted one.

SSIM(w,w,) =
2 + ¢1) (20 +c.
Znm (iéfffév,fﬂl?ii@ff{ffj) (10)
Where n and m are the image size; u,, and u,,, are the
averages of w and wa, respectively; o2 and Hw, are the
variances of w and ws, respectively; and o5 and o, are
the covariance of w and wj, respectively.

2wwg'

Owwq
UQI(w,wg) = OwOwg * W)2+(wg)?
(11)

20w0w,

owtonm,

Universal Index models comprises three different factors:
correlation coefficient between w and wa with a value
range of [-1,1]. The luminance distortion between w and
wa with a range value of [0,1]. The contrast distortion to
measure the similarity between w and wa with also a range
value of [0,1].

For SSIM and UQI between the original watermark and
the extracted one values, the dynamic range of SSIM and
UQIl is [-1,1], where is in the locality of 1 means a strong
similarity between the original watermark and the
extracted watermark images in case of all kinds of attacks.
Table 1, figures 7.A and figure 7.B illustrate the PSNR,
SSIM and UQI results after applying different attack
scenarios.

Table 1. Robustness measurements after different attacks

Attacks PSNR SSIM uQl
JPEG 69.1732 0.9997 0.9863
MEDIAN 51.1326 0.9986 0.9611
NOISE 41.1456 0.9794 0.9153
PSNR 65.8942 0.9999 0.9999
ROTATION  43.2264 0.9713 0.9237
1 47
OJPEG
0.95 1] B MEDIAN
ONOISE
0.9 1]
OPSNR
0.85 1= EROTATION
SSIM ual

Figure 7.A. Robustness measures in case of SSIM and UQI

80
OJPEG
60
@ MEDIAN
a0 ONOISE
20 OPSNR
0 B ROTATION

PSNR

Figure 7.B. Robustness measure in case of PSNR.

4.2 Imperceptibility Measurements

Our approach aims to achieve a high imperceptibility
regarding the watermark embedding . The degradation in
the watermarked image after watermark embedding is
very low. The optimal imperceptibility in our scheme
when tis close to 1 (t=0.98). Moreover, we evaluate the
imperceptibility for our approach by measuring the PSNR
between the original image and the watermarked image.
Table 2 shows the imperceptibility results of different
values of t. While figure 8 shows the chart of these results.

Table 2. Imperceptibility measurement based on PSNR.

Image PSNR

t=0.2 t=0.5 t=0.98
Head 39.2345 41.4658 56.3476
Brain 39.4574 40.6244 54.3487

Hand 38.5657 41.7065 55.5504
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t=0.2 t=0.5 t=0.98

Figure 8. Imperceptibility results for different values of t

Based on the previous table and figure, our approach
achieves a high imperceptibility when t=0.98. Moreover,
the results indicate that the technique offers a high fidelity
and imperceptibility, which means that our approach
reserve the image quality after embedding, and there is no
degradation effected to the watermarked image.
5.Comparative Study

In this section, we will compare the robustness of the
proposed technique with the works in [19] and [20]. We
provided the values of PSNR and SSIM of the extracted
watermark. Those works have used the DWT technique,
where the watermark image size in those works has the
same size with the used watermark in our work.

Table 3. PSNR Comparative results

Attacks [19] [20] Proposed
technique
JPEG 28.287 38.71 69.1732
Compression
Noise 20.272 25.74 41.1456
Median 27.497 1422 51.1326
Rotation 43596 36.68 43.2264
80
60 m[19]
40 -
m[20]
20 -
0 - Proposed
technique

Figure 9. PSNR Comparative results with the works in [19] and [20]

Table 4. SSIM Comparative results

Attacks [19] [20] Ours
JPEG 0.9875 0.98 0.9997
Compression
Noise 0.9225 0.8 0.9794
Median 0.9852 0.6 0. 9986
Rotation 0.9999 0.97 0.9713
1.5
m JPEG
1 - Comressions
H Noise
0.5 -
Median
0 -
[19] [20] Ours

Figure 10. SSIM Comparative results with the works in [19] and [20]

We compared our results in term of robustness with those
works in [19] and [20]. It is obvious from the table 3 and
4, and figures 9 and 10, that our results are better than
those results in term of robustness by measuring the PSNR
metric.

6.Conclusion

We proposed in this paper a new watermarking approach
to ensure the CT scan medical image authentication and
robustness, which is based on the wavelet transform. This
approach is applicable to any kind of images, but more
appropriate to the medical image because the high image
quality and the less degradation. The embedding process
is performed by a linear interpolation with an invisible
way. Our tests were performed on a sample of 250 images.
The results obtained are very encouraging, especially
when the watermark is invisible (the watermarking key t
close to 1). Similarly, we discuss about the robustness of
our approach which consists to compare the original
watermark and the extracted one after applying attacks.
This aspect is achieved by applying the best known
similarity measures between the original and the extracted
watermarks as the PSNR, SSIM, UQI. The experimental
results and the comparative study show that the proposed
technique present more robustness against different kinds
of attacks than some relevant works presented in [19] and
[20].
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