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Abstract

Nowadays the words such as cyber and electronic attacks are
heard of more than any other ones. They refer to the attacks
which can ruin the structure and foundation of a company,
organization, or even a ministry and cause irreparable damages.
Analyzing these intrusions, we ascertain that every cyber-attack
benefits from four general weaknesses: innate and structural
weakness, configurations, design and implementation, and
human-made errors. Concentrating on the relevant weaknesses
and overcoming them, we can achieve a secure and stable
system. Studying and analyzing common attacks such as XSS
and SQL Injection and using metric-based model, this research,
therefore, aims to focus on the weaknesses and to present
approaches to overcoming the weaknesses and counteracting
these attacks.
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1. Introduction

Nowadays intruders and electronic thieves (scammers)
use various methods to have unauthorized access to
personal, confidential and important information or bank
accounts. In fact, the wars of hostile states have turned
into electronic and cyber wars. More of these attacks
occur every day. According to the statistics provided by
security companies, over 140 million new and zero-day
malwares entered the cyber world in 2014. Also, the
success of these malwares and attacks indicate the
inefficiency of conventional methods for detecting and
counteracting these attacks and discovery of new methods
for abuse by intruders. Therefore, it is more essential now
than before to generate new methods in order to detect
and counteract cyber and malware attacks. According to
the statistics provided by reliable companies, two
common attacks which occur more than other ones are
XSS and its types and SQL Injection (Figure 1).

In such attacks, the intruder or malware can take
advantage of all 4 types of weaknesses (structural,
configuration, design, human-made) and completes the
attack stages so that the objectives can be achieved.
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Figure. 1. Statistics Pertaining to the Majority of Security Breaches on
Websites in 2013

In the investigation of identifying and classifying
computer malwares, all the academic studies and
researches fall into three categories of signature-based
methods, behavior-based and heuristic ones. Each method
has been separately simulated in a virtual environment
such as Virtual Machine. They are analyzed by
monitoring the behavior and performance with a dynamic
method or according to the physical characteristics and
system behaviors (modification, deletion, and so on) using
static analysis. However, there are 2 malware sources and
3 well-known models in the process investigation of
attacks and malwares. Malware sources are the
ontological model of Swimmer (Swimmer, 2008) and
MAEC model which belongs to MITRE ™ Corporation.
Regarding the process models, the first model, which was
presented in 1998, belongs to Howard and Longstaff
(Howard et al., 1998). Using a specific flow graph in a
simple and fluent language, it investigates an attack in a
process way. They divided the attack process in 7 phases.
The intruders (hackers, spies, and so on) are placed in the
first phase, while the tools such as instructions,
information exchange and so on which are used by them
are put in the second phase. In the third phase, there are
threats which exist, such as poor design, implementation,
or structuring. The actions which are taken for the attacks
are placed in the fourth phase. The instances are sniffing,
reading, copying, and so on. The fifth phase is regarding
the attack objectives such as data, bank accounts, and so
on. The next phase contains the unsupervised results such
as denial of service, resource theft, and so forth. Finally,
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the seventh phase includes attack objectives such as
destruction, political purposes, financial reasons, and so
on. Although the above-mentioned model is very simple
and rudimentary, it has inspired many subsequent models
which used it. The next model which is studied was
introduced by Gadelrab and affiliates (Gadelrab et al.,
2007). It has 5 dimensions. These 5 dimensions of
malware process are as follows: intrusion source (remote
or internal), acquiring or increasing the privilege (root,
system, user, ordinary), vulnerability (configuration,
implementation), carrier (network traffic or a normal
action), and objective (operating system, memory, and so
on). They tested and implemented their model in 8 states
in the laboratory. The results of their evaluation obtained
by IDSs indicated the efficiency or success of the model,;
however, this model was then improved by Saber and co-
workers (Saber et al., 2010), and a better model was
presented. The second model was presented by Gadelrab
and fellows (Gadelrab et al., 2008). Testing 39 samples of
malwares analyzed on CME list (Common Malware
Enumeration), they evaluated the executive patterns for
analyzed attacks. They realized that 8 steps could be
considered for the attack. The attack steps are as follows:
Reconnaissance (R), Victim Browsing (VB), Execute
Program (EP), Gain Access (GA), Implant Malicious
Code (IMC), Compromise Data Integrity (CDI), Denial of
Service (DOS), and Hide Trace (HT). According to these
8 steps, they analyzed some well-known malwares such as
Code Red-1, Code Red-Il, Sasser, Trinoo, and so on. It is
worth mentioning that this model only deals with the
attack process. It does not implement the details and
attack implementation commands such as buffer rewriting
or code sequence. For instance, the sequence of phases in
the attack by Cod Red-I are as follows: GA, IMC, EP, EP,
VB, CDI, EP, VB, DOS. Using the second model
presented by Gadelrab and studying a large number of
CWEs (Common Weakness Enumeration) and CAPECs
(Common Attack Pattern Enumeration &
Characterization), Geramiparvar and Modiri introduced 9
metrics as measures for identification and classification of
computer malwares and cyberattacks (Geramiparvar et al.,
2014). Also, they prioritized the metrics. Using fuzzy
AHP (Analytical Hierarchy Process) and according to the
impact of each metric in establishing the attack step or
their effectiveness in 8 attack phases, they calculated the
weights and importance pertaining to each metric and
introduced their metric-based model.

This paper consists of 4 sections. In the second section,
the attacks are introduced and explained according to the
metric-based model, and then they are analyzed.
Identification and prevention measures are introduced and
the impact of metrics on attack stages are investigated and
then the approach is proposed. In the last part, the
discussion and conclusion are presented. Finally, some

suggestions are made for future works and relevant
researches in the eighth part.

2. Explanation and analysis of XSS and SQL
Injection Attacks

Now, to learn more about common attacks, we introduce
XSS and SQL injection and analyze them in details.

A. SQL Injection Attack and Phase Analysis
Regarding SQL Injection attack and the quality of its
phases, it can be stated that the malware or intruder
requires an initial reconnaissance first in order to access
database tables, databases, table names and its fields. This
reconnaissance can be done by sending a misleading
query, mismanaging the errors and so on. After that, it
starts browsing the database and acquiring the username
and password in order to enter the database. After
acquiring the username, password, and the necessary
privileges, it starts injecting codes and sending search
queries in order to acquire information. Finally, it can
modify or delete data after acquiring the necessary
information and enough authorizations (upgrading the
privileges). According to the second model by Gadelrab,
attack phases, therefore, can be summarized as
R—VB—GA—IMC—CDI...

B. XSS Attack, Types and Analysis
XSS attacks are a form of injection attacks in which
malicious scripts are injected into trusted or harmless
websites. The weaknesses which result in the success of
these attacks are very extensive. These attacks occur in
web-based applications in which user login is used and
the output is generated without authentication and
encryption. The intruder uses XSS in order to send
malicious scripts to an unsuspicious user. The browser of
the end user has no knowledge to recognize that the script
should not be trusted, so it executes the script. Because it
thinks that the script comes from a reliable source. The
malicious script can access to all cookies, session tokens,
or every other piece of important information which is
kept by the browser on the website. These scripts can
even rewrite the contents of HTML pages. XSS attacks
occur at two times:

*When data enters a web-based application through an

unreliable source, the highest frequency pertains to the

web request.

*When data included in a dynamic content which is

sent to a web user are not verified to find the malicious

content.
XSS attacks fall into two categories named reflected and
stored; however, there is also a less-known third category
which is named DOM-based attacks. Assume that a user
logs on to his bank account. Now an intruder can send
him an email which contains intriguing information and
deceive him into clicking on a link in the email (GA). The
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link contains a script or refers to a malicious script (IMC).
Through an iFrame, it probably deceives a real user into
performing a subversive action on a registration or
approval form (such as funds transfer from the victim
account). Then the intruder can paste the built-in scripts
and executes desirable operations (EP) with user’s
authorization. The reconnaissance phase may sometimes
occur before these actions: R-GA—IMC—EP...

C. Introduction of Identifying and

Preventing Metrics

As explained in part I, Geramiparvar and Modiri
(Geramiparvar et al., 2014) proposed 9 metrics as
measures to identify and classify the malwares and cyber-
attacks. Each metric was introduced in response to many
weaknesses of which malwares and attacks take
advantage so that they can perform the next phases of the
intrusion or attack. These metrics were extracted after
studying a large number of CWEs. They are explained in
Table I:

TABLE | The Proposed Metrics for Identification and Classification of
Malwares

hletric Desctiphion

How do we kmow that the mpat data is

walid and reliable? Indeed, i1t mcluodes howar

wour service filters, scrabs, amd rejects
inpats and outpute before  additional
Impnst wvalidstion | processing. For example restricting mparts)
from specific enfry pomi= or by special
formats and encoding owtpuats in ext poots.
Can we rely om datz obtained frovn)
databazes or file shares7
What 1s vour identity T Awnthentication is the
process in which =m ewmtity proves ths
Snthentication |identity of another antity, t'rpu.calh throuzgh)
Uada:ltlals, such as a usermame and)
password.
What can yvou do? Awathorization iz the
Anythonization |means by which your service providers
access comtrols for resources and operations
Who will nun your application? Which ons
of datzsbases ars youn commectad to? Howr to
Installation and |make these preferenceas secura’
confisuration | Confisuration MManazement refers to hoar
managsment |(your service handles database commectiorn
admmistration, and othar confizuration|
sethines_
Hoor applications protect sensrtive  data?
W=t appheah.cnns are dealing with iz called|
zensitnre data whach must be presermrad i)
the memory, network, or databasa.

Hoaoror apphcatia—ns miznzse and protect cliews

Ben=itive Data

Session sessionsT A sesszion consists of a series of]
Management |imterachons bebtaeen a client amd  your]
service

How do you protect credential datal
{prrvacy)?T Heow do veun prevent data and)
Libraries fromn being distorted (ntestity)?
Cryptozraphy |How to provdide imitial values to generats
random wariables that mmst be encrypted)
stromglyT Inm fact cryptogzraphy deals wath)
mzantzirime intesrity and confidentiality.

Wh=t do voun do if an application or calling
for a stored procedure £ailsT FHow many|
sensitmve system level details would be

Exception disclozad? Does it retum error information)
hiznapement |dorecthy? Excepfion manasernent iz aboos]
2ITOr manasemmernt and emror return as weall
as controlling excephons oocurred]
applications are rurming.

It describesz what action was dome by
Anditimz and  |anyone at amy Zrven fime. Awndifing  and)

Lozsms logzing refer to how secunity-related events
are recorded, monitored, and andited.

To understand these metrics better and ascertain which
weakness the malwares (or the intruders) take advantage
of so that they continue their attacks, a list of
vulnerabilities and threats caused by metrics is indicated
in Table Il. The list also helps understand how failure to
comply with these metrics properly helps complete the
phases of attacks.

TABLE Il Vulnerabilities Resulting from Failure to Comply with the
Metrics Properly
Matrics Vulnsrabilities
» Usmz non-validated mput i the HTML output
» Uzmg non-validated imput wsed o generate SQL
Charies, relymg on client side validation
» Uzmg mput fils names, UFRLs, user names for
security dacisions.
Tnpct » Uszmng application-onbye filters for malicions mypats.
Validation » Looking for kmoom bad pattems of mypt.
» Trusting data read fromm databasze, filas shares and
wother network rescurces.
» Failing to validate input from sources meludms
cookies, Choery string parametars, HT TP headers,
databaszs and other network resources.
» Uzmg weak pazswords.
» Storing clear text cradentials in the confizuration
files.
Authentication | » Passmg clear text credentials over the network.
» Penmithne prolemged session lifetime.
= Wlixmg authentication with personalization (zuch
as name and date of barth, et ).
» Belving on a single gatskeapar.
» Failura to lock down system resources agaimst
application 1dentrties.
Anthenization | = Failure to limit databaze acesss to specific stored
procaduras.
» Uszing madequate separation of privileges.
Panmuttme over privileged zccoumts
» Uzing nzecure custom adnumstration interfaces,
» Failing to secures confizuration files on the zarver.
and » Btormg sensitive mformation in the clear text.
= Having too many admimstrators.
» Use over prvileged process accounts and service
accounts.
* Installing from wikmown untrusted sources.
+ Btoring secrets whan vou do not need to.
* Storing secrets in code.
» Storing secrets in clear text in files, registry, or
configuration.
*» passmg sansitive data i clear et over the
natworks.
* Pazzing session [Ds over umencrypied channals.
Session + Pepmitting prolonged sszzsion lifstme

Sansihve data

hiznagement Ving meecure sassion state stores.

* Placing zezzion identifiers mn query sirmgs.

s Uming customs crvptosraphy.

» Uzing the wrong algorithm or a short kev.
Coyptography » Managing or storing kevs meacurely.

» Cheeruzing a key over the long term.

» Dhzmbwhng kavs m=ecurely.
Exceptions * Failure to use structured eccception Handling.
hiznagement + Bevealing too much information to the client.
.. + Failing to audit failed logons.

A.w:l.m.ngand * Failing to secure log files.

Loggme » Failure to audst acrosz applheation fiers.
Likewise, in order to identify the best metrics and
ascertain which consequences we face if each metric is
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not complied with properly, a list of attacks and threats is
indicated in Table IIl. Some of these attacks may also be
caused by ignoring two or more metrics, so the metric
which can be introduced as the main reason for the attack

TABLE IV The List of Metrics’ Roles in Investigated Attacks

is mentioned here.

TABLE Il The List of Attacks Due to Ignoring the Metrics

hietric

Attacks and Threats

Data
validation

*  Buffar Crrarflowrs

» 758 or Cross-zite seriphng
* S0L Injection

» canonicalization attacks

* Ths guery strings

* The form fields

» Cookie manipulation

* Tha HTTP haadars

Aypthentication

» Metwork eavesdropping

» Affacks uning clhisnt awkwardnaess
[umiverszl search)

» Dictionary attack

= Cookie replay attack

* Credential theft

Anthonization

= Elevation of privilege
= disclosure of confidantial data
* luring attacks

Confisuration

In=tallahon
hanagement

* Unauthorized access to custom
admimstration interfaces

* Unauthorizad accazs to
configuration =tors

= Fetmevmg Claar text
configuration codes

* Lack of simgle, spacific auditing
znd accountng

Sanzitive data

* aceess to zensitve data on storags
meadia

* access to zensrtive data m memory
(imcluding Process durmps)

» Eavesdroppmng Metwork

* Information diselosure

Session

hanagement

» Sazzion hijackimz
» Sazzion raplay
= hizn-in-the-middle attacks

Cryptozraphy

» Thaft of decryption keys
* Pazzword crackang

hianaging
axcaptions

* Dhzclosure of sensitive data or
applicabions" detals
* Denial of Service (Do3)

Anditing and

* Fepudiation
» An attacker abusing a program

hletric SQL Injjection. | 283
1. Using mon-
validated imputs in
the HTMML cutputs
(GA, IMICY
Data Usmg non- I, Trusting read data
walidation wvalidated inputs | from databasze
INICY resources .. (INIC)
3. Failing to validate
inpat fromm all
sources, mchudimz
cookdes. .. (INC)
1. Passing clear tesct
P i cver credential aver the
Authentication prrvilagad ﬁﬁ I:-F‘::
accounts (GA) prolonged session
Lifistiime ()
1. Failing to
limit database
acoasz:z (ICDT) Failing to linut
- 2. Failing to databasze access to
Authorization lack dowm zpecified stored
system procedures (4 EF)
resources
(CDT)
1. Storing
confizuration
Configuration t;:tz?ﬁlif:;g];l Us_:in_g ovar
and 2 Failing to privileged process
In=tallation - accounts and servics
hanageament configuration accounts (EF)
files on the
zarver (WVE)
Sanoihive data - -
Parmuttimg
Session pcmlnuged le:mﬁ sa2s1om
M ¢ | ===siom lifetime | identifiers in gquary
- (E) strimgs (B, GA)
. Mot ancryphing | Mot ancrypting
Cryptography mezzagas ((FA) | message (GA)
Fevezling too
hianagement information to |
the client (E)
- Failing o amdit
Aglitme =nd | ailed logons | -
[LEN]

3. A Solution Based on Metrics

with leaving no tracs
= Astacker hides hiz'her frace

Loggmng

D. The Impact of Metrics on the Phases of

Attacks and Recommendations
After explaining XSS and SQL Injection attacks in the
previous part and introducing the metrics, each metric and
its probable role in attack phases is investigated in Table
1V:

As a proposed method and a solution to prevent common
cyber-attacks and given the fact that all the weaknesses
resulting from the metrics cause security holes so that
attack phases are completed this way, a list of actions are
mentioned as countermeasures in Table V. Complying
with these points, a secure and stable system can be
generated and other similar intrusions can be prevented.

TABLE V. Countermeasures against Cyber-attacks and Malwares
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Metric Countermeasure

# Do not trust input, consider centralized input validation.
* Do mot raly on client-sids validation.

= Be careful with canonicalization isswes.

# Conshram | reject, and samifize input

* Validate for typs,_ length, format, and rangs.

Partifion site by anonymous, identified, and authenticated area
Use strong passwords.

Support password expiration perieds and account dizablament.
Do not store credentizls (nse one-way hashes with =alt),
Encrypt commumication chammels to protect authentication
fokens.

#* Pass Forms authenticzhon cockies only over HITPS
connections.

Data
wvalidation

Authentication

Use least privilesed accounts.

Consider authorization granuolarity.

Enforce separahion of privileges.

Festrict user access to system-level resources.

Anthorization

Use least privilesed process and service accounts.

Dio not store credentizls in plaintest

Use strong authantication and authomization on admimistration
imtarfaces.

Donotuszethe LEA.

Secure the commmunication channel for remote administration.
Avoid storing sensitive datz in the Web space.

Configuration
and
Installation
hanagement

Avoud storing secrets,

Enerypt sensitive data over the wire.

Secure the commmunication channel.

Provide strong access controls on sensifive data storas.
Dio not store sensitive data n persistent cockies.

Do not pass sensitive data using the HTTP-GET protocol.

Sensitive data

Limit the zession lifetime.

Securs the chammel.

Encrypt the contents of authentication cookdes.
Protect session state from unauthorized access.

Session
Management

Do net develop your own.

Use tned and tested platform features.

Eeap unencrypted data closs to the algorithem
Use the nght alzonthm and key size.

Avoid key manzgement (use DPAPT).

Cyele your kevs peniodically.

Store keys in a resiricted location.

Cryptosraphy

Use structured exception handling.

Dio not reveal senzitive applicahon implementation detanls.
Do not log private data such as passwords.

Consider a centralized exception manzsement framework.
Identify maliciows behavior.

Enow what good raffic locks Like.

Andit and log activity through all of the application tiers.

Managing

Anditing and
Logsng
o8s Secure access to log files.

Back up and regularh- analvze log filas.

4. Conclusions

In addition to attack phases and their sequential order, the
metric-based model informs us of which weaknesses the
malwares and cyber-attacks take advantage of and with
which metric they take attack steps. Also, the above-
mentioned model provides us with a better answer in
order to find the similar categories and malwares. Using
the results of this model, we can realize that some
weaknesses are innate, some are structural, and some
others pertain to the system. However, human errors and
weaknesses should not be ignored. According to the
metric-based model, some of the notable characteristics of
malwares are as follows:

*This model can be applied as a language (syntax) in
order to express the behavioral characteristics and
signature of malwares. In fact, it can act as a new
language to declare malware patterns and to explain their
performances.

*According to the latest standards and proposed methods,
the description of malwares (based on MITRE standard)
benefits from dictionaries and rich databases such as
CWE, CVE, and CAPECs.

eIt can be used in software security systems such as
antiviruses, firewalls, Pentest productions, and hardware
productions such as UTMs and also in IDSs and IPSs.
«Covering the weaknesses and taking countermeasures,
the proposed approach based on this model deals with the
details and weaknesses in order to prevent the security
holes.

*Given the metrics such as configuration management,
installation, access control, surveillance, and so on, it is
capable of implementation and compatible with
implementation controls of Information  Security
Management Systems (ISMS).

5. Future Works

With the increasing complexity and combination of
extensive attacks, the conventional and common methods
are not accountable nowadays, and it appears essential to
propose new models and methods with more capabilities.
Other problems such as topless and bottomless malwares
are unsolved nowadays because their beginning and
ending are not specified. An intruder may launch an attack
or malware from a country or point and stop it due to a
bug or to avoid attracting attention, and then another
intruder continues the attack from another point, or the
attack phase and stage may not be specified. All of these
cases can be the subject of future researches or works
which can be invested on. The human factor is also
discussed as a challenge and GAP in the security
problems and ISMS. It is worth defining the appropriate
models in this regard.
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