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Abstract

Social Networking Sites (SNSs) have become enormously
prevalent around the globe in recent years. User-Generated
Content (UGC) constitutes the main asset that SNSs rely on.
Privacy concerns towards the UGC that SNSs maintain are
among the downfalls of using SNSs. While attitudes, norms, and
values that are shared among individuals of any particular region
of the world form their own culture, these cultural properties are
found to significantly influence and shape the use, motive, and
behavior individuals tend to exhibit on SNSs. To this time, very
little information has been published about User Privacy
Behavior (UPB) on SNSs in the MENA region. This paper
presents a study of UPB of Jordanian users (i.e., part of the
MENA region) on Facebook: the world’s most known and used
SNS. A total of 272 persons participated in this study by
completing a survey about UPB on Facebook. The findings in
this study indicate that while users in Jordan exhibit medium to
high privacy concerns, they are still not making use of many
privacy-related settings in Facebook.
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1. Introduction

Boyd and Ellision define a SNS as a “web-based services
that allow individuals to (1) construct a public or semi-
public profile within a bounded system, (2) articulate a list
of other users with whom they share a connection, and (3)
view and traverse their list of connections and those made
by others within the system” [1]. SNSs have indeed
defined a new era of communication between individuals
around the world. These phenomenon platforms [2] which
facilitate novel means of social interaction have grown
tremendously around the globe in recent years [3]. The
user base and volume of interaction data that flows across
borders among a wide spectrum of users are extremely
enormous [4]. Facebook [5], the world’s mostly used SNS,
gives an evidence of the massive amount of social
interaction taking place on SNSs [6]. As of June 2016,
Facebook reported that there are 1.13 billion active users
worldwide who access Facebook on a daily basis while
1.71 were reported to be monthly active users [6].
Facebook is a global phenomenon that 84.5% of its daily
active users reside outside the US and Canada [6];
Facebook is available in more than 70 translations as of
2016 [5]. According to the Arab Social Media Report in
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2015, Jordan came second in the MENA region in terms of
social media penetration with 89% of social media users in
Jordan use Facebook, of which 93% access Facebook on a
daily basis [7]. Preference for Facebook as a top SNS was
highest in Jordan (i.e., 63%) among other MENA countries
according to the report [7].

The popularity of SNSs and their usefulness come for
different reasons. In general, SNSs are perceived to
facilitate new forms of communication (i.e., synchronous
and asynchronous) between individuals for a range of
purposes [2, 3] while affording unique engaging
experience [7]. The reliance on SNSs for social interaction
comes in the first place by their definition and services
provided [2]: a communication sphere in which individuals
send messages, share information (i.e., text, images, audio,
and video), and connect with each other beyond
geographical boundaries. Through SNSs, individuals
belong to virtually-formed communities through sharing
perspectives and responding to others [8], for example
Facebook groups. Moreover, SNSs allow people to seek
knowledge regarding trending issues, events and topics
popping locally and globally [8]. The roles of SNSs extend
to involve the facilitation of professional communication
(e.g., LinkedIn), establishment of new means for marketing,
and transformation of traditional ways of business
accomplishment [2]. However, while the perceived
usefulness of SNSs is high and sometimes exaggerated,
downfalls are also present [9, 10]. Privacy concerns are
among the downfalls of SNSs [11]. To relate to privacy
concerns, we highlight two main constructs in SNSs: self-
identification and UGC. Social self-identification is an
essential part that a user demonstrates when using SNSs. In
any SNS, a user maintains a unique profile that embodies
his/her own social networking entity or being [12]; users
create and manage their own personal profiles to identify
themselves. User profiles on SNSs contain personal
information (e.g., name, gender, address, occupation,
phone number, interests, political views, religion, etc.) and
personal photos. Besides self-identification, SNSs build on
UGC,; individuals contribute different kinds of content on
their SNSs reflecting their personal characteristics and
perspectives [13]. UGC is essential to endure the
popularity and financial value of SNSs [3, 6, 7]. A large
proportion of this content along with self-identity (i.e.,
referred to as user’s personal SNS page) serves as a source
to derive user’s personality and habits [7, 14] and therefore
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is critically confidential that should not be exposed
publicly. Even within one’s own network, friends are not
equally trusted to have full access to profile information
[15]. The real threat of exposing confidential information
without supervision on SNSs is that these information
constructs can be compromised in different ways, such as
identity theft, cyber bullying, cyber stalking, reusing
personal photos and information for malicious purposes,
abuse, and recrimination because of declared opposite
opinions to name a few [15]. However, users often neglect
to pay attention to these issues on SNSs. For example, it
has been reported that a considerable percentage of US
Facebook users admitted their unawareness of available
Facebook’s privacy tools [16]. In addition, the fact that
information from user accounts can be gathered and
dismissed to unknown parties without their knowledge was
unfamiliar to many users who actively use Facebook [16].

Despite the exponential evolution of SNSs around the
globe, the usage of such platforms along with motives,
behavior, and patterns are heavily influenced by users’
cultural and social aspects (i.e., norms, codes, values, and
behaviors) which, to a wide extent, vary from one part of
the world to another [17]. Research also confirms that this
applies on UPB (i.e., how a user handles privacy and how
he/she is concerned about that) [2, 3, 11]. The literature
has revealed that privacy concerns on online platforms
differ from one country to another [11]. It has been also
confirmed that cultural aspects influence how individuals

perceive and make privacy-sensitive decisions on SNSs [2].

However, the explosive growth in SNSs has not been
accompanied with enough understanding of UPB in any
country in the MENA region. This paper presents a study
of UPB in Jordan: a Middle Eastern country where a
mixture of individualism and collectivism, with a favor of
the latter, outlines the societal cultural traits there. By
doing this and reporting results to officials, we aim at
increasing the awareness of privacy-related matters among
users, and thus upping the level of privacy protection
against possible misuses of UGC on SNSs.

2. Literature

Intentions to use, motives, and patterns of communication
on SNSs have been widely studied (e.g., [18], [19], [20]).
The “Uses-and-Gratifications” perspective was employed
to explain the intentions to use new media [21, 22, 23]. As
“Uses-and-Gratifications™ perspective emphasizes on that
psychological needs form the stimuli of media use,
different studies built on that perspective to uncover the
motives behind using SNSs (e.g., [24], [12]). Due to the
growing cultural diversity among SNSs users, different
studies investigated cross-cultural difference in the usage
patterns on SNSs. The majority of studies in this domain

confirm that (1) usage motives, behavior, and patterns of
SNSs are heavily influenced by users’ cultural and social
aspects [17, 25]; (2) the intrinsic stimuli behind the use of
SNSs may vary vastly from one culture to another, affected
by the prevailing norms and values that originate from the
culture itself [1]; (3) as SNSs rely heavily on UCG [13, 26],
the noticeable differences on SNSs among people who
come from different backgrounds are attributed to their
profound cultural characteristics, such as social orientation
and cognitive patterns they adopt [25]; and (4) in SNSs,
cultural differences overshadowed demographic variables
such as age and gender in determining how people on
SNSs tend to behave during socializing, seeking
information, and connecting to others within the network
[25]. Research confirms that this applies on user privacy
concerns as well, and the effect of cultural aspects on the
perception of privacy has been examined in various studies
[26]. For instance, based on Hofstede’s cultural
dimensions, a tight relationship between cultural values
and privacy concerns was concluded in [27]. According to
[27], power distance, individualism, and masculinity
increase the overall level of information privacy concerns
while uncertainty avoidance has the opposite effect. As
Gudykunst in [28] recognized “individualism/collectivism”
as the utmost influential cultural dimension on trust and
communication, members from collectivistic cultures are
found to be more concerned about privacy than members
from collectivistic  cultures [29]. People from
individualistic cultures according to [29] are likely to have
more strangers in their social networks and they are less
likely to release their personal information than people
coming from collectivistic cultures. Many studies used
“individualism/collectivism” cultural dimension to reveal
differences in UPB on SNSs. For example, a study
uncovered cultural differences between the US and Korea
in the deceptive behavior on SNSs [30]. According to [30],
Koreans employed deception more than Americans and
they exhibited a tendency to tell false information about
their job, salary, and physical appearance. In the same
study, Americans were found to provide false information
regarding where they lived, their age, and interests [30]. In
[2], privacy-related attitudes and behaviors varied
significantly between American, Chinese, and Indian users
on SNSs. Americans were more privacy-concerned than
Chinese users, followed by Indians who exhibited the least
privacy concerns. The results are explained by the
individualistic culture prevalent in the US compared to the
collectivistic society in China and India which was
somewhere in between. In the same study (i.e., [2]),
Chinese came first in terms of the desire to restrict access
to their information on SNSs such that only a proportion of
their social graph can see their personal information.
Chinese exhibited higher concerns about identity related
matters such as fake names and impersonation; this in
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particular was suspected to be a result of the firm
government regulations and supervision [2]. In [10],
American were found to be significantly more cautious
about online privacy on SNSs than their Indian
counterparts in a cross-cultural study that targeted college
students in the US and India. Americans were concerned
about sharing certain types of information (e.g., surnames
and email addresses) on SNSs compared to Indians [10].
At the same time, American students provided information
on SNSs that relates to their self-identity [10]. Indians
were more apt to communicate when contacted by
strangers (i.e., those outside their close social network)
[10]. To reject unwanted communications that were
initiated by foreigners, Americans simply ignored these
requests while Indians explicitly asked foreigners to stop
contacting them [10].

The study presented in [31] observed that Americans
exhibit higher privacy concerns compared to their German
counterparts. French users, as opposed to their
counterparts from Hong Kong, were less relaxed in
personal information dissemination and Facebook for them
was not trusted to protect privacy as concluded in [3].
Therefore, French users published less personal content
while users from Hong Kong exhibited higher tendency to
share their contact information and personal content [3].
The differences in self-disclosure between Germany and
the US on SNSs were investigated in [32]. The results
showed that users from Germany exhibited high
uncertainty avoidance and they were concerned about
privacy that they limited their self-disclosure. In contrast,
users from the US exhibited low uncertainty avoidance and
as a consequence they were not concerned about reducing
self-disclosure on SNSs [32]. The literature to date has not
addressed UPB of users in the MENA region.

3. Experiment Procedure

This study was intended to address UPB of users in Jordan
on SNSs. The research approach in this study had a
quantitative design and was conducted as an online survey,
adopted from the research methodology used in [11]. An
online survey was launched in April 2016 based on a
survey conducted by [11] in order to understand and
address UPB on SNSs in Jordan. The survey was
announced through several Facebook personal accounts,
groups and pages that belong to the local society of Jordan,
and popular local forums as well.

3.1 Participants
As of July 2016, 318 persons from Jordan in the age

between 15 and 53 years completed the survey. Of the 318
responses, 46 were filtered out because of invalidity or

missing large proportion of the data items included in the
survey. Of the remaining valid 272 responses, 156 were
females (i.e., 57%) and 116 were males (i.e., 43%). Table
1 summarizes the respondents’ demographical profiles,
their preferred SNSs, their frequency of using SNSs,
visibility of their Facebook profiles, and more.

Table 1: Demographical profiles of respondents

Item Data
116 Males (i.e., 43%), 156 Females
Gender (i.e., 57%)
Average age 28.25

5 PhD, 21 Master, 146 Bachelor, 47

Education H.School, 53 Other
Students, Business/Industry,
Profession Engineers, Teachers, Journalists, etc.

Internet usage Regular, almost daily

Facebook followed by Twitter then

Frequently used SNS Instagram
Average years of having
Facebook profile 3.4
Average hours spent on
Facebook per day 1.9
Several times a day to several times a
Visiting frequency week

26.7% visible to anyone
59.1% visible to friends only
14.2% don’t know

How public is your profile
on Facebook

3.2 Survey Instruments

After collecting respondents’ basic information and their
visiting practices on SNS (i.e.,, Partl in the survey as
illustrated in the previous section), this study surveyed
their UPB on Facebook in the rest of the survey.
According to [11], UPB on SNSs consists of five builds: :
(1) “Friends and Relationships”, (2) “Trust and Confidence
on SNSs”, (3) “Privacy Concerns on SNSs”, (4) “Self-
Disclosure on SNSs”, and (5) “Control over Personal
Information on SNSs” [11]. Therefore, the survey was
prepared according to those constructs and it involved the
following parts besides Part | on basic information:

ePart 1. Focuses on the first of the five constructs of
this study: “Friends and Relationships on SNSs”.
Respondents were asked to point out to the number
of friends they have on Facebook and the percentage
of those with whom they are friends with in reality.
ePart I11. Focuses on the second of the five constructs
of this study: “Trust and Confidence on SNSs”. This
part included two subparts: “Trust in Facebook” and
“Trust in Facebook users”. Respondents were asked
to specify their agreement level to different
statements using Seven Point Likert-type scale (i.e.,
from 1 (Strongly Disagree) to 7 (Strongly Agree)).
ePart IV. Focuses on the third of the five constructs
of this study: “Privacy Concerns on SNSs”. This part
included two subparts. Respondents in the first



90 IJCSNS International Journal of Computer Science and Network Security, VOL.16 No.8, August 2016

subpart were asked to specify their agreement level
to different statements regarding “privacy concerns”
using the same Likert-type scale. In the second
subpart respondents were asked to specify how much
they feel comfortable with elements in their profiles
being visible by everyone.
ePart V. Focuses on the fourth of the five constructs
of this study: “Self-Disclosure on SNSs”.
Respondents were asked to specify their agreement
level to different statements about self-disclosure on
SNSs (Likert-type scale) followed by a question
asking respondents to indicate the elements they have
in their personal Facebook profiles.
ePart VI. Focuses on the last of the five constructs of
this study: “Control over Personal Information on
SNSs”. Respondents were asked about their
“Perception of the provided control” (Likert-type
scale) and the “Applied control settings” provided by
Facebook: “Privacy settings”, “Timeline/tagging
settings”, and Blocking settings”.

4. Results and Analysis

The results in this section are listed according to the survey
parts that tackled the five constructs of UPB on SNSs.

4.1 Friends and Relationships on SNSs

The first part of the survey was centered on “Friends and
Relationships on SNSs”. Table 2 shows the results of the
first question which aimed at knowing the number of
Facebook friends for each respondent. The collected data
shows that approximately half of the respondents (i.e.,
48.90%) have between 250 and 549 Facebook friends on
average. Additionally, there was a desire to know the
attitude towards the size of respondents’ friends lists in
order to study how their relationships on Facebook reflect
actual ones; respondents were asked if they care to have
large social friends lists. The question and the results are
shown in Figure 1. As shown in the figure, the largest
proportion of the sample (i.e., 42%) indicated YES, they
like to have large lists given that the friends included in
their lists are offline friends as well. The second largest
proportion (i.e., 29%), indicated NO, they do not care to
have large lists that they care more about quality rather
than quantity. In that, we may conclude that the majority of
respondents, formed from the previous proportions, care
about having friends lists containing contacts they already
know regardless the relationship type in reality (e.g., close
friends, colleagues, regular professional contacts, etc.). In
this regard, more investigation about the types of real life
relationships maintained with contacts on Facebook is
presented next.

Table 2: Results of number of Facebook friends

How many friends do you have on Facebook?
. Sum
Number Number of Users in % of % Y
<49 1.84
50 - 149 9.19 34.19
150 - 249 23.16
250 - 349 19.85
350 - 449 16.91 48.90
450 — 549 12.13
550 — 649 5.88
650 — 749 5.51 13.60
750 — 849 2.21
850 — 949 2.21
950 —
1049 1.10 331
> 1050 0.00

Do you like to have large friends list?

No, I

. Yes, but
don't care only
15% friends I
know
No, I care 0gg
about
quality
not
quantity
29%

Fig. 1 Results of attitude towards having large friends list.

To better understand the social graph (i.e., list) of each
respondent, this part aimed at studying the nature of
relationships maintained in reality between respondents
and their friends on Facebook. The results are presented in
Table 3 in which the respective questions are listed in the
left column while the mean values of the respondents
indications (in %) towards each question are listed in the
right column. From Table 3, we notice that a minor
percentage constitutes those contacts that never been met
in real life, and a small percentage of the friends list were
considered as strangers. However, it can be noticed that
about a little over a quarter of the relationships maintained
on Facebook were considered close while more than half
of the contacts in friends lists were considered casual
encounters. Therefore, we may conclude that this could
raise privacy concerns that respondents maintained more
casual contacts than close friends in their friends lists. The
ratio between close friends to casual encounters is 1:3.
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Table 3: Results of real life relationships to Facebook friends

. Number of

How many of your Facebook friends... friends in %
would you consider as close friends in real life? 27.3
are you in regular contact with in real life? 31.2

could you have a spontaneous conversation with, if
. . 56.8
you met them in real life?

would you consider as strangers in real life? 13.1
have you never met in real life? 7.9

4.2 Trust and Confidence on SNSs

“Trust and Confidence on SNSs” is the second part the
survey addressed. This part is divided into two subparts:
(1) “SNS users’ trust in Facebook™ and (2) “Trust in other
SNS members”.

4.2.1 Trust in Facebook

This subpart of the survey aimed at knowing to what extent
Facebook as a SNS is trusted by its users. For that,
respondents were asked to specify their agreement level to
different items regarding trust in Facbook, using Seven
Point Likert-type scale (i.e., from 1 (Strongly Disagree) to
7 (Strongly Agree)). The results are illustrated in Table 4
in which the survey statements regarding trust in Facebook
are listed in the left column, while the right column shows
the mean values of responses. The results which ranged
from 3.83 to 4.48 indicate low to medium trust in
Facebook. The lowest trust score was given to viewing
Facebook as an honest SNS in its dealings with users; the
same score was also given to considering Facebook a
trustworthy medium in collecting and using users’ personal
information. Highest trust score was given to observing
Facebook as keen to address most users’ concerns.

Table 4: Results of Trust in Facebook

In general Facebook is: Mean

is open and receptive to the needs of its members 4.39

makes good faith-efforts to address most 448
members' concerns )

is honest in its _dealings with me 3.83

keeps its commitments to members 4.47

is trustworthy 3.94

tells the truth related to the collection and use of 383
personal information )

Is competent in protecting the information | 3.94
provide )

4.2.2 Trust in Other Facebook Users

The second subpart of “Trust and Confidence on SNSs” is
“Trust in other SNS members”. In relevance, respondents
were asked to specify their agreement level to various
statements related to trust in other Facebook users using
Seven Point Likert-type scale. Table 5 demonstrates the
results obtained for this subpart. The left column contains
all mentioned items and the right column contains mean

values of responses. From the results which ranged from
3.76 to 4.39 we may conclude that the overall trust in other
members on Facebook is relatively low. The lowest trust
score (i.e., 3.76) was given to considering Facebook users
trustworthy. In this regard, we relate to the small
percentage of those friends who were considered close
friends, which constitutes a little over quarter of all friends,
as shown in Table 3. Apparently, respondents were mostly
concerned about their personal information being misused
by others. In contrast, respondents were least concerned
about being embarrassed for the information they make
available to others on their Facebook profile.

Table 5: Results of Trust in other Facebook User

Statement: In general Facebook users: Mean
will not misuse my sincerity on Facebook 4.20
will not embarrass me for information they 4.39

learned about me through Facebook )

will not use the information they found about me
- 3.79
on Facebook against me
will not use the information about me in a wrong 431
way

is trustworthy 3.76
are open and delicate to each other 4.03

4.3 Privacy Concerns

Facebook requires that users provide basic profile
information upon registering their accounts. Users then are
encouraged to add to their accounts extra personal
information such as interests, occupation, relationship
status, languages, etc.

To find out the users’ privacy concerns, respondents were
asked two questions in the survey. First question required
that respondents specify their agreement level to several
statements related to privacy concerns using Seven Point
Likert-type scale. In the second question, respondents were
asked to show how comfortable they were regarding
several pieces of personal information being visible to
other Facebook users. Before getting through the data
collected for both questions, we go back to Table 1 where
it can be noticed from the last item that about a quarter (i.e.,
26.7%) of the respondents made their Facebook profiles
visible to anyone, while more than half (i.e., 59.1%) of the
respondents made their Facebook profiles visible to their
friends in the social graph only. Relatively, a minor
percentage (i.e., 14.2%) of respondents indicated that they
had no idea whether their profiles are visible to the public
or to friends only. In this regard, we may conclude that
limiting the visibility to the one’s social graph of about
60% of the respondents indicates that privacy concerns
exist among the majority of users.

Table 6 shows the results to the first question regarding
different privacy concerns. The left column contains the
statements related to privacy concerns, while the right
column indicates the mean values of all responses. From
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Table 6, it can be noticed that respondents exhibited
medium to high privacy concerns.

Table 6: Results of privacy concerns

I am concerned that my information
submitted to Facebook... Mean
can be used in a way | did not foresee 5.00
can become available to someone without my
knowledge 5.17
can be misinterpreted 4.69
can be continuously spied on by someone
unintended 4.45

The highest concern was the fear that one’s information
would become available to others without knowing that.
The second highest concern was the fear that one’s
information could be used in unpredicted ways that the
user might not be aware of. To gain better understanding
of the one’s information that might be compromised by
others seeing them, respondents were asked about their
comfort towards certain information being seen (i.e.,
accessed) by their friends. Table 7 shows the results
obtained regarding this question. The highest comfort
score (i.e., 6. 41%) was given to declaring “religion”,
which is not surprising since religion is explicitly declared
in the Jordanian national 1D, and it can be inferred from
family names in the local society of Jordan. In addition,
religion can be inferred from the religious symbols that are
widely used in local society. Second highest comfort was
given to “gender”. In contrast, the least comfort score was
given to “phone number” and “political views”.

Table 7: Results of privacy concerns over personal information

| feel comfortable with Facebook users,
including friends, seeing following Mean
information about me on my Facebook

profile

Videos 2.72

Photos 2.31

Timeline 3.77

Status Updates 3.57

Religion 6.41

Political Views 2.15

Interests 5.16

Biography 5.06

Relationship Status 3.74

Profile Picture 3.27

Location/Street 2.63

Location/City 3.02

Location/Country 4.92

Hometown 4.01

Education 5.39

Employer 3.81

Phone number 2.15

Email 3.48

Birthdate 3.79

Nationality 5.14

Gender 6.26

Real Name 5.15

4.4 Self-Disclosure on SNSs

“Self-Disclosure on SNSs” is investigated through two
questions in the survey. The 6 sub-questions of the first
question along with the means collected for each are
shown in Table 8. From the results, we notice that
respondents agreed mostly to that their profile convey their
preferences in books, music, or movies. In contrast,
respondents indicated that they relatively do not have
detailed profiles on Facebook as the mean agreement level
was less than 4, which is considered low.

Table 8: Results of self-disclosure on SNSs
To which extent do you agree with the

following statements? Mean
| have a detailed comprehensive profile on
Facebook 3.74
Personal information | publish on Facebook
always represents the truth 4.62

1 always find time to keep my profile up to date 4.76

My profile tells a lot about me 5.15
From my Facebook profile it would be easy to
find out my preferences in books, music, or

movies 5.56
From my Facebook profile it would be easy to
understand what person | am 5.30

The second question was centered on finding out the
existence of valid published personal information on
respondents’ profile pages, are illustrated in Table 9. The
right column in the table contains the amount of
respondents in percent who stated they have published
valid information for the items in the left column.

Table 9: Results of self-disclosure on SNSs

Which personal information is included in
your Facebook profile and corresponds to the Percentage
truth?
Videos 60%
Photos 90%
Religion 90%
Political Views 43%
Interests 78%
Biography 45%
Relationship Status 69%
Profile Picture 56%
Location/Street 43%
Location/City 64%
Location/Country 82%
Hometown 67%
Education 69%
Employer 69%
Phone number 20%
Email 36%
Birthdate 65%
Nationality 71%
Gender 89%
Real Name 67%
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‘Phone number” and “email” were the least valid
information on Facebook as indicated by results. Only
20% of the respondents indicated they have valid “phone
numbers” published on their profiles. In contrast, 90%
indicated they published real “photos” that belong to them
and the “religion” declared in the profile was true. In
general, the validity of information ranged from somehow
low to medium.

4.5 Control over Personal Information on SNSs

The survey part that addresses “Control over Personal
Information on SNSs” is divided into two subparts: (1)
“Perception of provided control”, and (2) “Application of
provided control” which is also divided into “Privacy”,
“Timeline and tagging”, and “Blocking”.

4.5.1 Perception of Provided Control

The survey included five questions to investigate the
agreement level regarding several statements on users’
perception of provided control by Facebook, using Seven
Point Likert-type scale. Table 10 shows the mean values in
the right column regarding the statements in the left
column. From the results, it can be noticed that
respondents agreed highly to that they are given sufficient
control over who can view (i.e., access) their information
on Facebook. The lowest agreement level was concerning
having sufficient control oven when and how their
information on Facebook can be used.

Table 10: Results of perceived control over personal information

Facebook provides me enough control over... Mean
the information | provide on Facebook such as
- - 453
in my profile, on the wall, etc
how and in what case the information | provide
3.69
can be used
who can collect and use the information |
- 3.58
provide
who can view my information on Facebook 5.15
the actions of other users such as tagging, 422
posting on my wall, etc. )

Respondents were asked if they consider the given control
over personal information on Facebook is adequate, or not.
107 respondents constituting approximately 39.3%
indicated YES, while the remaining 165 constituting
60.7% indicated NO. Therefore, it can be concluded that
respondents exhibited medium to low agreement to the
adequacy of control Facebook gives them over their
personal information.

4.5.2 Application of Provided Control
The following demonstrates the results of “Privacy”,

“Timeline and tagging” and “Blocking” settings in
Facebook.

a. Privacy settings

Facebook provides its users control settings for “Privacy”.
These control settings are divided into: (1) “Who can see
your future posts?”, (2) “Who can look you up using the
email address or phone number you provided?”, and (3)
“Who can look up your timeline by name?”’. Accordingly,
the survey included questions about whether respondents
adjusted their privacy settings by altering the given default
ones. Table 11 shows the percentage of respondents who
changed Facebook’s default privacy settings.

Table 11: Results of adjusted privacy settings

Which of the following settings did you adjust? Percentage
Who can see your future posts? 62.87
Who can look you up using the email address or

phone number you provided? 47.79
Who can look up your timeline by name? 32.35

Users’ attitude towards strangers contacting them on
Facebook was also investigated in the survey. The results
are shown in Table 12. We notice about half of the
respondents communicated before they decided to accept
or reject any stranger contact, while the rest are almost
divided equally between ignoring contacts and asking to
leave them alone.

Table 12: Results of contact initiated by strangers

How did you respond last time you were contacted

on Facebook by someone who was a complete

stranger to you? Percentage
Just ignored it 21.69
Responded so | could find out more about the person 53.31
Responded and told them to leave me alone 25.00

a. Timeline and tagging
In Facebook, there is a special section including seven
adjustable settings that allows users to control their
timeline and tagging functionalities. In the survey,
respondents were asked which default settings they altered.
Table 13 shows the percentage of respondents who altered
Facebook’s default “Timeline and tagging” settings. We
notice that the percentages of those who altered the default
settings regarding “Timeline and tagging” are unsatisfying,
which could be interpreted by unawareness of the existence
of those settings.

b. Blocking
In Facebook, there are certain blocking settings by which a
user can exclude users, apps, app invites and events invites
from getting in contact with the user. Default settings given
in Facebook do not block any of the mentioned units. The
results are presented in Table 14. Again, the percentages of
those who altered the default blocking settings are
unsatisfying.
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Table 13: Results of Timeline and tagging settings

Settings and Default Percentage
Who can post on your timeline? Default: Friends 47.79
Who can see posts you have been tagged in on your

timeline? Default: Friends of friends 32.35
Who can see what others post on your timeline?

Default: Friends of friends 25.37
When you are tagged in a post, who do you want to

add to the audience if they are not already in it?

Default: Friends 17.65
Who sees tag suggestions when photos that look like

you are uploaded? Default: Friends 17.65
Review posts friends tag you in before they appear on

your timeline? Default: OFF 45.59
Review tags people add to your own posts before they

appear on Facebook? Default: OFF 16.54
Table 14: Results of Blocked users, apps, app invites and event invites
Which of the following settings did you adjust? Percentage
Do you block any users? Default: NONE 32.35
Do you block any apps? Default: NONE 47.79
Do you block any app invites? Default: NONE 37.50
Do you block any event invites? Default: NONE 18.38

5. Conclusion

SNSs offer novel, exciting means of communication;
however, these ICT-based platforms raise privacy and
security concerns. Cultures influences user behavior on
SNSs, and thus UPB. While many studies addressed UPB
in different parts of the world, very little information has
been found regarding UPB in the MENA region: the heart
of Arab Spring. This study utilized a quantitative approach
to investigate UPB of Jordanian users, who are part of the
MENA region, on Facebook. The findings in this study
indicate that while users exhibited medium to high privacy
concerns, more than one third of the respondents had
visible Facebook profiles to anyone. The majority of
respondents were found to care about having friends lists
containing contacts they already know regardless the
relationship nature in reality. However, with regards to the
relationship nature, respondents maintained more casual
contacts than close friends in their social graphs. Results
indicate that users have low to medium trust in Facebook,
with viewing Facebook as trustworthy and honest SNS in
its dealings with users got the lowest trust score. Similarly,
the overall trust in other members on Facebook was
relatively low. In that regard, results show that respondents
were mostly concerned about their personal information
being misused by others. In contrast, they were least
concerned about being embarrassed for the information
they make available to others on their Facebook profiles.
The highest privacy concern was the fear that one’s
information would become available to others without
knowing that. The second highest concern was the fear that
one’s information could be used in unpredicted ways that

the user might be unaware of. In terms of the information
respondents were comfortable of others seeing, “religion”
got the highest comfort score while “political views” and
“ phone number” got the lowest comfort score, although
respondents indicated that they relatively do not have
detailed profiles on Facebook. The validity of information
published on Facebook was also studied. In general, the
validity of information ranged from somehow low to
medium. From the results, respondents exhibited medium
to low agreement to the sufficiency of control Facebook
gives them over their personal information. The findings in
this study show that the percentages of those who altered
the default settings regarding “Privacy”, “Timeline and
tagging” and “Blocking” settings are unsatisfying; this
could be interpreted by unawareness of the existence of
such settings.

The study gives insight and preliminary information to
help raising awareness of local UPB on SNSs. In the future,
there is an interest in conducting more in depth cross-
cultural studies to identify differences in the UPB between
users in the MENA region and users in the western world
(e.g., USA, Germany, and UK) and users in the far east
(i.e., China, Korea, and Japan).
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