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Abstract

we are moving towards an era where the majority of the objects
accompanying our daily lives have become connected. Because
of their small size, the facility of deployment and their
reasonable cost, small wireless components have become
increasingly popular among industrialists, users said nomads and

in several areas that we will cite later. A network of such objects,

commonly called MANETS such Mobile Ad hoc NETworks still
a new paradigm among users of wireless network. Despite the
advantages that these types of networks bring, their architecture
remains powerless to several types of attacks. In this article we
intend to do a literature review on MANETSs, exactly on the
safety of the MANET. For this, we will start with an overview of
MANETSs and their application areas. We will later focus on
security challenges, become a major objective to deploy a such
network since it carries information that can sometimes be
confidential or personal (eg in the military or health). Then we
will see the Resource Exhaustion attack, which can disrupt a
network and isolate a network. We will talk later about solutions
that had been done to prevent this attack and propose an
approach to prevent againt Resource Exhaustion attacks. And to
close this article, we will make a conclusion that summarizes the
current state of security in ad hoc networks, proposing some
ideas that seem relevant to enhance the security policy in
MANET networks.
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1. Introduction

Wireless ad hoc Network is a collection of mobile nodes
which move in an unpredictable manner in a given
territory [1]. Based on wireless technology as a
transmission medium, such devices are alone responsible
for the creation, management and maintenance of the
network. Unlike other types of wireless networks, such as
cellular or 802.11 networks, which requires a fixed
infrastructure that manages and maintains the network, a
mobile ad hoc network can be born and exist without the
intervention of any human intervention or a pre-existing
device.

The flexible characteristics of ad hoc networks have given
them a big boost within the scientific and industrial
community, compared to other wireless networks and
mobile cited above [2].
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Figure 1: (a) Ad hoc Network, (b) Cellular Network

Because of their wireless communication and the lack of a
management infrastructure, security challenges become
more severe to prevent, since nodes deployed in a non-
monitor environment, they can be easily compromised.
Therefore, the attacker can read, delete or change data that
can sometimes be confidential. However, the biggest
challenge of ad hoc networks is that of security. Securing
a wireless network, with limited resources and without
energy management infrastructure is a challenging task. In
this article, we will discuss Denial of service (DoS)
attacks that aim to degrade the network resources and to
disrupt services network [3]. Several researches have been
done in this topic [4] [5] in order to popularize this type of
network. DoS attacks could be considered as major threats
against an ad hoc network and specifically against a WSN.
DoS attacks can occur in any layer of the OSI model and
her events aim to disrupt or totally destroy a network [6].

For this, any event that attempts to reduce the capacity of
a network or prevent an action to take place is considered
as a DoS attack, although node responsible for this action
is a legitimate node. Several types of DoS attacks exist in
the literature [7], ranging from attacks that affect the
physical layer of the OSI model to the transport layer. In
the following, we will focus on the attack "Resource
Exhaustion™ which manifests itself at the data link layer.
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2.Manets Applications and challenges

Multiple domains have adopted ad hoc networks seen the
benefits that they can offer and especially when deploying
a wired network infrastructure is costly or impractical.
The first implementations of MANET networks have
emerged in the military within the US Department of
Defense since the beginning of 1970s. This allowed the
army to communicate in the battlefield and maintain the
flow of information between soldiers, military vehicles
and all devices connected to the network.

In the commercial sector, mobile ad hoc networks can be
used as a tool to help and monitoring data by sending
panic alarms result of a disaster, an earthquake, fire or
flood. In the area of medicine where doctors can monitor
the health of the patient to which a connecting chip has
been graft and that makes transmitting the data collected
in real time indicating the patients’ health. Other
applications can implement a MANET network such as
the field of automotive, where each vehicle is equipped
with several sensors that communicate with the sensors
that are placed along the road, and with the sensors of
other vehicles in order to route and share useful
information for traffic management. Called VANET
network, this particular case the ad hoc network aims to
improve the state of the road traffic and reduce the rate of
accidents. In the civilian sector, end users can also
implement an ad hoc network in a quick and instant way
in order to share real-time information, such as the case of
a conference or meeting.

Nevertheless, despite the multitude of benefits that can
provide a mobile ad hoc network in several application
areas, their architecture suffers from a number of
challenges that must be addressed [3]. The first challenge,
which has become the major concern of the ad hoc
networks, especially sensor networks, is the data security.
With a wireless transmission medium, data can easily be
captured, analyzed, modified, and well see deleted.

Figure 2: MANETS applications

In addition to the most common vulnerabilities in wireless
networks, such as passive listening [9], data tampering,
identity theft, denial of service attacks and other MANETS
are vulnerable to many other attacks because of their
mobile architecture, low energy and their relatively small
physical protection [8].

The entity node in this network plays a pivotal role, since
each node is responsible for routing data to each other in
the network, following the principle Store and Forward
[9]. So, destruction or manipulation of a node by an
anonymous third party can cause real damage. In addition,
the use of batteries as a power source provides an
opportunity for evil spirits to launch DoS attacks, forcing
nodes to make expensive additional calculations and
transmissions to exhaust their batteries.

The second and main challenge for mobile ad hoc
networks is that of energy. Nodes are deployed with
limited energy sources as often irreplaceable integrated
batteries whether the operating range is difficult to
achieve. The management and optimization of the battery
is an essential task to keep estimated life of the network.
The third major challenge is the nodes mobility in a
MANET network. This generates a topology change, i.e. a
change of the routing data. So routing algorithms must
ensure that the routing tables are updated in a permanent
way in order to avoid frequent breakdowns of
communication links and then, packet loss.

As Sun Tzu said in his book entitled Art of war [4], win or
lose a war does not happen by chance. It is a matter of
good principles and methods that lead to victory.
According to R. Di Pietro, S. Guarino in their article [7] in
a higher level, the attacks against MANETs can be
classified according to the state of the attacker, behavior
and goal of the attack. So for perfect security of data
circulating within an ad hoc network, several network
protocols must be adequately capable of detecting these
three criteria mentioned earlier in a given attack that
attempt to disrupt network operation.

Several types of attacks are known in the literature of ad
hoc networks. Generally, these attacks are classified two
major categories, active and passive attacks. In the
following, we will see in detail the different types of
attacks that exist for ad hoc networks and we will focus
specially on the attack "resource exhaustion".

Passive attacks, act by listening and analyzing information
captured -or touted since it is a not honest action- without
alter or modify the contents of messages. Unlike, the so-
called active attacks, that affect not only the
confidentiality of data, but also their integrity. This type
of attack can lead to a disruption of communications in
the network following the modification of routing
messages and useful messages, or a deletion or injection
messages which requires intensive use of destination node
resources until exhaustion.
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Figure 3: Active attacks

Resource Exhaustion or resource depletion [6] is an active
attack known for several years, which falls into the
category of DoS attacks. The attack Resource Exhaustion
affects data link layer and occurs when a resource node,
responsible for performing a particular action is entirely
consumed [7]. This attack of denial of service is easy to
implement, but difficult to prevent. It is sufficient for the
attacker to inject a number of unneeded packets, which
encourage nodes to make additional calculations and
accelerates the process of resource consumption. This
additional packet paralyzes a part of the network, when
the bandwidths that the legitimate nodes should use to
transfer their data are completely unavailable. To launch
this attack, the attacker should have diverse knowledge
about of MAC protocols functioning. For example, an
attacker can send a RTS message to the target node in
order to prompt a CTS response from him and implicitly,
exhaust node resources.

3. Related Works

The denial of service attacks, are attacks that have been
known in the computer networks a long time ago [9]. Or
classic secure routing protocols against this type of attack
is not applicable for MANETs seen their different
characteristics. Several studies have been performed in
this direction to improve existing or designing new
protocols to protect the network against malicious
attempts of "Resource Exhaustion" attacks [10] [11].
Nevertheless, security solutions for the MANET routing
protocols are insufficient and still unable to resist this type
of attack. In this part of the paper, we will make an
overview of the work that has already been done and that
demonstrate a considerable effort, to implement a strong
and effective security approach. We'll start with the work
of Qijun Gu, Liu Peng, Chao-Hsien Chu and Sencun Zh,
who suggested a on demand hop-by-hop protocol named
Source Authentication Forwarding or FAS [12] allows the
source authentication for the data transfer. This research
answer a very interesting problem that prevents the
implementation of the authentication mechanism in
MANETS, and this is due to the high mobility of nodes
and the sudden change in the topology. FAS protocol

allows each node to check each received packet before
transmitting it to the next node. In other words, the source
authentication is performed on each hop in order to filter
the injected packets. It is based on the DSR protocol
because it requires the IDs of the nodes in the
transmission path. To avoid exhaustion attack, this
protocol uses authentication jump-by-jump in which three
steps are required: Their algorithm allows authentication
of the source during the data transfer. This research
addresses a very interesting problem in MANETS, which
prevents the application of the authentication mechanism
in MANETSs because of the high mobility of nodes and the
abrupt change of the topology. FAS protocol allows each
node to check each received packet, before transmitting it
to the next node. In other words, the source authentication
is performed on each hop in order to filter the injected
packets. It is based on the DSR protocol. To avoid
exhaustion attack, this protocol uses authentication jump-
by-jump in which three steps are required:

3.1 Pairwise Keys Establishment :

The source node sets up a pairwise key with every en
route node along the path, based on IDs of routing nodes
obtained from DSR route reply packets.

3.2 Authentication :

When a source node S wants to send data packets to
destination D through a route of n-1 routing nodes, S

attaches an authentication header }1(;‘] to each data
packet PKT(Q.

A(D) = SIDD|PC()18g1 (DI[8g2 (D] - 1| 8rn ()
SID(i] is the source ID, PCEi) is the count of the
packet and G (E) is the authentication token for Rn.

3.3 Forwarding:

In a route, each node set a forwarding entry, which
extends a routing entry to store information for verifying
received packets. Another research by MASAO
TANABR and AIDA MASAKI [13], n their report, they
present three methods to prevent the attack of Resource
Exhaustion. The first method uses the time slot, in this
method; each legitimate node must send its packets in its
pre-assigned time slot. The second method uses tokens; in
this approach each terminal can transmit its packet only if
he receives a token from the network. The third method
use cryptography schemes, based on symmetric
encryption, each node that wants to send data may encrypt
packet with the secret key. In their paper, MASAO
TANABR and AIDA propose a highly secure method of
communication in MANETS that prevents the Resource
Exhaustion attacks.
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4. Approach

Data partitioning provides a solution to prevent intruder’s
node to retrieve the information circulating in ad hoc
network and prevent against Resource Exhaustion. The
principle of the approach is to divide the information into
several fragments; each fragment is transmitted via a
different path. When a node of ad hoc network wants to
send data, this node will fragment the information into
multiple packets (figure 4) of a fixed size by assigning
each packet a sequence number to be encrypted at the
source node and decrypted at the destination node. These
packets are then sent over different transmission links and
will be received by the destination node, which will then
collect them to rebuilt information.
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Figure 4: Message Fragmentation in Ad hoc Networks

With this approach the fragmentation of messages, we can
reduce the impact of resource exhaustion attack, in
addition to the message corruption and the dropping of the
packets due to the presence of malicious nodes on some of
the paths or unavailability of one of the paths due to
breakage will have no affect on the data transmission,
provided most of the pieces are received by the receiver.
Each packet is analyzed by the destination node to extract
the encrypted ID, and it can eliminate all the malicious
packets that not have an encrypted part ID, and want to
introduce network for injecting false data, which disrupts
routing tables.

This approach would be an entry point for our future
research. Fragmenting the data before sending enhances
network security to prevent against resource exhaustion
and towards other several attacks, such as data replication,
the black hole attack, gray hole attack-Forwarding
Selective, worm whole attack and Sybil attack [14].

5. Simulation

In this work, we worked on the ns2 simulator [15]. In this
section, we demonstrate our choice for the AODV routing
protocol for testbed.

Ns2 is an open source object-oriented network simulator,
designed in 1989. It is written based on the C + +
language with an interpreter otcl. Ns2 is then composed of
two complementary languages. C++ defines the internal
mechanism of the simulation objects, which implements
the otcl simulation assembly and configuration objects.
All C++ code must be compiled and linked to create an
executable file. The ownership of the C++ language is that
quick to run, but slower to change. Otcl is slow to run and
to reflect changes. So NS2 is built on the basis of the
advantages of the two languages.

The following figure shows the remaining energy of a
specific node while it is a resource exhaustion attack. In
our research, we are using the AODV protocol for built
and maintain routes between nodes. Our choice of AODV
is based on several reasons. AODV is one of the most
efficient routing protocols in terms of establishing the
shortest path and lowest power consumption. It is mainly
used for ad-hoc networks but also in wireless sensor
networks. It uses the concepts of path discovery and

maintenance. However, AODV builds routes between
nodes on demand i.e. only as needed. For demonstrating
our choice, the next figure shows the remaining energy of
a specific node under a Resource Exhaustion attack. We
realize a comparison with multiple routing protocols that
are AODV, AOMDV, DSDV, DSR, PUMA and TORA.

Figure 5: Remaining energy of a specific node while it is under a
resource exhaustion attack
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As we can see, the AODV protocol (the red line) is more
energy efficient. We then thought to adopt this protocol in
our future research in order to secure against resource
exhaustion attack.

6. Conclusion and Future Works

Securing an ad hoc network is not a simple task. First of
all, algorithm that secures the network must ensure the
authentication procedure. In other words, ensure the
process that aim to confirm that a committing is the node
that he claims to be. In this way, we will be certain that all
the participants in a discussion are legitimate entities. The
identity of each committing is confirmed based on four
traditional factors of authentication, which can be used to
confirm the identity of a committing:

e Use Information that only the committing knows.
e Use Information that only the committing
features.
e Use Information that characterizes the
committing in a given context.
e Use Information that only the committing may
occur.
Other authentication factors can sometimes be used as
time constraints or location capabilities. But it cannot
guarantee non-repudiation of message.
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