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Summary

In recent years, various robust watermarking techniques have
been proposed for image authentication and tamper detection. In
this paper, a novel robust watermarking algorithm for image
tamper detection is proposed. Tamper detection and integrity
verification are two important aspects of the robust watermarking
schemas. Our schema can detect any modification made to the
gray image with acceptable accuracy and to improve the security
of the proposed scheme two security layers with MD5 and key
initial values are employed. The PSNR values of watermarked
images are used as a measurement the efficiency of the proposed
watermarking algorithm.
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1. Introduction

Nowadays, with grow of internet and multimedia
technologies, it becomes very easy to create, duplicate,
transmit and modify digital images [1]. Because of various
development of multimedia editing tools, it’s so difficult to
guarantee the integrity verification of image contents [2].
These issues lead to unauthorized activities which bring
copyright disputes in associate with lack of accurate
information about real ownership of image. Therefore,
researchers have looked for ways to ensure the accuracy of
digital images. One of the available solution to address this
concern is digital watermarking by using hidden
information. The process of embedding watermark into a
digital image is known as digital watermarking.
Watermarking techniques can be classified to robust and
fragile watermarking. The robust watermarking schemas
are used to authentication of the digital image. The
purpose of the fragile watermark is to identify and detect
possible tamper and manipulation of the image. In fact, this
scheme is used to verify the integrity of image [3].

In [4], a watermarking scheme based on DCT coefficients
encoding is proposed so that more secure based on chaotic
sequence is achieved. [5] use the hierarchical
watermarking and LSB embedding schema to get a MSB
sensitive approach. Their solution is based on a chaotic
map. [6], to overcome the security and self-recovery issues,
propose watermarking algorithm based on singular value
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decomposition for tamper localization and self-recovery.
In [7], to improve quality of the watermarked and
recovered images a fragile watermarking method for stereo
image authentication with self-recovery capability is
proposed. [8] proposed a watermarking scheme based on
chaotic maps, where the security of the schema with two
chaotic maps is improved.

In this paper, we proposed a novel robust watermarking
algorithm with the security of BBS pseudorandom
generation and hash function to improve the security and
fast tampering detection of gray images. In this schema, a
binary logo is used as watermark and extracting the correct
hash code indicating lack of change in the image.

The rest of paper is organized as follow: In section 2,
Blum-Blum-Shub pseudorandom generator is described. In
section 3, the proposed schema is presented. In section 4,
experimental results are explained and finally in section 5,
the conclusions are presented.

2. Blum-Blum-Shub Pseudorandom
Generator

Similar to the toss of cent, a pseudo random sequence
generator should be unpredictable. These sequence of bits
should quickly produce from short seeds. The seed is the
input to the generator [9]. One of the characteristics of a
pseudorandom generator is security level. This attribute
shows that it’s too hard to discover the difference between
pseudorandom sequences and truly random sequences.
This issue is most apparent in the Blum-Blum-Shub
pseudorandom generator [10].

BBS is a random bit generator with the following form:

Tppl = x2 mod M (1)

Where M is the product of two large distinct primes (p,
g=3mod4). Also, at each step of the algorithm, the output
is derived from xn+1 or one or more of the least significant
bits of xn+1. The seed x0 should be an integer that’s not 1
or co-prime to M.



IJCSNS International Journal of Computer Science and Network Security, VOL.16 No.11, November 2016 17

3. The Proposed Scheme

In this section, we explain the proposed watermarking
algorithm. Let us consider, I, is the host image of size
MxN and w is the watermark image of size mxn.

3.1 Watermarking Embedding

Embedding process of watermark is as follow:;

— Divide the binary image into 3x3 non-overlapping
blocks;

— Scramble these blocks using rotation around central
pixels of each block;

— Rearrange the blocks to obtain the basic scrambled
image;

— The use of MD5 hash generator to generate the hash
code;

— The definition of private key values, used as initial
values of Blum-Blum-Shub pseudorandom generator;

— Determination of embedding criteria based on the
output of BBS pseudorandom generator;

— Extracting the two values of embedding criteria;
embedding location and embedding value;

— Obtain watermark using exclusive-or (XOR) operation
between hash code (Hm) and embedding value extracted
from the embedding criteria (Cv):

W==H,& )
— Replace C. pixels in the host image by W to get the
watermarked image (Iw).
The embedding process of watermark in the
host image is shown in Fig. 1.
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Fig. 1 Embedding of watermark in the host image.

3.2 Hash Code Extraction

Extraction process of hash code is as follow:

— Obtain the embedding criteria including embedding
location and embedding value according to private key
values provided in embedding algorithm;

— Extraction of embedding values in watermarked image
by using the embedding location (C)

— Apply exclusive-or (XOR) operation between the
embedding values in watermarked image and Cv, to get
the hash code.

The extraction process of hash code from watermarked

image is shown in Fig.2.
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Fig. 2 Extraction of hash code from watermarked image.

As shown in Fig. 3 the hash code is extracted to check
whether the image is tampered or not.
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Fig. 3 Extraction of hash code to check if the image has tampered.

4. Experimental Results

To access the performance of the proposed algorithm, the
approach is tested on two images. A binary logo of size
64x64 is considered as watermark which is to be
embedded according to proposed method.

In this section, visual quality of the watermarked image is
evaluated by PSNR parameter. Peak Signal-to-Noise Ratio
(PSNR) represents the ratio between the maximum
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possible value of a signal and the power of distorting noise
that affects the quality of its representation. PSNR is
defined as:

_ B
PSNR = 10logy, [ .

Where b, is the square of the largest value of the signal that
in case of an 8-bit is 255. The Mean Square Error (MSE) is
defined as: .

MSE= _-SE NiSll) - K@il
Fig. 4 shows the host image, binary watermark and the
corresponding watermarked image. To original beach and
mountain images are shown in Fig. 4(a) and (b). Binary
logo is shown in Fig. 4(c) and the corresponding
watermarked images are shown in Fig. 4(c) and (e).

The computed PSNR values are in order to 53.7574 and
60.5525 respectively. So, in this proposed scheme, the
PSNR value is at an acceptable level.

Since change in the image results in change the value of
MD5 hash, therefore this method can detect any
manipulation caused by attacks as well.

o

Fig. 4 (a) Original beach image, (b) Original mountain image, (c) Binary
watermarked, (d) watermarked beach image, (e) watermarked mountain
image.

3. Conclusion

In this paper, a novel robust watermarking algorithm for
integrity verification and tamper detection of images is
presented. Whereas this scheme is capable of detecting any
modification to the gray image, can be useful for copyright
protection. The security of proposed algorithm is provided
by MD5 hash function and the initial values of Blum-
Blum-Shub pseudorandom generator as private keys. So
extracting the right sequence is not possible for everyone.
Experimental results show that with the quite acceptable

level of PSNR, our algorithm can detect any tampering
attacks. Due to higher performance and more efficiency of
hardware implementation in terms of increasing the image
size, we can work on hardware implementation of robust
watermarking algorithm for image tamper detection.
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