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Summary  
The “Smart City” concept is receiving a significant research effort, 
notably because of the population growth and the urbanization 
trend. In this new context, Cloud computing is expected to play a 
significant role making a better use of distributed resources, 
achieving higher throughput and tackling large scale computation 
problems. This paper presents CAMELO, a new context aware 
framework based on network virtualization functions to offer 
converged infrastructure and shared services. Our solution 
improves efficiency, reduce cost and raise environmental 
awareness when building adapted city services such as healthcare, 
traffic, police and municipal operations… 
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1. Introduction 

Whereas until now the role of cities and regions in ICT-
based innovation mostly focused on deploying broadband 
infrastructure, the stimulation of ICT-based applications 
enhancing citizens’ quality of life is now becoming a key 
priority. As a next step, the potential role of cities as 
innovation environments is gaining recognition. 
 
Smartness of a city is driven and enabled technologically 
by the emergent Internet of Things (IoT) - a radical 
evolution of the current Internet into a ubiquitous network 
of interconnected objects that gather information from the 
environments (sensing) and interacts with the physical 
world. 
 
The applications within the urban environment that can 
benefit from a smart city IoT capability can be grouped on 
three main fields: citizens (health and wellbeing); transport 
(mobility, productivity, pollution); and services (critical 
community services). 
 
More and more enterprises and projects begin to establish 
applications based on cloud infrastructures. From the 
perspective of business, cloud computing federates utility 
computing to make its computational and storage resources 
as a metered service just like traditional public utility (such 
as electricity, water or natural gas). From the perspective of 
a delivery model, cloud typically offers three 
representational service types which are Software as a 
Service (SaaS), Platform as a Service (PaaS), and 
Infrastructure as a Service (IaaS) respectively. These 

diverse delivery models enable cloud to offer different 
services for satisfying different requirement of customers. 
Cloud infrastructure is usually based on a unified 
computing architecture and this core structure contributes 
to ease of deployment, performance, management, and 
security of virtual environments. For all the above reasons, 
cloud computing may just be the right technology for smart 
cities infrastructure [1-2]. 
In order to integrate the ubiquitous urban sensing and the 
smart city applications, as well as to realize the full 
potential of Cloud computing, a combined framework with 
Cloud at the center is proposed in this paper. 
The challenge in realization of smart cities through ICT lies 
in the integration of data from disparate sources and 
processing into useful information delivered through 
services, consumed by citizens and public administrations. 
As the context helps us to understand the living 
environment of a citizen at any time, our solution needs to 
be of course context-aware. 
The remainder of this paper is organized as follows: Section 
2 presents CAMELO, our context-aware Cloud Computing 
framework. In section 3, our context processing method is 
described. Finally, section 4 present performance results. 

2. Architecture design 

 
In this section, we will present the architectural design of  
CAMELO (Figure 1). It is implemented as part of MANO 
[3], which is regarded, as an NFV management solution.  
 

A. Why NFV ? 
 
The nature of traffic in smart city context in terms of 
connection count and bandwidth utilization is very 
dynamic and unpredictable. If the allocated static set of 
cloud resources (i.e CPU or the buffer/ cache/ swap / 
physical memory) are not sufficient to handle the number 
of connections, it will impact the service in terms of delay, 
packet loss, play-out interruptions, and will eventually 
downgrade the users’ perceived quality. 
 
To meet these challenges we first propose to use the NFV 
technology [4]. With virtual network functions (NFV), the 
network can react in a more agile manner as the 
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municipality requires. This is particularly important 
because the network underlying the smart city must be able 
to extract high levels of contextual insight through real-
time analytics conducted on extremely large datasets if 
systems are to be able to problem-solve in real-time; for 
example, automatically diverting traffic away from a street 
where a traffic incident has taken place. 
 
Moreover, existing mobile terminals are generally 
equipped with multiple network interfaces, typically WiFi 
and cellular. This, together with the proliferation of 
femtocells, WiFi hotspots, and WiFi access to fixed 
residential home gateways, has complicated the process of 
selecting the best access technology at each moment. For 
example, the 3GPP EPS Network Architecture [5] shown 
in Figure1 is comprised of a collection of networked 
dedicated hardware appliances. By using NVF solution, an 
API could be offered to the service providers so they can 
influence the decision of which access technology is used 
to deliver a certain type of traffic to a specific mobile 
terminal or group of users. 
 

B. CAMELO View 
As shown in Figure 2, we propose to integrate new 
modules inside the MANO framework to help cities 
converge disparate communications networks run by 
various government agencies, to delivers seamless 
connectivity. Using a Multi-Ran coordinator and a 
decentralized control inside the NFVI block can yield a 
more agile service provision process by dynamically 
defining the network that connects the IoT end devices to 
back-end data centers or cloud services 

 

Figure 1: 3GPP EPS Network Architecture 

The ETSI MANO framework offers the management and 
orchestration needs for the NFV architecture through three 
functional layers: 
 
●   Virtualized Infrastructure Managers (VIMs): This layer 
handles the virtualization of physical hardware in the data 
center by integrating with virtual-machine managers. Using 
a hypervisor, the virtual-machine manager provides the 
ability to create multiple virtual compute, network, and 
storage elements. The virtual machines provide lifecycle 
management functions (create, edit, delete, start, and stop) 
for the virtual data center elements related to compute, 
network, and storage functions. 
 
●   VNF Managers (VNFMs): The VNF managers handle 
the configuration, lifecycle management, and element 
management of the virtualized network functions. 
 
●   NFV Orchestrator (NFVO): The orchestrator provides 
lifecycle management of the network services that includes 
instantiation, scale-out/-in (called elastic scaling), 
performance measurements, event correlation, resource 
management, validation and authorization for resource 
requests, and policy management. 
The VIM and VNFM layers together provide the VNF and 
resource lifecycle management capabilities. The NFVO 
provides the lifecycle management around the virtualized 
network service. 
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Figure 2. Cloud-based Architecture for the smart City 

C. Smart cities applications 
The user of a cloud service has access to the service 
through a Web interface or via an API. Once started, 
the cloud service application acts as if it is a normal 
desktop application. 

3. USE CASE: Unified Mobility Method 
through Heterogenous RAN  

We implement the unified mobility functionality inside the 
Multi-RAN Coordinator and the decentralize control block 
as shown in Figure 3.  
 
The essence of the smart city is the convergence of multi-
RAN technologies. An efficient and general control 
solution for 2G/3G/LTE/WiFi operations is needed for the 

deployment of smart cities applications. A common 
control plane optimization regarding Multi-RAN resources 
management and seemless mobility is thus necessary. 
 
We will present in this section, how an intelligent wireless 
networks selection for cloud access can be implemented 
based on the presented CAMELO framework. 
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Figure 3: Mobility management Method 

One of the key issues encountered in a mobile cloud is the 
design of intelligent mobility management techniques that 
support user mobility while providing a seamless service. 
Using ‘Intelligent access’ for Mobile Cloud Computing is 
important, because the use of context information provided 
by terminals, network nodes, or sensors deployed in the 
users environment enables efficient network access 
management across different Radio Access Technologies. 

 
To offer an efficient context-aware solution at the access 

network selection stage, we need to interact with the 
decentralized block (Figure 3) to get more fresh 
information from the application and user side (i.e. user 
preferences, service capabilities, battery status …) as well 
as from the access network side (i.e. QoS parameters, cost). 
The most appropriate wireless network, from those 
available, has to be selected satisfying a number of 
objectives.  

 
We consider a Multiple Objective Decision Making 
method [6] in which all available alternatives (wireless 
access networks) are evaluated according to some 
objectives. We choose to base our decision on 4 criteria:  

 
1. Security level: three levels of security are 

considered; high for very secure link, then medium 
and finally low level for open access. 

2. Low delay: end-to-end delay on the wireless access 
link 

3. Power consumption: to meet nowadays 
requirements for green networks, we choose the 
access network with less power consumption. 

4. Maximize link Bandwidth  

 
 
We base our work on the AHP method, developed by 
Saaty [7]. It addresses how to determine the relative 
importance of a set of activities in a multi-criteria decision 
problem. The process makes it possible to incorporate 
judgments on intangible qualitative criteria alongside 
tangible quantitative criteria.  
AHP has been selected because the ability to create 
various weights between each target. It is allowed the 
system to solve complex problem by instructing ideas 
hierarchically and then perform the paired comparison of 
the elements. Decision making parameters have been 
considered such as network conditions (bandwidth, delay, 
security and energy saving) and user preferences in 
services (applications in real time and non real). Based on 
priorities by users, scores between 1 to 9 are assigned, 
while score 1 with the highest preference and the lowest is 
9.  
 

Three steps have to be performed:  
 

1. The Criteria Scoring is a pre-configuration step in 
which the importance of each objective metric is 
evaluated according to user preferences.  

2. Then, the Radio Access Network scoring: the 
available access networks are evaluated according 
to information from the context-aware data-base 
and compared according to application’s QoS or 
user objectives. 

3. Decision: Finally, the CAMELO architecture has 
to select the best access network according to the 
comparison matrix (section III.C).  

D. Criteria Scoring 
Based on the priorities given by the user, scores between 1 
and 9 are assigned automatically, where 1 is the most 
preferred criteria and 9 the least preferred one. The scores 
are equal-spaced integers whose space-gap is defined by: 
            (1) 

I = (Sh-Sl)/Np 
Si+1=Si +I   

Where Np is the number of parameters, Sh and Sl are the 
highest and the lowest possible scores (i.e. 9 and 1) 
respectively, and I is the numeric space-gap between two 
subsequent scores. 

 



IJCSNS International Journal of Computer Science and Network Security, VOL.17 No.1, January 2017 121 

 

Figure 4: Vertical Handover Execution 

E.  Access network Scoring 
Here, scores have to be assigned to each of the available 
access radio network based on user preferences. To 
evaluate these QoS Scores, we adopt the technique 
described in [8].  
Quality scores are then calculated as follows: 
             
                 𝑆𝑆𝑆𝑆 = �1 − 𝑛𝑛𝑆𝑆−𝑙𝑙𝑆𝑆

𝑢𝑢𝑆𝑆−𝑙𝑙𝑆𝑆
� ∗ 10, 𝑆𝑆𝑖𝑖 𝑙𝑙𝑆𝑆 > 𝑛𝑛𝑆𝑆 > 𝑢𝑢𝑆𝑆    (2) 

                 𝑆𝑆𝑆𝑆 = �𝑛𝑛𝑆𝑆−𝑙𝑙𝑆𝑆
𝑢𝑢𝑆𝑆−𝑙𝑙𝑆𝑆

� ∗ 10, 𝑆𝑆𝑖𝑖 𝑙𝑙𝑆𝑆 < 𝑛𝑛𝑆𝑆 < 𝑢𝑢𝑆𝑆            (3) 

𝑆𝑆𝑆𝑆 = 1,   𝑛𝑛𝑆𝑆 ≥ 𝑢𝑢𝑆𝑆 

𝑆𝑆𝑆𝑆 = 9,   𝑛𝑛𝑆𝑆 ≤ 𝑙𝑙𝑆𝑆 

 
Where ui and li are, respectively, upper and lower limits for 
a particular QoS parameter, and ni is the value offered by a 
network for that parameter.  

F. The vertical mobility Decision: 
 It’s the final step of the selection algorithm. CAMELO 
calculates the final decision. The Analytic Hierarchy 
Process (AHP) [4] is used.  It deals with problems which 
involve the consideration of multiple criteria 
simultaneously. It is unique in its ability to deal with 
intangible attributes and to monitor the consistency with 
which a decision maker makes his decisions.  
 
The steps of AHP are as follows: 

 
-  Calculating the pairwise comparison matrix A based on 

Objective Scores calculated in section III.B. 

(4) 

𝐴𝐴 = �

1 ⋯ 𝑅𝑅𝑆𝑆1𝑛𝑛
⋮ ⋱ ⋮
1

𝑅𝑅𝑆𝑆1𝑛𝑛
⋯ 1

� 
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Where: 
1

𝑅𝑅𝑆𝑆𝑆𝑆𝑅𝑅
= �1 −

𝑆𝑆𝑆𝑆
𝑆𝑆𝑅𝑅
� ∗ 10, 𝑆𝑆𝑆𝑆 > 𝑆𝑆𝑅𝑅 

𝑅𝑅𝑆𝑆𝑆𝑆𝑅𝑅 = �1 −
𝑆𝑆𝑅𝑅
𝑆𝑆𝑆𝑆
� ∗ 10, 𝑆𝑆𝑆𝑆 < 𝑆𝑆𝑅𝑅 

 
Then, we develop the normalized matrix A’ (Equation 5): 

(5) 

𝑎𝑎′ 𝑆𝑆𝑅𝑅 =
𝑎𝑎𝑆𝑆𝑅𝑅

∑ 𝑎𝑎𝑎𝑎𝑅𝑅𝑛𝑛
𝑎𝑎=1

 

 
 Then we obtain the priority vector P related to objectives 
by: 

(6) 
Pk=Avg (kth row of A’) 

 
- Determining the RAN scores and selects the access 

network with the highest sum. 
(7)      

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑅𝑅𝐴𝐴𝑅𝑅 𝑆𝑆 = �𝑊𝑊𝑛𝑛𝑆𝑆𝑅𝑅 𝑤𝑤𝑆𝑆𝑅𝑅
𝑆𝑆𝑅𝑅

1

 
 

4. Performance results 

Some simulations were conducted under OMNET++ 
simulator. In our design, we have considered the 
availability of the wireless network depends on the 
received signal strength. If RSS is below the threshold, the 
RAN is unavailable. The Handoff decision is made 
following the steps of the previous section.  Network with 
highest score is the selected network. Interaction with 
MATLAB is needed to evaluate scores. 

Table 1: Simulations caracteristics 

 
We consider the three RAN networks in the smart city 
scenario as RANs for the city cloud: WIFI UMTS and 
LTE.  We get the relative scores of each objective (see 
Table 1).  

Table 2: Objectives scores assignements 

 

Although various vertical handoff algorithms are proposed 
in the literature, some problems remain unsolved. Some 
tend to adopt a simple decision algorithm to maintain a 
faster handoff procedure. But the simple decision making 
mechanism may not help to select a suitable network and 
may also yield serious Ping-Pong effect. Others regard the 
handoff decision procedure as a multiple attribute decision 
making problem [10-12] and tend to solve the problem by 
searching for the optimal solution from the mobile 
perception. These algorithms are not adapted for the 
mobile could because they neglect the evaluation of the 
whole wireless environment, which may cause the 
unbalanced loads distribution. We compare the 
performance of our proposed CAMELO with another 
classical vertical handoff algorithm [12].   
 
Deciding in the correct time to initiate a handover can 
reduce the subsequent handovers; limit the delays (Figures 
5-6) and can predict also disconnections during Mobile’s 
movement. 
Selecting the best access network can satisfy user 
requirements anywhere and anytime in a flexible (using 
policies) and efficient (advanced decision mechanisms) 
manner. Thus, it should prepare the control mechanism (i.e. 
handover execution phase) and participate to provide 
performance optimization such as a seamless handover 
(minimum handover latency and packet loss) 

 

Figure 5: Number of vertical handover 
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Figure 6. CAMELO end-to-end delay 

5. Conclusion 

In this paper, a context-aware mobile cloud computing 
framework architecture is presented. We started by 
exposing the mobile cloud computing paradigm and NFV 
functionality ; then, explaining our mobile cloud smart city 
framework named  « CAMELO ». Afterward, we 
presented a user case on heterogeneous wireless network 
selection. Future works will concern the choice of 
adequate algorithm for offloading in the CAMELO 
architecture. 
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