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Summary 
In the age of increasing digital data transmission through network, 
the data security measures have become very important and crucial 
issue. Two main security schemes are used to protect sensitive 
data: cryptography and steganography. A good imperceptibility 
and appropriate data capacity are the two important properties that 
characterize Steganography technique. In this paper, a hybrid 
technique is proposed that utilizing the Steganography and 
Cryptography, to hide sensitive patient’s data into pixel values of 
medical colored image. The medical colored image is chosen as a 
cover image of lossless compression PNG format. The sensitive 
data; which is the patient’s data and the examination data, is firstly 
encrypted using ‘Block Encryption Method’ and then embedded 
in the image. This will make it harder to recognize or interpret it 
when it is attacked. In embedding algorithm, the pixels of medical 
cover image are chosen randomly based on the values, which are 
produced using primitive root numbers. The two least significant 
bits of the blue and alpha channels are used to hide the encrypted 
patient’s sensitive medical data.  The experimental results shows 
that the quality of stego-image is relatively less distortive, highly 
imperceptible to human eye, has good data hiding capacity, and 
assure more security. 
Key words: 
Medical Image Steganography, LSB, Data-Hiding, Cryptography, 
Primitive Root. 

1. Introduction 

Information security is the process of protecting 
information. Security uses two main approaches, the 
"cryptography" and "Steganography", but they are different. 
Cryptography techniques are used to obscure a sensitive 
message in a way that make it harder to read or to decode it, 
while the main goal of steganography is to send a 
confidential message to a receiver under the cover of a 
stego-carrier object [1], [2], [3].  
Steganography is derived from the Greek language and 
means “Covered Writing” [4]. Steganography approach is 
the technique that is used to hide a confidential message 
data inside another digital object, such as text, image, audio, 
video and multimedia as a carrier or cover object. Images 
are the most common used carrier medium [1]. Figure 1 
shows the security systems and the categories of 
steganography techniques. The more suitable object formats 
for hiding information is the object with a high bit 

redundancy. The redundant bits are those bits that can be 
changed without revealing the changing [5].  
Basically, the objective of steganography is to prohibit the 
eavesdropper from suspecting the existence of secret 
communications and not to resist him from decoding a 
hidden message. The steganography is defeated when a 
suspicion is raised. 
 

 

Fig. 1 Cryptography and Steganography categories  

The steganography is used to build a secure communication 
channel, where the existence of hidden sensitive message is 
covert between the sender and the receiver [2], [6], as it is 
shown on Figure 2.  The general steganography mechanism 
is explained in the following steps: 
a. The sender selects the sensitive message to be sent. 
b. The sender embeds the sensitive message into a carrier 

object by applying secret stego-key to change some of 
the carrier object's properties. The embedding is done in 
such a way that the third party cannot notice the 
existence of the message. 

c. The resultant stego-object (i.e. the carrier object after 
hiding the sensitive data) is transmitted to the receiver. 

d. At the receiver side, the sensitive message is extracted 
from the stego-object, depending on the shared secret 
stego-key between the sender and the receiver.  

e. The secret stego-key should be shared between the 
communication entities. The key is required to be 
changed frequently, and a synchronization key 
management process is required among the entities. 
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Fig. 2 The basic model of steganography mechanism  

2. Motivation and Solution Objectives 

Lesser Work is done on RGB color images than gray level 
(almost 25% on comparison scale) [7]. Very few techniques 
are working on hiding data according to RGB color 
perceptibility while the blue color plane provides maximum 
data than green or red. 
A lot of examination medical images are transferred and 
transmitted among different hospitals, medical laboratories, 
and scientific research centers. The examination medical 
images, the sensitive patient data, and the patient 
examination results are transmitted separately, which may 
raise the amount of transmitted data, cost and consume more 
bandwidth. Sometimes the results may be lost or link to 
another patient. Therefore, it is necessary to keep the 
existence of the patient examination results embedded and 
combined to the specific patient medical image (i.e. 
steganography), try at the same time to keep the data 
contents secret and protected (i.e. cryptography) from 
unwanted parties and attackers. By combining 
steganography with cryptography, the strength of 
steganography can be increased. 

In this paper, a new technique is proposed that integrate the 
steganography and the cryptography using random 
generated key depending on primitive roots of prime 
numbers; that will be applied in encrypting the sensitive 
data using block ciphering, and in  identifying certain LSBs 
to embed the encrypted sensitive patient medical 
examination results into patient medical colored image.  
The rest of the paper is organized as follows. Section 2 
presents the motivation and the solution objectives of this 
research. Section 3 explained in general Steganography of 
utilizing LSB techniques. In section 4 literature review are 
briefly covered. Section 5 explains the design 
considerations for the proposed methodology. The proposed 
medical colored image steganography is explained in details 
in section 6. The experimental results are illustrated in 
section 7, and finally conclusions are provided in section 8. 

3. LSB in Image-Based Steganography  

In general, the image steganography techniques are 
classified into three main categories, according to their 
mechanisms, characteristics, complexities, and payload:  

I. Spatial domain image steganography techniques:  
The secret data is hidden directly into image pixel’s 
value. They are considered as simple techniques that 
embed the secret message directly into image pixels. 
This may cause noticeable change to the image. 
Hence, the embedding algorithms use the lossless 
image compression. Least Significant Bit (LSB) is a 
commonly used type of spatial domain technique [8]. 

II. Transform image steganography techniques:  
The cover image is converted from spatial domain 
into frequency domain using Discrete Cosine, 
Discrete Wavelet, Integer Wavelet or Discrete 
Fourier transform. Then the secret data is embedded, 
through quantizing and modifying the spectrum 
coefficients of the converted image [9], [10]. 

III. Dynamic masking and filtering image 
steganography technique:  
This technique is implemented on colored or grey-
level images. The embedded message is relatively 
very smaller than the cover image, which limits the 
number of safely be embedded bits. It uses a 
mathematical expression to identify the pixel in 
significant areas of image to embed the secret data 
[11].  

LSB is one of the commonly used techniques. The least 
significant bit of each image pixel is replaced with one bit 
of the secret message and the process repeated for all the 
bits of the message. [12]. The drawback of old LSB 
techniques was to replace the image LSBs in   sequential 
order and the extraction of message bits from image are 
done in sequential manner, which may lead to reveal the 
hiding algorithm. Also, it is considered as low capacity 
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stego algorithms. This caused a risky model of uncovering 
the model and subsequently threatened its security [3]. 
Therefore, a pseudo random number generator (PRNG) is 
used to produce a stego-key, which is used to select 
randomly image pixels to hide secret data. The stego-key is 
shared between the sender and receiver synchronously, and 
is needed to be changed frequently. This will demand extra 
effort and cost for key management technique [13].  
Chang et al, in 2008 [14] proposed an method to embed a 
large payload of secret data in color images by modifying 
the blue color value of the pixel because the blue value is an 
undetectable color to human eyes.  
To increase the imperceptibility, Stego Color Cycle (SCC) 
technique is used to hide data into different RGB channels, 
using one channel as a data carrier at a time. The channels 
are selected cyclically [14].  
An adaptive data hiding approach for 24-bits RGB colored 
images is proposed to embed secret data in relation to data 
size.  In embedding process, one of the three channels is 
selected randomly depending on integer random number 
ranged from 0 to 3. If the random number is 1, then green 
and blue channels are chosen to hide data. If the random 
number is 2, then red and blue channel are chosen to hide 
data. If the random number is 3, the red and green channels 
are chosen to hide data Otherwise, nothing is done [15]. 
In 2013 W. W. Zin proposed a hybrid method to hide 
information in PNG format image by combining 
cryptographic and steganographic techniques. For data 
confidentiality, the important message is encrypted using 
RC4 algorithm. Then the encrypted message is embedded 
in PNG image file based on the Blum-Blum-Shub (BBS) 
pseudo random number generator that generates the random 
sequences where the embedding will take place [16]. 
In 2014, Rawashdeh and Al-Saiyd proposed hybrid 
technique that integrate colored image steganography with 
encryption to achieve high-level of security [17]. In the 
encryption process the secret key generation depends on 
primitive roots of prime numbers is used. The embedding 
process of steganography is done randomly and based on 
stego keys that are also derives from primitive roots of 
prime numbers. 
In 2015, Manjula and others proposed a technique called 
“Hash Based Least Significant Bit (2-3-3)” to insert 8 bits 
of secret data in LSBs of pixel value of the colored cover 
image; where 2 bits is inserted in Red, 3 bits is inserted in 
Green, and 3 bits is inserted in Blue channels respectively. 
LSB bit position within the pixel is calculated from (the 
position of each hidden image pixel % number of bits of 
LSB). This hash function distribution produced better 
results. [18]. 
Steganography is in contrast to the cryptography concept, is 
about concealing the secret message existence and it is 
invisible to an ordinary observer, while cryptography is 
about protecting the content of messages [9].  

Cryptography uses Encryption and Decryption processes. 
Encryption process secure and be unreadable without 
adequate knowledge. The receiver can decrypt the 
encrypted data and understand the actual meaning.   
Cryptography methods can be classified into symmetric-key 
and Asymmetric-key algorithms, depending on the key(s). 
In the symmetric-key cryptography, the sender and the 
receiver share the same secret key in encryption and 
decryption processes. While in the asymmetric-key 
cryptography, there are two keys: the encryption key (public 
key) that is published and known to all senders and used in 
encryption process, and the private key that is used by the 
receiver to decrypt the encrypted messages [19].  

4. Related Work of Medical Digital Image 
Steganography 

We found that few attempts were done on medical colored 
image steganography and applied hybrid security scheme 
that integrate cryptography and steganography; as: 
Petitcolas [20] explained an application, which embedded 
the patient’s information in the medical image. 
Confidentiality is considered in the separation between 
patients’ image data (DNA sequences) and the patient's 
personal data.  
The patient data is embedded into medical image at different 
sub-bands using wavelet coefficients of the cover image 
[20].  
Miaou et al. [22] presented an LSB embedding technique 
for electronic patient records based on bi-polar multiple-
base data hiding technique and transmit the patient image 
on the internet among different hospitals and countries. 
Yue Li and et al. [23] proposed an algorithm to protect 
mammographic image from illegally obtained or changed 
the image content. It hides patients' data into mammogram 
images without altering the important details of the grey-
scale images. 

5. Design Considerations of the Proposed 
System 

Any steganography technique is characterized by two 
significant properties; a good imperceptibility and sufficient 
data capacity. There are different algorithms, where each of 
them has different strong and weak influences. One 
embedding algorithm may have reduction in payload 
capacity, while the other may have reduction in robustness 
against most type of attacks [24]. The eavesdropper is 
unable to detect the existence of hidden data by naked eye. 
The decision about which steganographic technique is more 
appropriate to apply depends on the application type, 
security level, perception level, payload and it needs some   
of features compromising [24]. The main purpose of image 
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steganography is to preserve the quality of cover image and 
the sensitive data, and eliminate the amount of modification 
in cover images.  
For the proposed design, many issues are taken into our 
consideration, and data are gathered, analyzed and designed, 
such that: 
A. A medical colored images are chosen, since color 

imaging is widely used in medical diagnosis. The 
format of medical colored image is suggested to be the 
lossless compression PNG that has 32-bit for Red, Green, 
Blue, and Alpha (RGBA) color channels.  They are 
supported across multiple file systems and operating 
systems. The PNG large file size has good advantage for 
hiding data with less distortion and with high payload 
capacity. PNG can compress more than a GIF file can 
do on the same image in approximately from 5% to 25% 
[16]. It offers more flexibility features when it is used in 
Steganography. Therefore, larger amount of data will be 
embedded into image, unlike an 8-bit gray level digital 
image. The major drawback to PNG images is their large 
size. 

B. Colored image steganography using LSB technique is 
proposed. The LSBs of Blue and Alpha channels are be 
selected as embedding positions, because embedding 
into LSBs of blue channels is less perceptive by human 
eye and hence, has relatively the best quality [25]. The 
number of embedded bits into blue channels will be 
dynamic and the modification of pixels in image. It will 
provide relatively high payload data to be embedded.  

C. To empower the security, the patient secret data is 
encrypted before embedding it into image, because 
cryptography is used, to provide data confidentiality, 
integrity, authentication, and non-repudiation problem 
solutions [26], where both steganography and 
cryptography ensure data confidentiality. 

D. A pseudo random key is generated from the prime 
number depending on the primitive roots of prime 
numbers. Random key generator generates keys will be 
applied in the block encrypting algorithm of patient’s 
data and examination results, where the sensitive data is 
partitioned into non-lapping blocks.  The randomized 
key will be used to determine the indices of bit-
permutation within the block of sensitive patient’s text 
data.  

E. The encrypted sensitive patient medical data is then 
embedded in randomized pixels in the first and second 
LSBs of the Blue and Alpha channels of some selected 
image pixels instead of embedding them in the pixels 
sequentially. This will make it harder to the 
eavesdropper to predict the embedded data size and its 
value or detect the modifications in the medical image. 

6. The Proposed Research Methodology  

The proposed methodology has four integrated components: 
random key generator, the encryption of sensitive patient's 
examination data, the selecting and embedding process, and 
the extracting process of sensitive patient's data.  
Figure (3) illustrates the four integrated components of the 
proposed methodology. 
 

 

Fig. 3 The three integrated components of the proposed system  

6.1 Randomized  Key Generator  

For the implementation of encryption and the embedding 
processes, the generation of randomized keys is requested. 
They are used in the identification and permutation of bits 
each block of the non-lapped blocks of the sensitive 
patient's data. Depending on the values of stego-key, the 
locations of carrier bits in Blue and Alpha channels are 
needed to be identified to embed the sensitive patient’s into 
the patient’s medical image. The prime numbers and their 
primitive root numbers are used to assure the randomness of 
byte selection. In this research, 809 is being used as a prime 
number. It is considered as a stego-key. 
Depending on Fermat's Little Theorem and Difiee-Hellman 
secret-key exchange protocol [27], the randomization key 
generator function G(Ind), will be computed from a prime 
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number ‘P’, and given the least positive residue of   PrInd  
that is produced for all integers in [1, P-1] interval, and Pr 
is a primitive root of P. A primitive root of modulo n or a 
primitive root of n, is a positive integer such that the powers 
of it runs through all the integers modulo n [27].   
 

Key = 𝑮𝑮(𝑰𝑰𝑰𝑰𝑰𝑰) =  𝑷𝑷𝑷𝑷𝑰𝑰𝑰𝑰𝑰𝑰 (𝒎𝒎𝒎𝒎𝒎𝒎 𝑷𝑷)                     (1) 
 
Where: 
G(Ind): The generated key or new index;  
Where: 0 < G(Ind) < P. 
Pr: A primitive root of prime number P, is considered as a 

sub-key, where not all integer numbers have primitive 
roots. The prime number has many incongruent 
primitive roots [27]. 

Ind: The current index of the block element to be 
permutated in encryption process or embedded in 
embedding process. 

P: Prime positive number that is equal to or larger than the 
indexing range, and is a positive number; P > 0. 

 
The above function produces unique values for stego-keys 
within a certain range [1, P-1], with the help of Fermat's 
little theorem [27]. Assuming that the sender and the 
intended recipient share a key that is used to encrypt the 
message. 

6.2 The Encryption Method of Sensitive Patient's 
Examination Data 

The sensitive patient's text data will be segmented into 
fixed-length blocks; B1, B2, …, Bn, each block has 101-
bytes (808 bits), if Bn has less than 101 bytes it can padded 
with zeros. A selected keys K from a sequence of generated 
keys are applied on each block of bits. The encryption 
function corresponded to the selected key is denoted by 
Ei(Ki). 

For confidentially, the encryption process is performed. The 
sensitive data is partitioned into blocks of 101 characters (i.e. 
block size), convert each of them into binary array of 808-
bits, and the permutation of the block bits is done according 
to the new location that is indexed by: 

𝑓𝑓(𝑥𝑥) =  𝑃𝑃𝑃𝑃𝑥𝑥 % 809                                                             (2) 

Pr: Primitive Root of prime number 809. 
X: represents the current bit location, and 
 f(x): new calculated index within the block size.  
809 has 400 primitive roots, so we can choose any subset. 

The permutation process is customized using key generated 
in step 5 on each index of bits in Block[BlockID, Ind]. To 
eliminate patterns and make it harder for eavesdropper to 
extract the message. Different permutation rounds use 

different primitive root numbers as keys. Each block uses 
different set of keys. The pseudo code is: 

Encrypt(Keys[],Block[][]) 
   For each (k in Keys) 
    For each (s in Block[][]) 
       For i=0 to s.length-1 step 1 
       Encrypted[s.index][keyi+1 % (BlockSize-1)-1]  

= Block[s.index][i] 
Returned Encrypted[][]; 

6.3 Embedding of Sensitive Patient's Examination 
Data 

Step 1:  The sender selects patient's color image of PNG 
format, to represent the input cover-object and the 
related sensitive patient’s data and transforms it 
into binary format. 

Step 2:  The sensitive patient data is partitioned into non-
lapped blocks, where each block size equal to 808-
bits, and if the last block is less than 808, it is 
padded with zeros. Each block is identified by 
Block[BlockID , Ind]. 

Step 3: The key is generated as it is discussed in equation 1. 
The prime number is chosen to be slightly larger 
than value of array length. The key value is 
computed from primitive roots of chosen prime 
number.   

Step 4: Then the embedding process of encrypted message 
is done in the two LSBs of Blue and Alpha channels 
of (RGBA) PNG color images. The bits of the 
encrypted block are embedded in randomized order, 
which are identified using the key generated in step 
5. To embed one character of encrypted sensitive 
data, two pixels are needed, because the embedding 
is done in the two LSBs  of Blue and Alpha channels. 
The pseudo code of the embedding is: 

Embed(Encrypted[][], rKey, cKey) 
j=-1 
For each(s in Encypted[]) 
j=j+1 
For i=0 to s.length-1 step 8 
    If ((i+1) % 513 ==0) 
     j=j+1 
     cIndex=(cKey((i+1)% 513) ) % 513 
     rIndex=(rKey(j+1) ) % 513 
     image[cIndex].Blue=replace 

LSB(Image[cIndex][rIndex].Blue,s[i+4] 
image[cIndex].Alpha=replace 

LSB(Image[cIndex][rIndex].Alpha,s[i+6] 
return Image[][] 
 

Step 5: The ‘BlockID’ in ‘Block[BlockID, Ind]’ is 
increment to work on the next block, if any. Steps 3 
and 4 are repeated on all the blocks. If the colored 
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cover image has (5000) pixels, then (4969) prime 
numbers ‘P’ are needed. The number of prime 
numbers must be chosen larger than the block size to 
cover block indexing.  

6.4 The Extracting Method of Sensitive Patient's 
Data 

At the receiver side, the sensitive data is extracted first from 
the medical image and then is decrypted is done using the 
same stego-keys, and secret key of the encrypted process. 
The Pseudo code of decryption is: 

Decryt(Keys[], Encypted[],[]) 
  For each (key in K) 
     For each (s in Encrypted[]) 
        For i = 0 to .length-1 step 1 
          Decrypted[s.index][i] = s[s.index][keyi +1 % 809)-1] 
   Return Decrypted[][]; 

7. Evaluation Results 

A. The proposed technique is applied to medical colored 
images, as shown in figures 4 through 8. They are 
selected with PNG format images and image size has 
(512x512) pixels. 

B. The perception evaluation of the hidden secret message 
is measured using Peak Signal-to-Noise Ratio (PSNR) 
for color image, that is consider as a measurement of  
imperceptibility degree [28]: 

 
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 10 log10

255𝑥𝑥255
𝑀𝑀𝑀𝑀𝑀𝑀𝐵𝐵+𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴)

2�
 dB       (3) 

Where: 
MSEB: is mean square error for Blue channel, and 
MSEA: is mean square error for Alpha channel. 

The PSNR is decreased, and this means that the 
embedding scheme does not degrade the quality of the 
cover image; where the stego-image is closest to the 
original cover image. The embedded message is not 
perceptible or detectable to the viewer. 

C. Since the last two least significant bits are changed in 
the pixel of 32-bit (RGBA colors) PNG image and only 
two color channels of 255 are only changed. The 
degradation ratio will be 1.5625%. Therefore, the minor 
changes and degradation in stego-images are completely 
imperceptible to human eye. 

D. The payload capacity is increased, where the acceptance 
results shows that the number of hidden messages 
exceeds 560 characters and it is still hard for human eye 
to detect the changes in image or predict the existence 
of sensitive data, as it is shown in figure 4 through 8.  

E. The size of generated random key is dynamically 
changed with respect to the changing in the length of 

sensitive patient’s data. This complicates the key 
distribution between sender and receiver, and the 
algorithms of encryption and embedding.  

 

Fig. 4 (left) Cover image (right) Stego image after embedding message 
data of 486 character with spaces (415 characters without spaces) 

 

Fig. 5 (left) Cover image (right) Stego image after embedding message 
data of 423 character with spaces (359 characters without spaces) 

 

Fig.6 (left) Cover Image (right) Stego image after embedding message 
data of 662 character with spaces (560 characters without spaces) 

 

Fig.7 (left) Cover Image (right) Stego Image after embedding message 
data of 428 character with spaces (353 characters without spaces) 
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Fig.8 (left) Cover Image (right) Stego Image after embedding message 
data of 231 characters with spaces (194 characters without spaces) 

8. Conclusion 

• In this paper, a new hybrid technique is presented that 
integrate cryptography and steganography to encrypt 
the sensitive patient data and embed it into medical 
image. Both steganography and cryptography enhance 
medical data security, and ensure data confidentiality, 
and integrity. 

• Random numbers generator algorithm, is derived 
primitive roots of prime numbers to generate unique 
value that are used in encryption and embedding 
processes. This complexity increases the security level. 

• To protect the patient sensitive data, an effective block 
ciphering algorithm is applied using the random numbers 
as the index for permutation of bits inside non-lapped 
blocks of data.  

• Steganography is done by embedding the encrypted data 
into the two LSBs of PNG Blue and Alpha channels of 
the medical images. 

• The experimental results shows that the quality of stego 
image is relatively less distortive, preserve the sensitive 
data and increase the data payload.  

• The maximum embedding data inside the image is equal 
to ((Number of image pixels/2)-1), because 2 pixels are 
needed to store one message character, and the value is 
subtracted by 1, because one pixel is needed to store the 
length of data. The embedding data rate is variable 

• The generated random keys used in encrypting the 
patient data and embedding it into patient’s image 
increases the cost and the complexity of the system since 
it depends on exponential mathematical operations. 
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